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Abstract

Smart contracts have attracted significant attention within the blockchain ecosystem due to their ability to automate agreements when specific

pre-defined conditions are met. However, concerns about the reliability of smart contracts persist due to potential vulnerabilities and unexpected

outcomes. This study seeks to examine the perception of various stakeholders in the blockchain community, including developers, regulators,

investors, researchers, auditors, and enthusiasts to understand the factors that influence trust in smart contracts. Data was gathered from 213

respondents through a survey administered across two blockchain communities. The responses were analyzed to identify key factors shaping trust

in smart contracts within the blockchain space. The study identified five critical factors that significantly affect trust perceptions: Perceived Secu-

rity Measures (PSM), Perceived Design Practices and Developer’s Reputation (PDR), User Experience (UX), Perceived Social and Psychological

Influence (PSP), and Perceived Regulatory Compliance and Continuous Improvement (PRC). Additionally, machine learning algorithms namely

Support Vector Machine, Decision Tree, Logistic Regression, and Naive Bayes were applied on open-ended responses to conduct sentiment anal-

ysis, providing deeper insights into the perceptions of trust in blockchain smart contracts. The results revealed that Logistic Regression classifier

outperformed the other models in analyzing trust levels in smart contracts.
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1. Introduction

The blockchain network is a decentralized system made up

of peer-to-peer nodes [1]. It is often referred to as a trust-

less technology due to its decentralized, transparent, and im-

mutable characteristics. This foundational framework enables

trustless interactions, contributing to its widespread adoption
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Email address: keenconsole@gmail.com (Unyime Ufok Ibekwe )

across various sectors such as finance, healthcare, Decentral-

ized Finance (DeFi), supply chain management, education, and

more. A key element of most blockchain networks are smart

contracts, self-executing codes with the terms of the agreement

embedded within them. Smart contracts automate and stream-

line processes thereby eliminating the need for intermediaries

[2], enhancing efficiency, reducing costs, and promoting trans-

parency.

Despite their potential to transform multiple industries, con-

cerns persist regarding the reliability of smart contracts and
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the overall user experience with this technology. These con-

cerns stem from the vulnerabilities and potential for exploita-

tion that can result in financial losses, legal issues, and rep-

utational damage. A notable example is the 2016 Decentral-

ized Autonomous Organization (DAO) hack, where a hacker

exploited a reentrancy bug in the DAO’s crowdfunding smart

contract, recursively invoking its payout function [3] and drain-

ing over 60 million US dollars worth of cryptocurrency [4].

Unfortunately, such incidents are not rare, as security flaws in

smart contracts are frequently uncovered and exploited, raising

significant doubts about their trustworthiness.

Though security, trust, privacy, transparency, consensus,

immutability, and decentralization [5] are core attributes of

blockchain technology, how these features are applied, ac-

cepted and how they influence user perceptions of trust in smart

contracts remain underexplored. It is crucial to understand how

users perceive these characteristics and their implications, as

well as how various perceptual factors shape trust in smart con-

tracts.

Therefore, this study aims to conduct a comprehensive in-

vestigation into the diverse factors influencing trust in smart

contracts within the blockchain ecosystem. By utilizing a com-

bination of survey methods and machine learning techniques,

the research seeks to explore the complex dynamics that affect

trust. The study engages a wide range of stakeholders from two

blockchain communities, including developers, cryptocurrency

traders, researchers, auditors, and enthusiasts to identify the

underlying determinants shaping perceptions of trust in smart

contracts. Data was collected from 213 respondents across two

blockchain communities in Nigeria, and statistical analysis was

applied to evaluate their perceptions of trust.

Additionally, four machine learning classifiers: Logistic

Regression, Decision Tree, Naive Bayes, and Support Vector

Machine (SVM) were employed for sentiment analysis on the

open-ended survey responses to gain deeper insights into per-

ceptions of trust in blockchain smart contracts. The selection

of these classifiers was influenced by several important fac-

tors, including their diverse approaches, the balance between

performance and interpretability, their effectiveness with small

to medium datasets, and their ability to accommodate different

data characteristics. These classifiers align with established re-

search practices in sentiment analysis, allowing the researchers

to capture a wide range of sentiments expressed in the survey

and offer a comprehensive understanding of the factors influ-

encing trust in smart contracts within the blockchain ecosys-

tem.

The findings of this research have significant implications

for developers, users, regulators, and policymakers. They pro-

vide valuable insights for enhancing the reliability and secu-

rity of smart contract implementations, thereby promoting their

broader adoption. Furthermore, this study contributes to the

ongoing dialogue about trust and accountability in blockchain

technologies, facilitating informed decision-making and sup-

porting the advancement of trust mechanisms within decentral-

ized systems. The outcomes will guide the development of

strategies and best practices aimed at improving the trustwor-

thiness of smart contracts, encouraging their wider acceptance,

and fostering the growth of blockchain applications across var-

ious industries.

2. Theoretical background

2.1. Overview of blockchain smart contracts

The decentralized and transparent nature of blockchain

technology has revolutionized the way transactions and agree-

ments are carried out. Functioning as a distributed ledger made

up of interconnected blocks, each active node in the blockchain

network holds a full copy of all transactions, ensuring both

transparency and security. While blockchain was initially de-

veloped to facilitate financial transactions within the Bitcoin

network [6], it has since gained widespread popularity and

is now adopted across numerous sectors, including finance,

healthcare, education, supply chain management, record keep-

ing, identity management [7] and Central Bank Digital Curren-

cies (CBDCs).

A key feature of most blockchain platforms are smart con-

tracts, which are self-executing codes designed to automatically

perform tasks once predefined conditions are met. Unlike tra-

ditional agreements that depend on trusted third parties and ar-

bitration, smart contracts effectively remove the need for inter-

mediaries. The concept of smart contract was first introduced

by Nick Szabo in the early 1990s [8], to facilitate transactions

and agreements without intermediaries. The aim was to reduce

costs and increase transparency. By leveraging the immutability

and decentralization of blockchain technology, smart contracts

provide trust and transparency in fulfilling contractual obliga-

tions, enabling the automatic execution of terms between un-

trusted parties.

While smart contracts hold great promise, they are still vul-

nerable to security risks. They are especially vulnerable to at-

tacks because once deployed on the blockchain, they cannot be

modified [9]. This characteristic stems from the immutability

and decentralized nature of blockchain technology. Vulnera-

bilities in the smart contract code can lead to unforeseen con-

sequences that could damage the reputation of the blockchain

platform, potentially resulting in substantial financial losses and

reduced user trust. These challenges have sparked considerable

interest in the community, prompting researchers to investigate

ways to enhance the security and reliability of smart contracts.

For instance, Ref. [10] identified common programming

errors and real-world attacks on Ethereum smart contracts, pro-

viding recommendations to mitigate these risks. Another study,

[11] introduced a symbolic execution tool called OYENTE to

identify vulnerabilities in smart contracts. Additionally, Ref.

[12] proposed a transaction-based approach using Long Short-

Term Memory (LSTM) to classify and detect vulnerabilities in

smart contracts. Similarly, researchers in Ref. [13] developed a

machine learning-based model to detect various types of smart

contract vulnerabilities, such as front-running, bad randomness,

reentrancy, arithmetic errors, access control issues, denial of

service, and unchecked low-level calls. Collectively, these ef-

forts underscore the importance of implementing robust secu-

rity measures and practices to ensure the reliability of smart

contracts.
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2.2. Trust

The concept of trust is complex and can vary depending on

the parties involved, the factors at play, and the specific context

[14]. Trust is both dynamic and subjective, incorporating be-

havioral intentions and cognitive aspects. It plays a crucial role

in social and economic interactions marked by dependence and

uncertainty [15]. Trust is essential for facilitating successful

transactions, whether in physical or digital environments.

In the field of Information Systems (IS) research, trust is

understood as a collection of user perceptions regarding the at-

tributes of technology [16]. It reflects the confidence and assur-

ance individuals and organizations have in the reliability, au-

thenticity and security of digital systems, platforms, and ser-

vices. In any trust-based relationship, a distinction exists be-

tween the trustor, who grants trust, and the trustee, who re-

ceives it. Recent IS research regarding trust in technology,

views the technological artifact as the trustee and the user as

the trustor [17]. Trust becomes particularly important in en-

vironments where risk and uncertainty prevail, as the trustor

accepts vulnerability to potential negative consequences stem-

ming from the trustee’s actions [18]. In this setting, the trustee

must actively cultivate trust in the system. Trust in an Informa-

tion Technology (IT) system is shaped by several key factors,

including a thorough understanding of the trustee’s operations,

transparency in the processes used to generate system output,

the accuracy of provided information, the system’s reliability,

and clear communication about system activities [17].

2.3. Trust in blockchain technology

Trust in the execution of blockchain smart contracts encom-

passes users’ confidence in their reliability, security, and accu-

racy. It reflects the belief that smart contracts will function as

intended, without errors, vulnerabilities, or malicious interfer-

ence. However, like any software, smart contracts have demon-

strated vulnerabilities and security flaws [19]. Notably, even

well-known Ethereum smart contracts have been found to con-

tain vulnerabilities. The consequences of such flaws are espe-

cially severe because smart contracts directly manage valuable

assets and funds. Thus, threats to these contracts, can severely

undermine the trust that individuals and institutions place in

these digital platforms and services.

One of the primary advantages of the blockchain technol-

ogy is its potential to foster trust. Often described as a means to

create trust-free systems, blockchain technology aims to elimi-

nate trust concerns by ensuring the validity of transactions [20].

As a result, smart contracts that utilize blockchain technology

are expected to exhibit essential attributes such as trustlessness,

decentralization, distributed technology, immutability, security,

privacy, and a consensus mechanism. These components are vi-

tal for establishing a reliable and trustworthy delivery platform.

Nonetheless, the actual implementation of these attributes has

frequently fallen short of expectations.

The formation of trust among end users in blockchain-based

platforms is hindered by several factors, which in turn limits

the realization of the technology’s potential benefits, impede

its acceptance and usage. These factors include lack of ex-

perience and understanding of the technology, concerns about

privacy, security heuristics, fairness, transparency, legal and fi-

nancial accountability [21]. According to Ref. [22], perceived

security and privacy are significant factors influencing trust in

blockchain technology. Additionally, Ref. [23] acknowledged

that a lack of understanding of the technology and technical

competence can hinder trust in blockchain systems. Further-

more, Ref. [24] underscored how the complexity of blockchain

technology, combined with the potential for financial losses,

serves as a barrier to building trust.

While there has been substantial research regarding smart

contract attacks and vulnerability detection techniques, a no-

table gap exists in the literature concerning the perception of

trust in these contracts. Many studies have investigated various

dimensions of trust in blockchain technology, but limited atten-

tion has been directed toward trust in smart contracts, which are

a critical component of most blockchain platforms. Given that

the level of trust in smart contracts is closely linked to users’

perceptions and sentiments about the technology, this study

aims to explore the factors that influence users’ trust in smart

contracts within the blockchain ecosystem, thereby addressing

this significant gap.

3. Research methodology

To gain deeper insight into the factors influencing users’

trust in smart contracts, this study utilizes an electronically dis-

tributed survey. The survey includes 38 items, organized into

three sections: demographic details of the respondents, percep-

tions of smart contract trustworthiness measured on a five-point

Likert scale ranging from 1 (strongly disagree) to 5 (strongly

agree) and open-ended questions addressing trust in smart con-

tracts. The items used to capture these theoretical constructs

were developed based on a comprehensive review of existing

literature.

3.1. Data collection

The study’s population comprises a diverse group of stake-

holders within the blockchain ecosystem, all possessing some

degree of knowledge about blockchain and smart contracts.

Data was gathered from 213 participants, including developers,

traders, investors, regulators, researchers, auditors, and enthu-

siasts drawn from two distinct blockchain communities.

3.2. Data analysis

To analyze the survey data and identify patterns, we used

Python’s data analytics capabilities. We performed factor anal-

ysis on Likert-scale responses concerning user perceptions of

smart contract trustworthiness. This statistical method reduces

complex datasets to uncover the underlying dimensions that ex-

plain relationships among multiple variables [25].

To ensure the suitability of the dataset for factor analy-

sis, two tests of sampling adequacy were conducted. The

first test was Bartlett’s test of sphericity, which examines

the null hypothesis of a linear dependence between variables.

The second test was the Kaiser-Meyer-Olkin (KMO) test,

which measures the proportion of variance within the sample
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dataset [26]. Bartlett’s test yielded an extremely low value of

3.6317572870745657e-214 confirming the presence of linear

dependence among the variables and justifying the analysis.

Furthermore, the KMO test yielded a value of 0.80733, affirm-

ing the likelihood of satisfactory results from the factor analy-

sis.

Using Python’s ’factor analyzer’ module, we employed a

factor loading cutoff of 0.5 to group related information and

then determined the optimal number of factors using a scree

plot [27] as shown in Figure 1, thereby retaining only factors

with eigenvalues exceeding 1.0. A heatmap as shown in Figure

2 visually represents these factors. Varimax rotation was then

applied to obtain factor loadings, which were subsequently used

to analyze overall trends in smart contract trust.

4. Factor analysis results

4.1. Demographic variables

Table 1 displays the results of our demographic data analy-

sis.

4.2. Factor analysis

Using Python’s ’factor analyzer’ library, we performed a

factor analysis of 20 variables, reducing them to five key fac-

tors influencing trust in smart contracts. Variables with loading

values of 0.5 or higher were considered to have a significant im-

pact on users’ trust in smart contracts as detailed in Table 2. The

top three factors impacting trust are: Perceived Security Mea-

sures (PSM1, loading 0.778699), Perceived Social and Psy-

chological Influence (PSP1, loading 0.77836), and Perceived

Design Practices and Developer’s Reputation (PDR1, loading

0.751088). The other two factors are User Experience (UX1,

loading 0.714375) and Perceived Regulatory Compliance and

Continuous Improvement (PRC1, 0.63114).

4.2.1. Perceived security measures

Our survey found that a significant majority of respondents,

74 percent strongly agree that utilizing secure and reputable or-

acle boosts the trustworthiness of smart contracts, with another

16 percent also in agreement. Similarly, 95 percent of respon-

dents recognized that comprehensive security audits improve

the reliability of smart contracts. These audits are essential for

identifying and mitigating vulnerabilities within systems and

networks that could be exploited by unauthorized users or ma-

licious actors [28].

Further analysis indicated a strong correlation in the percep-

tion of trust among various user groups, including developers,

investors, enthusiasts, casual users, and auditors. This implies

that all demographic groups view the implementation of secu-

rity measures as a fundamental aspect of building trust in smart

contracts. These results align with Ref. [29], which highlights

the essential role of security in shaping practitioners’ percep-

tions of smart contracts.

Given these insights, it is vital to engage third-party organi-

zations to conduct thorough security audits of both smart con-

tracts and external oracles prior to their deployment in produc-

tion. Such actions will enhance user confidence by ensuring

Figure 1: Scree plot diagram for factors analysis.

Figure 2: Heatmap for correlation between factors.

that the smart contracts have undergone independent assess-

ments for potential vulnerabilities and risks.

4.2.2. Perceived design practices and developer’s reputation

Our findings underscore the important role that a devel-

oper’s reputation plays in establishing trust in smart contracts.

A significant majority of respondents (22 percent strongly agree

and 39 percent agree) believed that the credibility and reputa-

tion of the developer or project team directly impact the per-

ceived trustworthiness of a smart contract. Additionally, a no-

table portion (16 percent strongly agree and 32 percent agree)

recognized the risk of developers introducing malicious code,

whether intentionally or unintentionally. Overall, these re-

sponses clearly indicate that a developer’s reputation, whether

positive or negative, is a key factor in shaping trust in smart

contracts.

Users are more likely to trust smart contracts created by

reputable and reliable developers or organizations. To build
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Table 1: Descriptive information.

Variable Description
Frequency

(n)

Percentage

(%)

Gender

Male 184 86

Female 25 12

Prefer not to say 4 2

Age

18 - 24 9 4

25 - 34 78 37

35 - 44 100 47

45 - 54 24 11

55 - 64 2 1

Educational

Background

High School 2 1

Bachelor’s degree 90 42

Master’s degree 108 51

Doctorate 13 6

How familiar

are you

with smart

contracts?

Extremely familiar 11 5

Very familiar 80 38

Moderately familiar 68 32

Somewhat familiar 46 22

Not at all familiar 8 3

How familiar

are you

with

blockchain

technology?

Extremely familiar 23 11

Very familiar 78 37

Moderately familiar 78 37

Somewhat familiar 33 15

Not at all familiar 1 0

In what way

are you

involved in the

blockchain

/smart contract

ecosystem?

Investor/

Cryptotraders
74 35

Casual user

(In IOT,

Health,

Education,

Supply Chain,

etc.)

44 21

Enthusiast

(Researcher,

Policy

Maker,

Influencer, etc.)

43 20

Developer 38 18

Auditor 14 6

How frequently

do you engage

with smart

contracts?

Daily 32 15

Weekly 71 33

Monthly 48 23

Not too frequently 56 26

Never 6 3

and maintain this trust, developers and organizations should

prioritize transparency, uphold ethical standards, and maintain

open communication with users. This includes honoring com-

mitments, seeking developer certifications, quickly addressing

any issues, and actively engaging with the community to gather

feedback.

4.2.3. User experience

User experience plays a critical role in shaping trust in smart

contracts. A significant portion of respondents (25 percent

strongly agree and 37 percent agree) believed that code com-

plexity influences their level of trust, while 64 percent agree

that a user-friendly interface and ease of use are key factors

in fostering trust. Interestingly, age did not significantly af-

fect these perceptions, as no notable differences in trust were

observed across different age groups. This suggests that devel-
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oping intuitive, user-friendly interfaces can greatly enhance the

user experience, promoting broader adoption and higher satis-

faction.

Moreover, a significant majority (39 percent strongly agree

and 45 percent agree) indicated that their awareness and under-

standing of smart contract functionalities directly impact their

trust. This finding aligns with Ref. [30], which emphasizes that

trust in smart contracts is closely tied to users’ ability to com-

prehend, explain, and validate a contract’s semantics. Thus, ed-

ucating and raising awareness about smart contract technology

is crucial.

Enhancing user experience through intuitive interfaces,

alongside providing accessible resources, tutorials, workshops,

and educational programs, will empower users to make in-

formed decisions and strengthen trust in smart contract tech-

nology.

4.2.4. Perceived social and psychological influence

Social and psychological factors play a significant role in

shaping trust in smart contracts. A notable 69 percent of re-

spondents indicated that their past experiences affect their level

of trust in these contracts. Additionally, 67 percent highlighted

the importance of positive user feedback and ratings in influ-

encing their trust. These findings emphasize the crucial impact

of positive endorsements on trust perceptions.

Trust in smart contracts is also influenced by social norms,

peer recommendations, and psychological factors like per-

ceived risk and the trustworthiness of other parties. Users’ risk

perceptions, shaped by their past experiences, directly affect

the trust they place in smart contracts. Negative experiences

can lead to skepticism, while positive experiences foster trust.

To mitigate the effects of negative past experiences and build

trust, developers should focus on resolving issues, maintaining

open communication, and actively seeking and responding to

user feedback. By engaging with users and incorporating their

feedback, developers can make improvements and effectively

communicate these changes, demonstrating their commitment

to addressing concerns and enhancing trust in smart contracts.

4.2.5. Perceived regulatory compliance and continuous im-

provement

Regulatory compliance and adherence to legal standards

play a key role in building trust in smart contracts, with 32 per-

cent of respondents strongly agreeing and 44 percent agreeing

with this perspective. This involves accountability to stakehold-

ers, adherence to legal requirements, creation of robust secu-

rity policies, clearly defining roles and responsibilities within

the ecosystem, and establishing standards and frameworks for

smart contract development and best practices [28]. Integrating

smart contracts into legal frameworks ensures that agreements

are legally enforceable.

Furthermore, 56 percent of respondents viewed regular up-

dates and maintenance as essential to maintaining trust in smart

contracts. Overall, trust in smart contracts is enhanced by le-

gal compliance and consistent updates, as well as standardized

frameworks for development, deployment, and auditing. By

implementing these measures, trust in smart contracts can be

cultivated and reinforced.

5. Sentiment analysis process

User feedback and comments often provide an authentic in-

sight into their opinions and are crucial for assessing services

or products [31]. Sentiment analysis involves the extraction

and interpretation of these expressed views to better understand

users’ emotions and attitudes [32]. This study employs senti-

ment analysis of user comments to further investigate trust in

smart contracts. Four machine learning algorithms were em-

ployed for this process. Figure 3 outlines the steps, which

includes data collection, preprocessing, sentiment extraction,

feature extraction, modeling the machine learning classifiers

(MLCs), and evaluating the models.

Python was chosen as the programming language for this

study due to its extensive library support and user-friendliness.

It is highly esteemed in data science and machine learning, pri-

marily because of its robust library ecosystem. Python offers

a variety of tools for tackling different machine learning tasks.

For this research, the Scikit-learn package was utilized, as it

provides a comprehensive range of supervised machine learn-

ing algorithms [33], including classification methods like Sup-

port Vector Machines (SVM), Logistic Regression, Decision

Trees, and Naive Bayes.

5.1. Data collection

The dataset used for the sentiment analysis was derived

from the responses to the open-ended questions in the survey.

The survey consists of three sections: demographic informa-

tion, Likert-scale questions concerning the factors influencing

trust in smart contracts, and open-ended questions regarding

users’ perceived trust in blockchain smart contracts. Initially,

demographic data and Likert-scale responses were extracted to

perform factor analysis, aimed at identifying key factors influ-

encing trust. Subsequently, the text from the open-ended re-

sponses was collected to create the dataset for sentiment analy-

sis. In total, 213 responses were gathered, totaling over 10,500

words, all focused on the trustworthiness of smart contracts.

5.2. Data preprocessing

Given that machines cannot inherently comprehend written

natural language, the extracted text was preprocessed to ensure

data quality and consistency before training the machine learn-

ing models. Preprocessing is a vital step in preparing text for

classification, as it eliminates noisy characters and words that

could adversely affect the results. The assumption is that reduc-

ing noise in the text enhances the performance of the classifier.

In this study, several preprocessing steps were implemented, in-

cluding removing unnecessary white spaces, converting text to

lowercase to eliminate case sensitivity, removing punctuation

and special characters, eliminating stop words, and tokenizing

the text into individual words or tokens.
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Table 2: Factor analysis result.

Factors Variables Factor loading

Perceived Design Practices

and Reputation of Developers

[PDR1] The type of programming language

for developing smart contracts can impact

their reliability, including security, correctness, and

robustness, which in turn can influence trust levels.

0.751088

[PDR2] The inclusion of a dispute resolution

mechanism within a smart contract enhances

its trustworthiness.

0.695496

[PDR3] The distribution of authority and

control across multiple parties in a smart

contract design enhances the reliability

of smart contracts.

0.623492

[PDR4] The trustworthiness of a smart

contract can be influenced by the reputation

and credibility of the developers

or project team associated with it.

0.601301

[PDR5] There is a possibility that the

development team may wittingly or unwittingly

introduce malicious code into a smart contract.

0.552374

User Experience

[UX1] The complexity of a smart contract

code affects my perception of its trustworthiness.
0.714375

[UX2] The user-friendliness and ease of use of a

smart contract influence its trustworthiness.
0.688086

[UX3] The level of awareness and comprehension

regarding the functioning of a smart contract

directly impacts the trust placed in its functionality.

0.577537

Perceived Social and

Psychological Influence

[PSP1] I am willing to invest more trust in a smart

contract if I have prior positive experiences with

similar contracts.

0.77836

[PSP2] Positive feedback and ratings provided

by other users significantly contribute to my

perception of the trustworthiness of a smart contract.

0.697256

Perceived Regulatory Compliance

and Continuous Improvement

[PRC1] Ensuring regular updates and maintenance

of a smart contract contributes to its trustworthiness.
0.63114

[PRC2] Ensuring legal compliance and adherence

to regulatory standards during the development

process enhances the trustworthiness of a smart contract.

0.617014

Perceived Security Measures

[PSM1] The use of secure and reputable oracles

for fetching external data enhances

the trustworthiness of smart contracts.

0.778699

[PSM2] Smart contracts that have undergone

comprehensive security audits are more trustworthy.
0.523572

5.3. Exploratory data analysis

Exploratory data analysis was performed on the prepro-

cessed data to identify patterns.

5.3.1. Sentiment extraction

The exploratory analysis categorized comments as positive,

negative, or neutral to determine sentiment scores. The results

presented in Figure 4 revealed that 81.7 percent of the com-

ments conveyed positive sentiment, 11.7 percent were negative,

and 6.6 percent were neutral regarding the reliability of smart

contracts. Overall, there was a predominance of positive senti-

ment towards smart contracts.

5.3.2. Word cloud

The Python Word Cloud library was employed to identify

the most frequently used words in the dataset, providing valu-

able insights during the feature extraction phase. The frequency

count of these terms plays a key role in supporting the analy-

sis. The generated word cloud, created from the entire dataset,

emphasizes the most commonly occurring words across all sec-

tions. Notable terms like ”contract audit,” ”user awareness,”

7
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Figure 3: Sentiment analysis process.

Figure 4: Distribution of sentiment categories.

Figure 5: Most commonly used words among respondents.

and ”security control” were among the most frequently men-

tioned, as shown in Figure 5.

5.3.3. Data re-sampling

The exploratory data analysis revealed a notable class im-

balance within the dataset. Class imbalance occurs when

classes are distributed unevenly, which can negatively impact

the performance of machine learning models [34]. To tackle

this issue, various techniques can be employed, such as over-

sampling and under-sampling. Over-sampling increases the

number of samples in the minority class, while under-sampling

decreases the number of samples in the majority class to create

a more balanced dataset.

In this study, we opted not to use under-sampling due to the

small size of the minority classes; further reduction would ad-

versely affect classification performance. Instead, we employed

the Synthetic Minority Oversampling Technique (SMOTE) to

oversample the minority class, resulting in a balanced dataset.

This technique enhances the representation of the minority class

to better align with the majority class, thereby addressing the

class imbalance issue. Figure 6 illustrates the dataset classes

before and after the re-sampling process.

Figure 6: Dataset before and after re-sampling.

5.4. Feature extraction

The dataset was divided into an 80:20 ratio, with 80 percent

used for training and the remaining 20 percent set aside for test-

ing. This distribution enables a substantial amount of data to be

utilized for model training while still ensuring enough data for

evaluation. Both the training and testing datasets were vector-

ized using Term Frequency-Inverse Document Frequency (TF-

IDF) to transform the text into numerical features. By applying

these techniques, irrelevant words are eliminated, and the text

is converted into numerical representations.

5.5. Model training

Four machine learning classifiers: Logistic regression (LR),

Naive Bayes (NB), Support Vector Machine (SVM), and Deci-

sion Tree (DT) were used to train the dataset.

5.5.1. Logistic regression

A logistic regression model is a supervised learning algo-

rithm designed for classification tasks. It is typically used when

the dependent or target variable is categorical. This model pre-

dicts the probability of a categorical outcome by employing a

logistic function [35].

5.5.2. Support vector machine

A Support Vector Machine (SVM) model is a supervised

machine learning algorithm used for both classification and re-

gression tasks. It works by finding the optimal hyperplane that

separates data points belonging to different classes in a high-

dimensional space [36]. The goal of SVM is to maximize the

margin between classes, creating a robust decision boundary.

8
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5.5.3. Naive Bayes

Naive Bayes (NB) is founded on Bayes’ theorem, which de-

termines the probability of a class’s presence based on a specific

text or input. The Naive Bayes classifier assumes that the value

of each predictor independently affects the class, regardless of

the values of other predictors [37]. There are several variations

of Naive Bayes, including MultinomialNB, BernoulliNB, Cat-

egoricalNB, ComplementNB, and GaussianNB. In this study,

we used MultinomialNB, as it is particularly effective for text

classification tasks.

5.5.4. Decision tree

The decision tree (DT) algorithm is structured like a tree,

where each internal node represents a feature or attribute. Each

branch signifies a decision made based on a specific feature, and

each leaf node indicates the associated outcome or prediction.

The decision tree model includes three types of nodes: root

node, internal node, and leaf node, which are essential com-

ponents for the analysis performed by the decision tree [38]. It

functions by recursively dividing the data into subsets accord-

ing to the features that most effectively distinguish the target

variable.

5.6. Model evaluation

Model performance was evaluated using accuracy, recall,

precision, and F1-score as detailed in equations (1), (2), (3), and

(4), respectively. In these metrics, True Positive is represented

as TP, False Positive as FP, False Negative as FN, and True

Negative as TN. Furthermore, we evaluated the models’ per-

formance using the Receiver Operating Characteristic (ROC)

curve and the Area Under the Curve (AUC). The ROC curve

describes the classification model’s performance across differ-

ent classification thresholds by plotting the True Positive Rate

(TPR) against the False Positive Rate (FPR), which are calcu-

lated using equations (5) and (6), respectively.

Accuracy =
T P + T N

T P + FP + FN + T N
. (1)

Recall =
T P

T P + FP
. (2)

Precision =
T P

T P + FP
. (3)

F1 − Score =
2 × ( Precision × recall )

recall + precision
. (4)

T PR =
T P

(T P + FN)
. (5)

FPR =
FP

FP + T N
. (6)

6. Experimental results and discussion

Tables 3, 4, 5, and 6 present the performance of Logistic

Regression, SVM, Naive Bayes and Decision Tree classifiers

Table 3: LR classification report.

Imbalanced data Balanced data

Recall F1-score Recall F1-score

Negative 0.00 0.00 0.00 0.00

Neutral 0.00 0.00 0.33 0.33

Positive 1.00 0.91 0.86 0.86

Accuracy 0.84 0.74

Table 4: SVM classification report.

Imbalanced data Balanced data

Recall F1-score Recall F1-score

Negative 0.00 0.00 0.00 0.00

Neutral 0.00 0.00 0.33 0.50

Positive 1.00 0.94 0.89 0.88

Accuracy 0.89 0.77

Table 5: NB classification report.

Imbalanced Data Balanced Data

Recall F1-score Recall F1-score

Negative 0.00 0.00 0.00 0.00

Neutral 0.00 0.00 0.00 0.00

Positive 1.00 0.91 1.00 0.99

Accuracy 0.84 0.84

Table 6: DT classification report.

Imbalanced Data Balanced Data

Recall F1-score Recall F1-score

Negative 0.00 0.00 0.50 0.25

Neutral 0.00 0.00 0.67 0.40

Positive 0.92 0.88 0.61 0.73

Accuracy 0.77 0.60

Table 7: Result of balanced dataset.

Accuracy Precision Recall F1-score AUC

SVM 0.77 0.79 0.77 0.77 0.75

LR 0.74 0.76 0.74 0.74 0.83

NB 0.84 0.70 0.84 0.84 0.68

DT 0.60 0.88 0.60 0.77 0.62

on both balanced and imbalanced datasets. Although the im-

balanced dataset achieved higher accuracy, a deeper analysis of

precision, recall, and F1-scores reveals a bias toward the pos-

itive class, leading to poorer performance for the negative and

neutral classes. This highlights the limitations of using accu-

racy alone, especially with imbalanced data.

In contrast, the balanced dataset produced more consistent

precision, recall, and F1 scores across all classes, as shown in

Table 7. While SVM and Naive Bayes achieved higher accu-

racy (0.77 and 0.84 respectively), Logistic Regression demon-

strated superior performance as measured by AUC, which is

less sensitive to class imbalance than accuracy alone. This is

9
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because the AUC considers the trade-off between true positive

and false positive rates and is less influenced by class imbal-

ance.

Additionally, Logistic Regression is recognized for its

strong performance on smaller datasets, which may apply to

the data in our study. While it recorded a lower accuracy com-

pared to Naive Bayes and SVM, its AUC score of 0.83 indi-

cates a robust ability to differentiate between classes. This sug-

gests that Logistic Regression effectively captures the nuances

of trust sentiments in smart contracts. Our findings are consis-

tent with existing literature that underscores the advantages of

Logistic Regression in scenarios where interpretability and per-

formance on imbalanced datasets are essential. For instance,

studies like [39] have reported similar outcomes, demonstrat-

ing Logistic Regression’s effectiveness in text-based sentiment

classification tasks, particularly with relatively small or imbal-

anced datasets.

7. Conclusion and future research direction

This study examined trust in smart contracts among 213

members of two blockchain communities, identifying five key

trust drivers: Perceived Security Measures (PSM), Perceived

Design Practices and Developer’s Reputation (PDR), User Ex-

perience (UX), Perceived Social and Psychological Influence

(PSP), and Perceived Regulatory Compliance and Continuous

Improvement (PRC). These findings highlight the complex na-

ture of trust, emphasizing the importance of both technical and

social factors in fostering confidence in smart contracts.

A central aspect of this research was the application of ma-

chine learning algorithms for sentiment analysis, which offered

deeper insights into stakeholder perceptions. Notably, the Lo-

gistic Regression classifier was found to be satisfactory in clas-

sifying and predicting trust levels in smart contracts. This an-

alytical approach not only enhanced our understanding of the

factors influencing trust but also showcased the potential of ma-

chine learning techniques in processing qualitative data related

to sentiment and perceptions.

The significance of this study lies in its contribution to the

growing body of knowledge on trust within blockchain tech-

nologies, particularly regarding smart contracts. By identify-

ing the key factors influencing trust and providing a method for

sentiment analysis, this research offers practical insights for de-

velopers, regulators, and other stakeholders seeking to enhance

the reliability and adoption of smart contracts. The findings can

also inform the design of more secure and user-friendly smart

contract systems, as well as regulatory frameworks aimed at

strengthening trust in blockchain technologies.

Nevertheless, our study has its limitations. Although ma-

chine learning algorithms demonstrate significant predictive ca-

pabilities, their effectiveness is constrained by the quality and

quantity of the input data. Therefore, this research should be

viewed as a foundational step for further investigation into the

multifaceted factors that affect trust in smart contracts within

the blockchain ecosystem.

Looking ahead, future research could expand the dataset to

include a broader range of stakeholders and investigate trust

dynamics across different blockchain platforms. Additionally,

employing more advanced machine learning models or deep

learning techniques may yield deeper insights into sentiment

analysis, potentially improving the accuracy of trust predic-

tions. Further studies could also explore how evolving regula-

tory environments and technological advancements impact trust

in smart contracts, ensuring that the findings remain relevant in

the context of ongoing innovations in the blockchain space.

Ultimately, understanding and addressing trust in smart

contracts, supported by sentiment analysis, will be crucial for

their successful integration into mainstream applications. This

could unlock opportunities for innovation and efficiency across

multiple sectors.

Data availability

The data associated with this work can be

obtained from https://osf.io/wtv5f/?view only=

9bf75a95462a4f3293c1f9d29240e8e9.
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