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Abstract

This article introduces a new concept of complex single-valued neutrosophic sets (CSVNS) and explores their basic set-theoretic characteris-
tics. Based on this framework, an approach to visual analytics that preserves privacy for high-dimensional data, but remains fully encrypted,
is proposed. The proposed scheme shows how information about the similarity of the cotangents of functions can be encrypted while retaining
its fundamental analytical properties. Three-dimensional (3D) encrypted parallel coordinates visualizations, 3D t-distributed stochastic neighbor
embedding (t-SNE) visualizations, and encrypted Pearson correlation heatmaps accurately capture the similarity patterns of the original data
while introducing only controlled and minor perturbations to the best matching pairs, variance distribution, class relationships, and correlation
structures. The small differences in variance and normalized similarity values show that the encryption mechanism had little effect on the data,
which means that the geometric and relational features of the dataset are suitable for analysis in the encrypted domain. The proposed approach
is a powerful solution for secure similarity analysis, dimensionality reduction, clustering, and privacy-preserving decision support applications,
while retaining analytical accuracy.
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1. Introduction

Zadeh [1] was the first to establish the idea of fuzzy sets,
which altered the field of mathematical modeling and control
theory by modeling the imprecision and uncertainty present in
real-world problems. Later, Chang and Zadeh [2] expanded this
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work to fuzzy mapping and control, and Dubois and Prade [3]
expanded it to crucial operations on fuzzy numbers, resulting
in a potent framework for handling ambiguous data. Atanassov
[4] made a significant generalization by introducing intuition-
istic fuzzy sets (IFSs), which used a non-membership degree
to provide a more nuanced representation of uncertainty with
membership and non-membership degrees adding up to a total
less than or equal to one.

The three separate components of fuzzy and intuitionistic
fuzzy sets truth-membership (T), indeterminacy-membership
(I), and falsity-membership (F) were then presented by Smaran-
dache [5, 6] as neutrosophic sets (NSs). Classical fuzzy logic
cannot handle ambiguous and inconsistent information; only
this three-part approach can. By developing different kinds
of triangular neutrosophic numbers and de-neutrosophication
techniques, Chakraborty et al. [7] advanced the science and in-
creased the viability of NSs in quantitative applications. Neu-
trosophic uses proliferated during the following decade, partic-
ularly in multi-criteria decision-making (MCDM).

For example, Abdel-Basset et al. [8] proposed a hybrid
NS-based group decision-making framework for project selec-
tion, while Ojo et al. [9] examined green supply chain man-
agement practices and Abdel-Baset et al. [10] studied sustain-
able supplier selection using a neutrosophic framework. By
using methods like TOPSIS and DEMATEL, Abdel-Basset et
al.’s additional works [11]-[12] extended neutrosophic MCDM
to resource leveling, medical equipment selection, and supplier
selection. Abdel-Basset et al. [13] created a bipolar neutro-
sophic professional selection, whereas Saqlain et al. [14] sug-
gested a neutrosophic soft set of generalized fuzzy TOPSIS to
choose smartphones. More recently, Riaz and Farid [15] max-
imized green supply chain efficiency using linear Diophantine
fuzzy aggregation operators, while Abdel-Basset and Mohamed
[16] suggested a plithogenic TOPSIS-CRITIC model of supply
chain risk management.

Smarandache [17] continued to refine the theoretical under-
pinnings of neutrosophic logic concurrently. Significant ad-
vancements in MCDM techniques have coincided with these
developments in uncertainty modeling. A summary of the TOP-
SIS technique, one of the most widely used MCDM techniques,
was provided by Zavadskas et al. [18]. Garg and Kumar [19]
created the similarity measures of IFSs using set pair analy-
sis, whereas Peng and Dai [20] evaluated the quality of class-
room instruction using q-rung orthopair fuzzy information. The
Pythagorean Dombi fuzzy aggregation operators of MCDM,
which demonstrate the ongoing evolution of fuzzy systems,
were created by Akram et al. [21]. In a distinct but equally sig-
nificant area, steganography and cryptography have contributed
to secure communication.

1.1. Literature review

The Advanced Encryption Standard (AES) and broad intro-
ductions to cryptography are found in textbooks by Delfs and
Knebl [22] and Daemen and Rijmen [23], respectively. Philip
[24] proposed an extended pseudo-knight tour algorithm that
could be used to encrypt images, while Al-Assam et al. [25]

coupled steganography with biometric cryptosystems to pro-
vide safe two-way authentication. Steganography and cryptog-
raphy on images were studied by Bloisi and Iocchi [26] and
Sharma [27]. Based on computer-generated holograms and
chaos theory, the optical color picture encryption described by
Liu et al. [28] was created using Shannon’s secrecy systems
communication theory [29]. A didactic example of chocolate
key cryptography was presented by Bachman et al. [30].

Rosenthal [31] described Rijndael in polynomial form, Koc
[32] talked about cryptographic engineering, Liu et al. [33]
looked at the complexity of AES S-boxes, and AES algebraic
structure has been well studied. Steganography and cryptogra-
phy can be combined to enhance information security by pro-
viding multiple layers of protection for sensitive data. The in-
tegration of these techniques can improve confidentiality and
reduce the risk of unauthorized access or detection of hidden
information, as discussed by Challita and Farhat [34]. Alge-
braic representations of Rijndael were covered by Ferguson et
al. [35] and Murphy and Robshaw [36], while various S-box
modifications intended to enhance cryptographic features were
described by Cui and Cao [37], Li et al. [38], Khan and Azam
[39, 40], and Tran et al. [41]. The unifying field of neutrosophic
logic and probability was still being worked on by Smaran-
dache [42]. These two fields have converged in recent years,
and fuzzy and neutrosophic models are being applied more fre-
quently to solve challenging analytical issues. A. Ahmad et al.
[43] suggested k-threshold conversion number in neutrosophic
graphs. On the numerical solutions for some neutrosophic sin-
gular boundary value problems by using (LPM) polynomials
were studied by A. A. Abubaker et al. [44].

Hatamleh and Hazaymeh [45] studied plithogenic interval-
based topological spaces, while Hatamleh et al. [46] suggested
intricate tangent trigonometric techniques to create fuzzy sets.
The fixed point results in metric spaces and fuzzy b-metric
spaces were developed by Qawaqneh [47] and Qawaqneh et
al. [48, 49]. Fractional soliton solutions and fixed-point func-
tions were studied by Qawaqneh et al. [50] and [51], whereas
contraction mappings in fractional metric spaces were studied
by Qawaqneh et al. [52]. Raed Hatamleh and Ayman Haza-
ymeh [53] gave the concept for finding minimal units in sev-
eral two-fold fuzzy finite neutrosophic rings. The Internet of
Things (IoT) has the potential to transform education by en-
abling smart learning environments, personalized learning ex-
periences, and improved interaction between teachers and stu-
dents. IoT-enabled devices can support customized learning
and enhance collaboration, although challenges such as pri-
vacy, cybersecurity, and technical expertise remain significant
concerns (Kanan et al.) [54]. Fractional-order PID controllers
were modeled in robot arm models by Batiha et al. [55]. Soft
set theory’s theoretical underpinnings have also seen significant
development.

New kinds of supra soft continuous maps were proposed by
Abd El-latif and Alqahtani [56], and a larger set of soft sets with
supra soft δ-closure operators was proposed by Abd El-latif et
al. [57]. Abd El-latif et al. [58, 59] provided new versions
of maps and applications of soft anywhere dense sets, while
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Al-Omari and Alqahtani [60] investigated the operators in soft
primal spaces. Alqahtani [61] defined operators and separation
axioms in diving topological spaces, whereas Alqahtani [62]
proposed neutrosophic primal structures, closure, and proxim-
ity operators. Alqahtani and Tkachenko [63] investigated nor-
mality in topological groups, while Ibedou et al. [64] presented
new structures on universal sets. El-Sheikh and Abd El-latif
broke down supra soft sets and soft continuity [65] and also pre-
sented specific types of Lindelofness and compactness based on
novel supra soft operator [66], whereas Abd El-latif and Alqah-
tani [67, 68] created new soft operators, separation axioms, and
their applications.

1.2. Research gap

Only low-dimensional complex single-valued neutrosophic
sets (CSVNSs) have been studied theoretically. It is evident that
there is a lack of integration between CSVNS theory and exist-
ing visual analytics techniques for handling high-dimensional
data. Furthermore, the visual study of fully encrypted mate-
rial to preserve the structural linkages is lacking in the exist-
ing frameworks. Furthermore, up until now, uncertainty mod-
eling, encryption, dimensionality reduction, and visualization
have not all been taken into account in a single analytical frame-
work.

1.3. Novelty

The paper offers a single paradigm that integrates en-
crypted visual analytics with multifaceted single-valued neutro-
sophic set theory. To preserve neighborhood relationships and
class hierarchy without granting access to underlying numerical
data, it employs t-distributed stochastic neighbor embedding (t-
SNE), an encrypted three-dimensional representation. To make
the visualizations easier to understand, parallel coordinates, a
heatmap of correlation, and a 3D scatter plot are used for nor-
malization and encryption. In order to support the effectiveness
of the proposed approach in the context of secure data analysis,
the results demonstrate that fundamental geometric, topologi-
cal, and relational structures may still be understood in their
encrypted form.

2. Preliminaries

In this section, we will give some preliminary information
for the present study.

Definition 2.1. [5, 42] LetU be an universe of discourse. Then
the neutrosophic set P can be presented of the form:

P = {⟨x,TP(x), IP(x), FP(x)⟩ : x ∈ U}

where the function T, I, F : U −→]−0,+ 1[ defines respectively
the degree of membership, the degree of indeterminacy, and the
degree of non-membership of the element x ∈ U to the set P
satisfying the following condition.

−0 ≤ supTP(x) + supIP(x) + supFP(x) ≤ 3+

From philosophical point of view, the neutrosophic set as-
sumes the value from real standard or non-standard subsets of
]−0,+ 1[. So instead of ]−0,+ 1[ needs to take the interval [0, 1]
for technical applications, because ]−0,+ 1[ will be difficult to
apply in the real applications such as scientific and engineer-
ing problems.

Definition 2.2. [5, 42] Let there be two neutrosophic sets (NSs),

PNS = {⟨x,TP(x), IP(x), FP(x)⟩ : x ∈ X}

and
QNS = {⟨x,TQ(x), IQ(x), FQ(x)⟩ : x ∈ X}

then PNS ⊆ QNS iff TP(x) ≤ TQ(x), IP(x) ≥ IQ(x), FP(x) ≥
FQ(x).

Definition 2.3. [5, 42] Let there be two neutrosophic sets (NSs),

PNS = {⟨x,TP(x), IP(x), FP(x)⟩ : x ∈ X}

and
QNS = {⟨x,TQ(x), IQ(x), FQ(x)⟩ : x ∈ X}

then PNS = QNS iff TP(x) = TQ(x), IP(x) = IQ(x), FP(x) =
FQ(x).

Definition 2.4. [69] Let X be a space of objects with generic
elements in X denoted by x. A Single-Valued Neutrosophic
set (SVNS) A in X is characterized by truth membership func-
tion TAx, indeterminacy membership function IAx, and falsity
membership function FAx. For each point x ∈ X, there are
TAx, IAx, FAx ∈ [0, 1] and 0 ≤ TAx + IAx + FAx ≤ 3. There-
fore, an SVNSA can be represented by

A = {⟨x,TAx, IAx, FAx⟩|x ∈ X}.

Definition 2.5. [69] Let A be an SVNS over X. Then comple-
ment ofA is denoted byAc and is defined as;

Ac = {⟨x,FAx, 1 − IAx,TAx⟩|x ∈ X}

3. Complex single-valued neutrosophic sets

Definition 3.1. [70] A complex neutrosophic set S defined on a
universe of discourse X is characterized by a truth membership
function TS (x), an indeterminacy membership function IS (x),
and a falsity membership function FS (x), assigning complex-
valued grades to each x ∈ X. The values TS (x), IS (x), FS (x)
and their sum lie within the unit circle in the complex plane and
are given by

TS (x) = pS (x)e jµS (x),

IS (x) = qS (x)e jνS (x),

FS (x) = rS (x)e jωS (x).

where pS (x), qS (x), rS (x) ∈ [0, 1] and µS (x), νS (x), ωS (x) are
real-valued functions such that

0 ≤ pS (x) + qS (x) + rS (x) ≤ 3.
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The complex neutrosophic set S can be represented as

S = {⟨x,TS (x), IS (x), FS (x)⟩ : x ∈ X},

where

TS : X→ {aT ∈ C : |aT| ≤ 1}, IS : X→ {aI ∈ C : |aI| ≤ 1},

FS : X→ {aF ∈ C : |aF| ≤ 1},

and
|TS (x)| + |IS (x)| + |FS (x)| ≤ 3.

The interval (0, 2π] is chosen for the phase term to be in line
with the original definition of a complex fuzzy set in which the
amplitude terms lie in an interval of (0, 1), and the phase terms
lie in an interval of (0, 2π].
Throughout the paper, a complex neutrosophic set refers to a
neutrosophic set with complex-valued truth, indeterminacy, and
falsity membership functions, while the classical neutrosophic
set refers to the case where these membership functions are
real-valued.

Remark 3.1. In the definition above, ι denotes the imaginary
number ι =

√
−1 and it is this imaginary number ι that makes

the CNS have complex-valued membership grades. The term eιθ

denotes the exponential form of a complex number and repre-
sents eιθ = cos θ + ι sin θ.

Definition 3.2. Let there be two complex single-valued neutro-
sophic sets (CSVNSs),

ACS VNS = {⟨x,TA(x), IA(x), FA(x)⟩ : x ∈ X}

and
BCS VNS = {⟨x,TB(x), IB(x), FB(x)⟩ : x ∈ X}

then ACS VNS ⊆ BCS VNS iff TA(x) ≤ TB(x), IA(x) ≥

IB(x), FA(x) ≥ FB(x).

Definition 3.3. Let there be complex single-valued neutro-
sophic sets (CSVNSs),

ACS VNS = {⟨x,TA(x), IA(x), FA(x)⟩ : x ∈ X}

and
BCS VNS = {⟨x,TB(x), IB(x), FB(x)⟩ : x ∈ X}

then ACS VNS = BCS VNS iff TA(x) = TB(x), IA(x) =

IB(x), FA(x) = FB(x).

Definition 3.4. LetA andB be two complex single-valued neu-
trosophic sets over the universe set X. Then their union is rep-
resented by A ∪ B = C is defined by:

C = {⟨x,TCx, ICx, FCx⟩ : x ∈ X} ,

Where
TCx = max{TAx,TBx}

ICx = max{IAx, IBx}

FCx = min{FAx, FBx}

Definition 3.5. LetA andB be two complex single-valued neu-
trosophic sets over the universe set X. Then their intersection
is represented by A ∩ B = C is defined by:

C = {⟨x,TCx, ICx, FCx⟩ : x ∈ X} ,

Where
TCx = min{TAx,TBx}

ICx = min{IAx, IBx}

FCx = max{FAx, FBx}

Definition 3.6. Let {Ai : i ∈ I} be a family of complex single-
valued neutrosophic sets over the universe set X. Then,

⋃
i∈I

Ai =

{
⟨x, sup

i∈I
TAi x, sup

i∈I
IAi x, inf

i∈I
FAi x⟩ : x ∈ X

}
.

⋂
i∈I

Ai =

{
⟨x, inf

i∈I
TAi x, inf

i∈I
IAi x, sup

i∈I
FAi ()⟩ : x ∈ X

}
.

Definition 3.7. A complex single-valued neutrosophic set A
over the universe set X is said to be a null complex single-
valued neutrosophic set if

TAx = 0, IAx = 0, FAx = 1, ∀ x ∈ X.

It is denoted by 0A.

Definition 3.8. A complex single-valued neutrosophic set A
over the universe set X is said to be a absolute complex single-
valued neutrosophic set if

TAx = 1, IAx = 1, FAx = 0, ∀ x ∈ X,

Clearly,

0c
A = 1A, 1c

A = 0A.

Proposition 1. LetA, B and C be three complex single-valued
neutrosophic sets over the universe set X. Then,

1. A∪ [B ∪ C] = [A∪B] ∪ C and
A∩ [B ∩ C] = [A∩B] ∩ C;

2. A∪ [B ∩ C] = [A∪B] ∩ [A∪ C] and
A∩ [B ∪ C] = [A∩B] ∪ [A∩ C];

3. A∪ 0A = A andA∩ 0A = 0A;
4. A∪ 1A = 1A andA∩ 1A = A;

Proof. Let

A = {⟨x,TA(x), IA(x), FA(x)⟩ : x ∈ X},

B = {⟨x,TB(x), IB(x), FB(x)⟩ : x ∈ X},

C = {⟨x,TC(x), IC(x), FC(x)⟩ : x ∈ X}.
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1. For any x ∈ X,

A∪ (B ∪ C) = {⟨x,max
(
TA,max(TB,TC)

)
,

min
(
IA,min(IB, IC)

)
,

min
(
FA,min(FB, FC)

)
⟩}

= {⟨x,max
(

max(TA,TB),TC
)
,

min
(

min(IA, IB), IC
)
,

min
(

min(FA, FB), FC
)
⟩}

= (A∪B) ∪ C.

Similarly,
A∩ (B ∩ C) = (A∩B) ∩ C.

2. For any x ∈ X,

A∪ (B ∩ C) = {⟨x,max
(
TA,min(TB,TC)

)
,

min
(
IA,max(IB, IC)

)
,

min
(
FA,max(FB, FC)

)
⟩}

= {⟨x,min
(

max(TA,TB),max(TA,TC)
)
,

max
(

min(IA, IB),min(IA, IC)
)
,

max
(

min(FA, FB),min(FA, FC)
)
⟩}

= (A∪B) ∩ (A∪ C).

Similarly,

A∩ (B ∪ C) = (A∩B) ∪ (A∩ C).

3. Let 0A = {⟨x, 0, 1, 1⟩ : x ∈ X}. Then

A∪ 0A = {⟨x,max(TA, 0),min(IA, 1),min(FA, 1)⟩}

= A,

A∩ 0A = {⟨x,min(TA, 0),max(IA, 1),max(FA, 1)⟩}

= 0A.

4. Let 1A = {⟨x, 1, 0, 0⟩ : x ∈ X}. Then

A∪ 1A = {⟨x,max(TA, 1),min(IA, 0),min(FA, 0)⟩}

= 1A,

A∩ 1A = {⟨x,min(TA, 1),max(IA, 0),max(FA, 0)⟩}

= A.

Proposition 2. LetA andB be two complex single-valued neu-
trosophic sets over the universe set X. Then,

1. [A∪B]c = Ac ∩ Bc

2. [A∩B]c = Ac ∪ Bc

Proof. (i). For all x ∈ X,

A∪B = {⟨x,max{TAx,TBx},max{IAx, IBx},
min{FAx, FBx}⟩}

[A∪ B]c = {⟨x,min{FAx, FBx}, 1 −max{IAx, IBx},

max{TAx,TBx}⟩}

Now,

Ac = {⟨x,FAx, 1 − IAx,TAx⟩}
Bc = {⟨x,FBx, 1 − IBx,TBx⟩}

Then,

Ac ∩ Bc = {⟨x,min{FAx, FBx},min{1 − IAx, 1 − IBx},
max{TAx,TBx}⟩}
= {⟨x,min{FAx, FBx}, 1 −max{IAx, IBx},
max{TAx,TBx}⟩}

Therefore, [A∪B]c = Ac ∩ Bc.
(ii). It is obtained in a similar way.

Example 3.1. Suppose that, the universe set X given by X =
{x1, x2, x3, x4}. Let us consider complex single-valued neutro-
sophic setsA andB over the universe set X as follows

A =



(⟨x1, 0.3eιπ(0.2), 0.4eιπ(0.3), 0.6eιπ(0.5)⟩,
⟨x2, 0.4eιπ(0.3), 0.2eιπ(0.1), 0.8eιπ(0.7)⟩,
⟨x3, 0.6eιπ(0.5), 0.2eιπ(0.1), 0.5eιπ(0.4)⟩,
⟨x4, 0.2eιπ(0.1), 0.3eιπ(0.2), 0.4eιπ(0.3)⟩)
(⟨x1, 0.4eιπ(0.3), 0.3eιπ(0.2), 0.8eιπ(0.7)⟩,
⟨x2, 0.3eιπ(0.2), 0.4eιπ(0.3), 0.2eιπ(0.1)⟩,
⟨x3, 0.3eιπ(0.2), 0.2eιπ(0.1), 0.7eιπ(0.6)⟩,
⟨x4, 0.1eιπ(0.1), 0.2eιπ(0.1), 0.9eιπ(0.8)⟩)



B =



(⟨x1, 0.6eιπ(0.5), 0.3eιπ(0.2), 0.8eιπ(0.7)⟩,
⟨x2, 0.2eιπ(0.1), 0.5eιπ(0.4), 0.8eιπ(0.7)⟩,
⟨x3, 0.1eιπ(0.1), 0.1eιπ(0.1), 0.4eιπ(0.3)⟩,
⟨x4, 0.5eιπ(0.4), 0.2eιπ(0.1), 0.3eιπ(0.2)⟩)
(⟨x1, 0.7eιπ(0.6), 0.5eιπ(0.4), 0.6eιπ(0.5)⟩,
⟨x2, 0.4eιπ(0.3), 0.2eιπ(0.1), 0.3eιπ(0.2)⟩,
⟨x3, 0.5eιπ(0.4), 0.3eιπ(0.2), 0.4eιπ(0.3)⟩,
⟨x4, 0.4eιπ(0.3), 0.2eιπ(0.1), 0.6eιπ(0.5)⟩)


Then, their union and intersection operations are given as

follows:

A∪B =



(⟨x1, 0.6eιπ(0.5), 0.4eιπ(0.3), 0.6eιπ(0.5)⟩,
⟨x2, 0.4eιπ(0.3), 0.5eιπ(0.4), 0.8eιπ(0.7)⟩,
⟨x3, 0.6eιπ(0.5), 0.2eιπ(0.1), 0.4eιπ(0.3)⟩,
⟨x4, 0.5eιπ(0.4), 0.3eιπ(0.2), 0.3eιπ(0.2)⟩)
(⟨x1, 0.7eιπ(0.6), 0.5eιπ(0.4), 0.6eιπ(0.5)⟩,
⟨x2, 0.4eιπ(0.3), 0.4eιπ(0.3), 0.2eιπ(0.1)⟩,
⟨x3, 0.5eιπ(0.4), 0.3eιπ(0.2), 0.4eιπ(0.3)⟩,
⟨x4, 0.4eιπ(0.3), 0.2eιπ(0.1), 0.6eιπ(0.5)⟩)



A∩B =



(⟨x1, 0.3eιπ(0.2), 0.3eιπ(0.3), 0.8eιπ(0.7)⟩,
⟨x2, 0.2eιπ(0.1), 0.2eιπ(0.1), 0.8eιπ(0.7)⟩,
⟨x3, 0.1eιπ(0.1), 0.1eιπ(0.1), 0.5eιπ(0.4)⟩,
⟨x4, 0.2eιπ(0.1), 0.2eιπ(0.2), 0.4eιπ(0.4)⟩)
(⟨x1, 0.3eιπ(0.2), 0.3eιπ(0.3), 0.8eιπ(0.7)⟩,
⟨x2, 0.2eιπ(0.1), 0.2eιπ(0.1), 0.8eιπ(0.7)⟩,
⟨x3, 0.1eιπ(0.1), 0.1eιπ(0.1), 0.5eιπ(0.4)⟩,
⟨x4, 0.2eιπ(0.1), 0.2eιπ(0.2), 0.4eιπ(0.3)⟩)


5
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4. Cotangent similarity measures for complex single-valued
neutrosophic sets

Let A = ⟨x,TAx, IAx, FAx⟩ and B = ⟨x,TBx, IBx, FBx⟩ be
two Complex single-valued neutrosophic numbers. Now cotan-
gent similarity function which measures the similarity between
two vectors based only on the direction, ignoring the impact of
the distance between them can be presented as follows:

CotangentCS VNS (A,B) =

1
n

n∑
k=1

{cot[
π

4
+
π

12
(|Tik − T jk | + |Iik − I jk | + |Fik − F jk |)]}

Proposition 3. Cotangent similarity measure CotCS VNS (A,B)
betweenA and B satisfies the following properties:

1. 0 ≤ CotCS VNS (A,B) ≤ 1.
2. CotCS VNS (A,B) = 1 iff A = B.
3. CotCS VNS (A,B) = CotCNRS (B,A).
4. If R is a CSVNS in X and A ⊂ B ⊂

C then CotCS VNS (A,C) ≤ CotCS VNS (A,B) and
CotCS VNS (A,C) ≤ CotCS VNS (B,C).

Proof. 1. As the truth-membership, indeterminacy mem-
bership and False-membership functions of the CSVNSs
and the value of the cotangent function are within [0, 1],
the similarity measure based on cotangent function also
within [0, 1]. Hence 0 ≤ CotCS VNS (A,B) ≤ 1.

2. For any two CSVNS A and B if A = B, this im-
plies TAx = TBx, IAx = IBx, FAx = FBx. Hence
|TAx − TBx| = 0,|IAx − IBx| = 0, |FAx − FBx| = 0. Thus
CotCS VNS (A,B) = 1.
Conversely, If CotCS VNS (A,B) = 1 then |TAx − TBx| =
0,|IAx − IBx| = 0, |FAx − FBx| = 0 since tan(0) = 0.
So we can we can write, TAx = TBx, IAx = IBx, FAx =
FBx. HenceA = B.

3. For each x ∈ X, using the property of absolute value, we
have

|TA(x) − TB(x)| = |TB(x) − TA(x)|,

|IA(x) − IB(x)| = |IB(x) − IA(x)|,

|FA(x) − FB(x)| = |FB(x) − FA(x)|.

Adding these equalities yields

|TA(x) − TB(x)| + |IA(x) − IB(x)| + |FA(x) − FB(x)|

=|TB(x) − TA(x)| + |IB(x) − IA(x)| + |FB(x) − FA(x)|.

Hence, the argument inside the cotangent function is
identical in both definitions for every x ∈ X. Therefore,

CotCS VNS (A,B) = CotCNRS (B,A).

4. IfA ⊂ B ⊂ C then TAx ≤ TBx ≤ TRx, IAx ≥ IBx ≥ IRx,
and FAx ≥ FBx ≥ FRx for x ∈ X. Now we have the
following inequalities:
|TAx − TBx| ≤ |TAx − TRx|, |TBx − TRx| ≤ |TAx − TRx|;
|IAx − IBx| ≤ |IAx − TRx|, |IBx − IRx| ≤ |IAx − IRx|;

|FAx − FBx| ≤ |FAx − FRx|, |FBx − FRx| ≤ |FAx − FRx|;
Thus CotCS VNS (A,C) ≤ CotCS VNS (A,B) and
CotCS VNS (A,C) ≤ CotCS VNS (B,C). The cotangent
function is decreasing function within the interval [ π4 ,

π
2 ].

5. Encrypted visual analytics for high-dimensional data ex-
ploration

Encryption is a key component of the proposed visual an-
alytics system, as it guarantees privacy-preserving data analy-
sis. In this research, the values of the numerical features are
encrypted before dimensionality reduction, visualization and
correlation analysis. This ensures that the underlying data is
never revealed, even when exploring the data. The main bene-
fit of using encryption is the ability to explore data in a secure
and privacy-preserving manner. Existing methods for data vi-
sualization and machine learning typically assume access to the
raw values, which is potentially problematic when dealing with
sensitive data like medical data, surveillance data or confiden-
tial data. In contrast, the new method is completely based on
encrypted feature spaces, maintaining privacy throughout the
process. The encryption of data does not compromise the re-
lational properties of the data. Methods like t-SNE retain the
local neighborhood structure, enabling meaningful clustering
and class separations to be detected, despite the hidden values.
Likewise, encrypted Pearson correlation preserves the direction
and magnitude of relationships between variables, allowing re-
liable inferences while preserving privacy.

Encryption is crucial in the context of:

• Data Privacy and Security: It ensures data security and
protects against data breaches by hiding original feature
values.

• Compliance: Many new data privacy laws require strin-
gent measures to protect sensitive data; encryption helps
satisfy these requirements.

• Collaborative Security: Encrypted analytics enables col-
laborative analysis of shared data without sharing sensi-
tive data.

• Privacy-Enhanced AI: Incorporating privacy protection
methods, the approach increases trust in the results and
encourages ethical data practices. Moreover, encryp-
tion, coupled with normalization, allows for compar-
isons between dimensions while hiding their absolute
values. This trade-off between privacy and interpretabil-
ity is essential because it enables analysts to discover
patterns, identify anomalies and comprehend class struc-
tures while preserving privacy.

In conclusion, encryption is not just a security measure but an
integral part of the proposed approach. It facilitates a new era
of privacy-preserving visual analytics, in which insightful in-
formation can be obtained from multidimensional data while

6
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ensuring privacy. It shows that effective analytics and unprece-
dented data privacy can be achieved in a single framework.

This section describes a visual analytics methodology
for secure exploration of fully encrypted high-dimensional
data that preserves privacy. The projected encrypted feature
vectors are placed in a three-dimensional latent space using
t-distributed Stochastic Neighbor Embedding (t-SNE) in order
to conceal original values and maintain local structure. To
make the scales comparable across the encrypted dimensions,
minimum maximum normalization is applied. Analysis of
defects The class structure, dispersion, and overlap are ex-
amined using a 3D scatter plot and parallel coordinates DSS.
Since the support items do not disclose numerical magnitudes,
encrypted Pearson correlation analysis is used to analyze the
inter-variable correlations with the help of Heatmap repre-
sentations. The results demonstrate that even in the case of
encoding, important structural and connection patterns can
still be understood. The proposed framework would enable
effective exploratory analysis and visualization of sensitive
data while maintaining data privacy.

The following techniques are employed by the suggested
encrypted visual analytics framework.

t-Distributed stochastic neighbor embedding (t-SNE). t-
SNE is used to project the high-dimensional encrypted feature
data into a three-dimensional latent space without altering local
neighborhood interactions in order to reduce the dimensionality
of the data in a non-linear way [71].

3D t-SNE visualization. In order to properly interpret the
embedded data into space and observe the structure and dis-
persion of classes in the encrypted embeddings, the t-SNE is
expanded to three dimensions [71].

Data encryption for privacy preservation. To conceal the
original numerical values and maintain the relative structural
relationships required for the study, they are encrypted prior to
analysis [72].

Privacy-preserving data analytics. The system complies
with privacy-preserving data mining concepts, which enable
exploratory analysis, clustering, and visualization of encrypted
datasets without disclosing any private information [73].

Min–max normalization (0–1 scaling). Normalization of
encrypted embeddings and correlation values improves their
comparability in visualization and ensures consistency across-
dimension scales [74].

Parallel coordinates visualization. The patterns of variance,
dispersion, and inter-class overlap on the t-SNE dimensions of
the multidimensional encrypted embeddings are examined us-
ing parallel coordinates plots [75].

Secure visualization techniques. To maintain interpretabil-
ity without going against encryption policies, visualization
technologies that support a security-sensitive data environment
are employed [76].

Pearson correlation analysis. To quantify the line associa-
tions of encrypted targets and signals and preserve relational in-
tegrity, encrypted Pearson correlation coefficients are computed
[77].

Correlation heatmap visualization. Heatmaps are a visual
representation of encrypted correlation matrices that facilitate
the rapid identification of dominating associations and the easy
identification of comparison trends [78].

Normalized encrypted correlation analysis. This is due to
the fact that normalization and encryption offer full numerical
confidentiality and enable interpretable comparison of correla-
tion strengths [79].

5.1. Cotangent similarity measure [80]

Let Ti = (Tik, Iik, Fik) and C j = (T jk, I jk, F jk) be two
CSVNSs. Each set is represented by three components for each
feature k:
Tik: Truth-membership of feature k for Ti.
Iik: Indeterminacy-membership of feature k for Ti.
Fik: Falsity-membership degree of feature k for Ti.
The values typically satisfy: Tik, Iik, Fik ∈ [0, 1]
Similarly, for object C j:
T jk: Truth-membership of feature k for C j.
I jk: Indeterminacy-membership of feature k for C j.
F jk: Falsity-membership degree of feature k for C j.
The values typically satisfy: T jk, I jk, F jk ∈ [0, 1].
The cotangent similarity measure between Ti and C j is defined
as:

CotangentCS VNS (Ti,C j) =

1
n

n∑
k=1

{cot[
π

4
+
π

12
(|Tik − T jk | + |Iik − I jk | + |Fik − F jk |)]}

5.2. Complex neutrosophic set-driven cotangent similarity
model for ambiguous signal interpretation [80]

The task of target classification in today’s surveillance and
reconnaissance systems is complicated by the nature of multi-
source signal data. Signals like thermal radiation, radar returns,
and electronic measurements are frequently uncertain, fuzzy
and partially overlapping, with different degrees of reliability
and non-linear connections between features. These factors
make it challenging to compare observed signals, operational
targets, and classes.

This paper presents a cotangent similarity model designed
in the Complex Single-Valued Neutrosophic Set (CSVNS) en-
vironment that adequately deals with these problems. The
proposed method uses three components (truth-membership,
indeterminacy-membership, and falsity-membership) to define
each target-class pair, enabling it to model uncertainty more
fully. The use of complex information allows the model to con-
sider both the amplitude and phase of the information. The
difference between targets and operational classes is assessed
using a normalized measure and then converted using a cotan-
gent function to obtain similarity measures in a fixed interval.
The similarity measures are then used to rank and classify tar-
gets to the corresponding operational classes.

This approach improves the efficiency and reliability of
decision-making in uncertain, ambiguous situations, and is a
useful technique for advanced signal interpretation and target
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classification systems.
Numerical illustrative example. [80] Using the multi-source
signal samples S = {S 1, S 2, S 3} to accurately categorize the
operational targets T = {T1,T2,T3} and then applying them to
the appropriate operational classes C = {C1,C2,C3} is the pri-
mary task in the current surveillance and reconnaissance sys-
tems. The available information on each target is inherently
ambiguous, imprecise, and diverse; it includes heat emissions,
radar signatures, electronic monitoring, and other signal mea-
sures. This uncertainty necessitates a mathematical procedure
that can simultaneously handle truth, indeterminacy, and falsity.
The relationship between targets, signals, and classes in a multi-
faceted environment is related in terms of event-based measures
(e) and their corresponding measures in the operational classi-
fication table (Table 2). However, overlapping values, incon-
sistent reliability, and nonlinear relationships between features
make it impossible to directly compare a response of raw sig-
nals between targets and classes. This is resolved by proposing
a Cotangent similarity measure based on the complex neutro-
sophic soft set (Cotangent CSVNS) framework, which enables
the measurement of each

target-class pair’s similarity. It considers the joint contribu-
tion of the truth-membership, indeterminacy-membership, and
falsity-membership functions, normalized with respect to n = 3
attributes, in each pair (Ti,C j). Cotangent similarity scores are
generated as a result, and these can be used to rank candidate
target profiles in relation to operational class templates.

All target-classification pairings are then averaged by
adding the cotangent values that were determined for each pair
of targets and categorized profiles.
The values of the resulting cotangent similarity:
CotangentCS VNS (T1,C1) = 0.4913
CotangentCS VNS (T1,C2) = 0.6653
CotangentCS VNS (T1,C3) = 0.5785
CotangentCS VNS (T1,C1) = 0.5287
CotangentCS VNS (T1,C2) = 0.4937
CotangentCS VNS (T1,C3) = 0.3576
CotangentCS VNS (T1,C1) = 0.4110
CotangentCS VNS (T1,C2) = 0.4604
CotangentCS VNS (T1,C3) = 0.4221

6. Results and discussion

The 3D Encrypted Parallel Coordinates Figure 1 plot shows
that, the similarity values of the cotangents of T1 − T3 in the
regions S 1 − S 3 are preserved after encryption but with a small
amount of controlled perturbation. The solid lines are the orig-
inal normalized similarities while the dashed lines are the en-
crypted values, indicating that the relative similarity patterns
are preserved after the encryption process.

The graph also shows the best matching pairs, T1 → S 2

(0.6653), T2 → S 1 (0.5287), and T3 → S 2 (0.4604), which
means that the encryption does not affect the underlying deci-
sion relationships. The noise in the encrypted region (±0.0309)

Figure 1. 3D Encrypted Parallel Coordinates

is displayed, which results in minor deviations in the encrypted
coordinates, thus demonstrating that the proposed encryption
scheme preserves the similarity data while maintaining its ana-
lytical value.

In conclusion, the visualization demonstrates that the en-
cryption mechanism provides a good balance of data confi-
dentiality and information preservation, which is suitable for
privacy-preserving decision-making applications and secure
similarity analysis.

The behavior of the Min-Max normalized cotangent simi-
larity values before and after encryption is plotted in the 3D En-
crypted Parallel Coordinates (Normalized Data) Figure 2 plot.
All the similarity scores are scaled to the range [0,1] to make
the comparisons between T1, T2 and T3, and S 1, S 2 and S 3 fair
and maintain the relative order of the similarity scores. In the
solid lines are the original normalized values and in the dashed
lines the encrypted values.

The visualization illustrates that the optimal matchings, i.e.
the highest normalized similarity values, do not change when
normalization is applied, namely T1 → S 2 with 1.0000, T2 →

S 1 with 1.0000 and T3 → S 2 with 1.0000. This proves that
the normalization and the encryption process does not alter the
underlying decision structure and ranking of the alternatives,
and does not affect the identification of the optimal matches.

In addition, the encryption only causes a small perturbation
(±0.0142), which leads to slight differences between the origi-
nal and encrypted coordinates yet does not significantly affect
the trends. This has shown that the proposed privacy-preserving
framework is able to preserve the similarity information with-
out being too sensitive, while preserving high accuracy in the
analysis and strong data privacy for secure similarity analysis
and decision-support applications.

The results are shown in 3D encrypted t-SNE visualization
(Figure 3), which indicates that t-SNE process is effective to
map the original cotangent similarity coordinates into 3D space
in the same way of their overall spatial relationships. The origi-
nal point (circle) is mapped to the encrypted point (square), and
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Table 1. Matrix of target intelligence features based on cotangent similarity (T × S ) [80]
S 1 S 2 ... S n

T1 T11, I11, F11 T12, I12, F12 ... T1n, I1n, F1n

T2 T21, I21, F21 T22, I22, F22 ... T2n, I2n, F2n

... ... ... ... ...
Tm Tm1, Im1, Fm1 Tm2, Im2, Fm2 ... Tmn, Imn, Fmn

Table 2. Operational classification matrix for target surveillance data (T × S → C) [80]

Row-I S 1 S 2 S 3 Row-II C1 C2 C3

T1

0.5eιπ(0.6)

0.7eιπ(0.5)

0.3eιπ(0.3)


0.6eιπ(0.7)

0.4eιπ(0.4)

0.3eιπ(0.4)


0.3eιπ(0.2)

0.5eιπ(0.5)

0.8eιπ(0.3)

 S 1

0.3eιπ(0.4)

0.5eιπ(0.7)

0.7eιπ(0.7)


0.7eιπ(0.6)

0.6eιπ(0.5)

0.2eιπ(0.3)


0.5eιπ(0.8)

0.4eιπ(0.7)

0.9eιπ(0.3)


T2

0.4eιπ(0.6)

0.7eιπ(0.9)

0.5eιπ(0.7)


0.2eιπ(0.4)

0.4eιπ(0.9)

0.6eιπ(0.3)


0.7eιπ(0.7)

0.4eιπ(0.3)

0.6eιπ(0.6)

 S 2

0.2eιπ(0.5)

0.3eιπ(0.2)

0.7eιπ(0.3)


0.6eιπ(0.6)

0.7eιπ(0.8)

0.4eιπ(0.3)


0.3eιπ(0.6)

0.6eιπ(0.7)

0.8eιπ(0.9)


T3

0.7eιπ(0.9)

0.6eιπ(0.5)

0.8eιπ(0.8)


0.2eιπ(0.4)

0.8eιπ(0.5)

0.7eιπ(0.6)


0.6eιπ(0.9)

0.3eιπ(0.6)

0.2eιπ(0.3)

 S 3

0.4eιπ(0.4)

0.7eιπ(0.5)

0.5eιπ(0.9)


0.6eιπ(0.2)

0.3eιπ(0.5)

0.4eιπ(0.4)


0.7eιπ(0.2)

0.3eιπ(0.8)

0.2eιπ(0.3)


Table 3. Cotangent similarity scores between signal samples (S 1−S 3) and class
templates (T1 − T3) [80]

Cot SM S 1 S 2 S 3

T1 0.4913 0.6653 0.5785
T2 0.5287 0.4937 0.3576
T3 0.4110 0.4604 0.4221

Figure 2. 3D Encrypted Parallel Coordinates (Normalized Data)

the dashed lines make it easy to see the movement caused by the
encryption of the points, but without losing the general order of
the samples.

The visualization also reveals that the essential structural
properties are preserved after encryption, i.e. T1, T2 and T3

are well-separated, which is necessary for visual analytics. The
similarity between the original and encrypted embeddings con-
firms that the similarity values are only slightly modified to pre-

Figure 3. 3D Encrypted t-SNE Visualization

serve the usefulness of the data for clustering and pattern recog-
nition purposes, while preserving privacy. The overall result
shows that the proposed encryption model is effectively used in
maintaining both data security and analytical integrity.

The 3D Encrypted Parallel Coordinates (Normalized Data)
Figure 4 shows the behavior of the Min-Max normalized sim-
ilarity values for the cotangent similarity measure, before and
after encryption. All similarity scores were rescaled between
0 and 1, so that they can be fairly compared with each other,
both between T1 and T3, and between S 1 and S 3, maintaining
the same relative ordering of the similarity measures. Original
normalized values are represented by solid lines, while dashed
lines are for the encrypted values.

It can be seen that after normalization the best matching
pairs does not change, that is: T1 → S 2, T2 → S 1 and T3 →

9
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Figure 4. 3D Encrypted Parallel Coordinates (Normalized Data)

S 2, all three with the maximum normalized similarity value =
1.0000. This verifies that the decision structure and ranking
of the alternatives is retained throughout the normalization and
encryption process and that the optimal matches are retained.

In addition, the encryption brings in only a very slight per-
turbation (±0.0142), with the result that the original coordinates
and the encrypted ones differ slightly, but the trends are essen-
tially the same. It shows that the proposed privacy-preserving
framework effectively preserves sensitive similarity informa-
tion with minimum distortion, and maintains high analytical
accuracy while providing high data confidentiality for secure
similarity analysis and decision-support applications.

The Encrypted Pearson Correlation Matrix of the Iris
dataset is represented by the heatmap in Figure 5, which
shows the encrypted linear associations between three signals
(S 1, S 2, S 3) and three targets (T1, T2, T3). The encrypted
Pearson correlation coefficient is represented by each cell;
positive values indicate direct correlations, while negative
values indicate inverse interactions. Grey tones represent the
intermediate values on the color gradient’s scale, which ranges
from dark red (negative correlation) to dark green (strong
positive correlation). As would be predicted for the identical
encrypted variables, the diagonal values (1.0000) represent the
ideal correlations of oneself. Off-diagonal entries reveal the
inter-variable encrypted relationships. In particular:

A weak inverse association is shown by a negative correla-
tion of -0.2004 between T1 and S 2. T1 S 3: There is a positive
correlation (0.2766) between T1 and S 3. The correlation be-
tween T2 and S 3 is weakly negative (-0.0725), while the corre-
lation between T3 and S 1 is moderately positive (0.2766). Over-
all, the matrix indicates that T1 and T3 are more likely to have
positive correlations with signal variables, but T2 has smaller,
sometimes negative correlations. This pattern suggests that the
relative correlation pattern and variance relationship among the
variables are retained despite the data being encrypted. Even if
the data is fully encrypted, the Pearson correlation coefficients

Figure 5. Encrypted Pearson Correlation Heatmap

are computed in a way that maintains relational integrity but
not the underlying raw numerical values. Analysts can safely
make inferences about relative strength patterns and directional
trends (positive or negative). An efficient model for studying
inter-variable interactions under encryption is provided by this
Encrypted Pearson Correlation Heatmap. It maintains the orig-
inal values of the underlying dataset while enabling the identifi-
cation of patterns, relational inferences, and comparison trends.

The Normalized Encrypted Pearson Correlation Matrix of
the Iris dataset between three targets (T1, T2, T3) and three
signals (S 1, S 2, S 3) following normalization in the 0-1 range
is displayed in Figure 6. Each cell displays the normalized
encrypted Pearson correlation coefficient; the stronger the
encrypted linear correlations, the closer the value is to 1.0000,
and the weaker the encrypted linear links, the lower the value.
Yellow indicates a medium degree of relationship, whereas the
color gradient ranges from red (low correlation) to green (high
correlation). The existence of perfect self-correlations of the
same encrypted entities is indicated by entries with a diagonal
(1.0000). The relationship dynamics between different targets
and signals are indicated by off-diagonal values:

There is a partial linear relationship and a moderate
(0.3998) encrypted correlation between T1 and S 2.
The encrypted portions are more aligned, as indicated by the
correlation of 0.6383 between T1 S3. There is a moderately
favorable association between T2 S 3 and T3 S 1 (0.4637 and
0.6383, respectively). Overall, T1 and T3 have greater en-
crypted associations with the signals than T2, which has more
moderate relationships, according to the normalized correlation
structure. The consistency of balanced normalization and
preserved encryption across the dataset is indicated by the
symmetry along the diagonal.

It is evident that the topology of the correlation is observ-
able even though the data are fully encrypted and normalized.
The raw magnitudes are protected by encryption, and all re-
lationships are proportionately scaled by normalization to pre-
serve interpretability. This Normalized Encrypted Pearson Cor-
relation Heatmap provides a very safe display of inter-variable
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Figure 6. Normalized Encrypted Pearson Correlation Heatmap

connections. It makes it possible to determine the direction and
strength of links between encrypted datasets while maintain-
ing analytical validity and interpretability without compromis-
ing data privacy or numerical secrecy.

7. Aspect- and method-driven visual structural analysis of
encrypted data

An aspect and methodology-based investigation of high-
dimensional visual structural analysis of fully encrypted data
has been proposed in this paper. Encrypted t-SNE, normaliza-
tion, parallel coordinates, and encrypted Pearson correlation are
used to evaluate data structures without disclosing their original
values. Major visual characteristics including class-wise clus-
tering, compactness, and separation are preserved in encrypted
3D embeddings, according to aspect-based research. Method-
based analysis demonstrates the stability of neighborhood inter-
actions, dimensional continuity, and correlation patterns with
encryption. Experiments on the Iris dataset show that signifi-
cant structural and visual patterns can be identified while main-
taining complete data privacy.

7.1. Aspect-based analysis

The visual and structural characteristics of the encrypted
representations offered by different visualization techniques are
taken into consideration by the aspect-based analysis. The en-
crypted and encrypted-plus-normalized 3D t-SNE scatter plots
with class-based clustering behavior and privacy requirements
are shown in Figures 1 and 2, respectively. Comparative obser-
vation of the intra-class compactness and inter-class separation
is made possible by the visual coded color encoding in both
pictures, which preserves the identity of a class.

While Virginica looks to be more scattered and Versicolor
is in midway spaces, the Setosa samples are in a continuous,
tighter grouping. Even with full encryption, these patterns re-
main visible, indicating that the geometrical characteristics of
social stratification and local conservation are preserved. This
aspect-based observation is transformed into a parallel coordi-
nates space in Figures 3 and 4, where other indicators of the
cohesiveness and variety of the classes include the density of

the lines, overlap, and dispersion.
Overall, the analysis demonstrates that even if the numbers are
normalized and encrypted, important visual characteristics in-
cluding dispersion patterns, areas of overlap, and clustering
propensity can still be understood.

7.2. Method-based analysis
The effectiveness of the used analytical techniques en-

crypted t-SNE, normalization, parallel coordinates display,
and encrypted Pearson correlation analysis is evaluated by
the method-based analysis. The 3D t-SNE approach effec-
tively projects high-dimensional encrypted features to a low-
dimensional latent space without losing local neighborhood re-
lationships, as seen in Figures 1 and 2.

The even geographical distributions in Figure 2 demon-
strate how normalization maximizes comparability among the
encrypted dimensions without really changing the underlying
relationship structure. Figures 3 and 4 show how analysis
based on scatter plots can be supplemented with parallel coor-
dinates plots to display cross-dimensional patterns, continuity,
and trends in variances between encrypted samples. Addition-
ally, Figures 5 and 6’s encrypted Pearson correlation heatmaps
demonstrate how the linear dependency structure is preserved
in an encrypted format. The correlation patterns between en-
crypted and normalized encrypted data validate the analytical
pipeline’s stability. When combined, these methods enable so-
phisticated exploratory research without worrying about data
confidentiality.

8. Dimensional-based analysis

The distribution and preservation of structural information
over decreased dimensions after encryption and normalization
are examined by the dimensional-based analysis. 3D scatter
plots and parallel coordinates plots illustrate how the three t-
SNE dimensions with encryption work together to represent the
non-linear relationship in the feature space. Dimensional reduc-
tion preserves the neighbors across dimensions since the rela-
tive proximity of samples is unaffected by dimensions. While
Figures 3 and 4 depict the samples’ travel across the tSNE1,
tSNE2, and tSNE3 axes, Figures 1 and 2 illustrate that dimen-
sional interaction preserves the relative proximity connections.
With Setosa having less variation and Virginica having a wider
variance, suggesting the increased complexity within the group,
the differentiation in the spread of dimensions shows the vary-
ing contributions each latent axis makes to the classification of
the classes.

These findings demonstrate the encrypted embeddings’
dimensional integrity, enabling significant multi-dimensional
analysis without requiring knowledge of the original feature
magnitudes.

9. Sensitivity analysis

The stability of structural patterns in the encryption and nor-
malization transformations is assessed using sensitivity analy-
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Figure 7. Sensitivity Analysis

Figure 8. Sensitivity Analysis (Normalized Encrypted Correlation)

Figure 9. 3D Bar Graph

sis. Figures 1 and 2, as well as Figures 5 and 6, show that nor-
malization merely modifies the magnitude of the relationship,
not its topology. Class clustering, dispersion patterns, and cor-
relation hierarchies do not change over time. Controlled sensi-
tivity is demonstrated by small changes in both the correlation
strength and the areas of overlap rather than structural degra-
dation. The preservation of dominating correlation pairs that
is, greater ties between T1 and T3 further demonstrates the ca-
pacity to withstand scaling and encryption effects. The research
demonstrates that the suggested privacy-preserving architecture
guarantees dependable interpretability, protects sensitive data,
and is immune to perturbations brought on by transformations.

10. Conclusion

In order to provide a secure high-dimensional data analy-
sis, this work develops a comprehensive model that integrates
privacy-sensitive visual analytics with a sophisticated single-
valued neutrosophic set theory. A thorough analysis of the fun-
damental concepts and algebraic properties of CSVNSs con-
firms their logical consistency and suitability for modeling un-
certainty, indeterminacy, and inconsistency. The proposed en-
crypted visual analytics pipeline demonstrates that the fully en-
crypted data may be successfully used for correlation analy-
sis, multidimensional visualization, and non-linear dimension-
ality reduction. Important geometric, topological, and rela-
tional features such neighborhood preservation, class-wise dis-
persion, and inter-variable interdependence are readable even
after encryption and normalizing, according to the findings of
the experimental application of the Iris dataset. These findings
demonstrate the value of CSVNS-based encrypted analytics as
a reliable tool for secure exploratory data analysis.

11. Limitations

Regardless of its efficacy, the suggested structure has certain
drawbacks. Scalability to very large or streaming datasets has
not been thoroughly investigated; the experimental validation
was conducted on a benchmark dataset of intermediate size.
Despite being an effective visualization method, t-SNE can in-
crease compute overhead and be sensitive to parameter selec-
tion, particularly in encrypted environments. Furthermore, the
current framework ignores the dynamism of data behavior and
more complex dependence measures in favor of fixed datasets
and linear correlation analysis. Additionally, the integration of
the CSVNS theory with other encryption schemes and privacy
models is not the subject of this study.

12. Future work

In the future, there are several methods to expand this
framework. More efficient or rudimentary dimensionality re-
duction algorithms that can handle big encrypted datasets can
improve the scalability. The framework can be expanded
to handle real-time, dynamic data analysis over encryption.
Higher-order correlations, alternative similarity metrics, and
neutrosophic-based learning models on encrypted domains
would enhance the research’s analytical utility. Applying the
suggested method to real-world sensitive data in fields like cy-
bersecurity, health care, and finance will further demonstrate its
high degree of resistance and practical application.

In addition to intelligent danger detection, further research
may explore the novel class of Floquet-engineered point-
gapped topological superconductors [81] and non-Hermitian
second-order topological phases in photonic kagome crystals
[82] with "bipolar" skin effects. By incorporating these cutting-
edge concepts into neutrosophic decision making and threat
analysis, future generation photonic and defensive technolo-
gies, reliable communication systems, quantum sensing, and
creative and potent signal processing might all be created.
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