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Abstract

The rapid expansion of online payments and e-commerce has increased exposure to credit-card fraud and related financial crimes, threatening the
security and stability of digital economies. Conventional supervised detectors require labelled fraud data, which are scarce and highly imbalanced.
This study presents SAE-IF, a hybrid semi-supervised framework that combines a sparse autoencoder (SAE) with an isolation forest (IF) for
anomaly detection in credit-card transactions. The SAE learns latent representations from transaction features without using class labels in
its reconstruction objective, while labels are used for resampling, validation, fusion-weight optimisation, and threshold selection. A leakage-
aware protocol employs stratified data splitting, robust feature scaling, and Bayesian hyperparameter optimisation with Optuna. The framework
is evaluated on the ULB/Kaggle credit-card dataset, the IEEE-CIS Fraud Detection dataset, and the PaySim mobile-money dataset. SAE-IF
achieved precision—recall area under the curve (PR-AUC) values of 0.832, 0.801, and 0.845, respectively, while maintaining precision above 0.90
and low false-positive counts. On a standard central processing unit, mean offline inference latency was 1.41 + 0.23 ms per transaction. These
results indicate that combining representation learning with anomaly detection can provide accurate and computationally feasible fraud screening
in label-scarce financial environments, subject to validation on production infrastructure.
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1. Introduction convenient financial transactions between individuals and busi-
nesses in the form of credit cards, mobile banking systems, and
online payment systems Sukumaran [2]. However, this rapid
digitalisation has created serious security risks, particularly the
increasing incidence of financial fraud Laxman ez al. [3]. Credit
card fraud is one of the most prevalent forms of financial crime
facilitated by internet-based transactions and causes consider-
able financial losses to financial institutions, business organisa-

The steady growth of digital financial services and elec-
tronic commerce has significantly transformed the global econ-
omy [1]. Digital payment technologies have enabled more
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tions and consumers worldwide Hilal et al. [4]. It is reported in
the industry that the amount of losses incurred by the consumer
in the entire world through card frauds is increasing annually
due to the exploitation of online payment systems and digital
transaction layers by the attackers Akinnagbe and Taiwo [5]. It
has resulted in the necessity to create intelligent and efficient
fraud detection methods capable of making sure that credibil-
ity and security in the existing digital economies is maintained
Preciado Martinez et al. [6].

Traditional fraud-detection systems rely heavily on rule-
based and supervised machine-learning techniques that require
labelled transaction data for model training Compagnino et al.
[7]. Although these techniques can perform reasonably well in
controlled environments, they have serious limitations in real-
world financial systems Mozumder et al. [8]. One major chal-
lenge is the extreme class imbalance inherent in fraud detec-
tion datasets, where fraudulent transactions often represent less
than 1% of the total transaction volume Chen et al. [9]. It
is also difficult to acquire the duly designated fraud statistics
due to privacy boundaries, reporting lag on fraud and the dy-
namics of fraud Chen et al. [10]. In turn, poor generalisation,
high false-positive rates, and ineffectiveness may influence su-
pervised learning models, when applied in dynamic financial
contexts [11].

Recent studies have therefore examined unsupervised
anomaly-detection approaches that seek to detect strange trans-
action patterns without having labelled instances of fraud Feng
et al. [12]. Among these, representation learning models that
utilise deep learning methods, including SAEs, have proved
highly effective in learning complex non-linear relationships
in high-dimensional financial data Zavvar et al. [13]. SAEs
are trained on small latent codes of the normal transaction be-
haviour, and the detection of deviations which could be linked
to fraudulent cases can be applied Chugh et al. [14]. Likewise,
the tree-based anomaly detection algorithms like the IF have
been found useful in detecting anomalous observations by iso-
lating unusual patterns of the data distribution. Deep represen-
tation learning together with statistical anomaly detection has
the potential to give a substantial development in the accuracy
of fraud detection Chugh et al. [14].

Driven by these benefits, the current paper proposes SAE-
IF, a hybrid semi-supervised fraud system which combines a
SAE to learn representations and IF to detect anomalies in la-
tent feature space. Through the application of semi-supervised
learning and a leakage-aware evaluation scheme, the proposed
system is expected to attain high performance in fraud detec-
tion and enable effective real-time operation in online payment
systems.

While autoencoder-Isolation Forest hybrid models have
been explored in prior work, existing approaches typically suf-
fer from three limitations: (1) reliance on labelled data for
validation that leaks information during training, (2) arbitrary
score fusion without systematic optimisation, and (3) limited
evaluation on heterogeneous, real-world datasets. This work
addresses these gaps by introducing: (i) a leakage-mitigated
experimental protocol with strict separation of training, vali-
dation, and test sets; (ii) Bayesian optimisation of the fusion

weight o to maximise PR-AUC; and (iii) comprehensive multi-
dataset validation across three distinct fraud detection scenar-
ios. The novel contribution lies in the systematic optimisation
framework and leakage-aware evaluation methodology, rather
than the base architecture itself.

A weighted fusion mechanism is also added to integrate
scores of reconstruction error and IF anomaly to achieve bet-
ter detection reliability Thiong'o et al. [15]. The Kaggle Credit
Card Fraud Detection Dataset is an extensive popular bench-
mark dataset that is used to evaluate the proposed model in re-
search projects on fraud detection. Through strict separation
of unsupervised training (no labels) from supervised validation
(labels for tuning only), the proposed system achieves high per-
formance while remaining computationally efficient under con-
trolled experimental conditions in label-scarce environments.

The main contributions of this study are as follows:

1. A leakage-aware experimental framework is developed
to minimise information leakage during preprocessing,
model training, hyperparameter optimisation, and perfor-
mance evaluation for highly imbalanced fraud detection
datasets.

2. A systematic Bayesian hyperparameter optimisation
strategy based on Optuna is employed to jointly optimize
the Sparse Autoencoder representation learning process
and the Isolation Forest anomaly detection parameters.

3. The robustness and generalisation capability of the pro-
posed framework are evaluated using three heteroge-
neous benchmark datasets (Kaggle Credit Card Fraud
Detection, IEEE-CIS Fraud Detection, and PaySim),
thereby reducing dependence on a single evaluation
dataset.

4. Comprehensive experimental analyses, including abla-
tion studies, latent-space visualisation, reconstruction-
error analysis, and statistical significance testing, are
presented to provide a reproducible evaluation of the
proposed framework under highly imbalanced financial
transaction scenarios.

The remainder of this paper is organised as follows. Section
2 examines related literature that describes the development of
fraud detection methods and places the hybrid model in per-
spective. Section 3 explains the research process, including data
collection, data preprocessing, leakage-aware experimental de-
sign, hyperparameter optimisation, and SAE-IF hybrid struc-
ture. Section 4 presents the experimental results, including hy-
perparameter calibration and comparative performance relative
to baseline models on a separate test set. Section 5 summarizes
the findings and suggests directions for further research.

2. Related work

Over the last several years, much effort has been invested
in the area of online fraud detection, and the focus has shifted
to the use of both machine learning and deep learning meth-
ods in addition to the more traditional rules-based system. In
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Figure 1. Process-flow diagram of the SAE-IF hybrid implementation method-
ology.

spite of these developments the volume of online fraud has in-
creased consistently over the past decade with the losses across
the world amounting to tens of billions of dollars every year.
Thus, there has been an active involvement of researchers in
coming up with better methods as countermeasures to online
fraud [16, 17]. These papers have critically reviewed the rising
financial cost of fraud as well as the development of method-
ologies in the detection process. The initial principles of the
early detection systems were founded on fixed rules and expert-
established thresholds, but these systems were somehow ineffi-
cient to combat the fraud schemes that were rapidly changing
[18]. Subsequently, the discipline has increasingly been mov-
ing towards intelligent data-oriented solutions, which have the
power to respond to changing patterns of transactions in con-
temporary digital financial systems Cheng et al. [19].

Even though the research on online fraud detection has
been advanced to a large extent, one of the most persistent
and demanding problems is severe class imbalance. In real-
world transaction datasets, fraudulent activities typically repre-
sent less than 1% of all transactions, which can bias predictive
models toward the majority (legitimate) class [20, 21]. Such

an imbalance frequently renders traditional metrics of evalua-
tion like accuracy unreliable and the employment of more in-
formative ones like precision, recall and the F1-score Adejoh et
al. [22]. In order to cope with this problem, some data level
solutions have been proposed in earlier methods like Synthetic
Minority Over-sampling Technique (SMOTE) which constructs
synthetic minority samples to equalise the sample in supervised
learning approach, whereas newer hybrid methods like SMO-
TEENN combine oversampling and cleaning methods to con-
struct stronger training sets [20, 23]. Besides data preprocess-
ing techniques, algorithmic innovations have also been of im-
mense contributions to the enhancement of the fraud detection
systems.

Ensemble learning models and anomaly detection meth-
ods are among the algorithmic approaches that have yielded
promising outcomes, where Random Forest and gradient boost-
ing algorithms are tree-based with high predictive capabili-
ties according to comparative studies of large-scale datasets by
Yapp and Yeh [24]. For example, a recent study indicated that
XGBoost scored 0.9997 on AUC-ROC in detecting credit card
fraud [25]. Nevertheless, researchers warn that such extremely
high performance can be excessively reliant on thorough pre-
processing methods and well-planned data splitting schemes
to avoid data leakage and artificially enhanced evaluation out-
comes Kabane [26]. Conversely, unsupervised anomaly detec-
tors like IF offer a different solution when labelled fraud data
are scarce and unreliable Adejoh et al. [22]. These methods
identify anomalies by identifying rare patterns in large datasets
without explicit fraud labels, which makes them especially ap-
plicable to real-life financial systems where fraud patterns are
constantly changing.

Deep-learning methods have also gained traction because of
the increasing demand for scalable, flexible, and interpretable
fraud-detection models. The deep learning models, especially
autoencoders, have demonstrated high potential to model nor-
mal transaction behaviour and detect deviations which may re-
flect different types of fraud. Autoencoders trained on legiti-
mate transactions can learn concise representations of ordinary
financial conduct and identify anomalies by comparing recon-
struction errors [20, 27]. Moreover, more advanced methods,
including Graph Neural Networks (GNNs), have been consid-
ered to identify relational patterns between the entities using
financial transactions, which allows detecting complex collu-
sive fraud schemes, which might not be detected by studying
individual transactions [19, 28].

Despite their strong predictive performance, many deep-
learning models present practical deployment challenges. Re-
search has documented that elaborate architectures like GNNs
and deep ensemble systems can be characterised by extensive
computational and latency expenses and reduced interpretabil-
ity, thus limiting their applicability to real-time financial pro-
cesses [29, 30].

These shortcomings have prompted a growing body of re-
search in the area of hybrid fraud detection models which syn-
thesise the benefits of several paradigms. Hybrid models aim to
combine the benefits of efficient anomaly detection with strong
feature learning to enhance detection performance and oper-
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ational effectiveness. A number of studies have shown that
when complementary detection methods are used, generalisa-
tion and robustness in highly imbalanced settings can be greatly
enhanced [21, 31]. Nonetheless, many existing hybrid mod-
els continue to rely significantly on labelled fraud samples, re-
stricting their use in practical systems where labelled fraudulent
transactions are not readily available.

In comparison with existing studies, Udeze et al. [32] ap-
plied machine learning and resampling techniques to credit card
fraud detection, demonstrating improved performance over
baseline models. Eteng et al. [33] proposed a stacked ensem-
ble approach with resampling techniques for fraud detection in
imbalanced datasets, showing effectiveness compared to single
classifiers. Aghware et al. [34] enhanced the Random Forest
model using SMOTE for credit card fraud detection. Unlike
these supervised and ensemble-based approaches that require
labelled fraud data, our SAE-IF hybrid framework operates in a
semi-supervised manner during training (using both legitimate
and fraud transaction classes) and does not use class labels in
the SAE or IF objective functions, making it suitable for en-
vironments where fraud labels are unavailable or significantly
delayed. However, these studies typically do not systematically
optimize the fusion mechanism, use potentially leaky evalua-
tion protocols, or validate on limited datasets. Our work ad-
vances the state of the art by introducing a Bayesian-optimised
fusion framework, a leakage-mitigated evaluation methodol-
ogy, and comprehensive multi-dataset validation.

3. Research methodology

This paper uses a hybrid semi-supervised fraud system to
detect fraudulent credit card transactions. As previously noted,
the proposed method incorporates a Sparse Autoencoder (SAE)
to learn latent features, combined with an Isolation Forest (IF)
to detect anomalies. By taking advantage of deep representa-
tion learning and tree-based anomaly detection, the framework
identifies irregular transaction patterns without requiring fraud
labels during training, enabling robust detection while preserv-
ing computational resources for near-real-time under controlled
test conditions financial settings. Figure 1 illustrates the steps
of the proposed methodology.

The general steps of the research process are presented in
Figure 1 and include data acquisition, preprocessing and nor-
malisation, semi-supervised learning of features using the SAE,
anomaly scoring using IF, and the final decision in terms of
fraud obtained as a fused set of anomaly indicators.

3.1. Dataset collection and description

In carrying out this study, three publicly available fraud
detection datasets were used to comprehensively evaluate and
provide generalisation of the proposed framework: the Credit
Card Fraud Detection Dataset (ULB/Kaggle), IEEE-CIS Fraud
Detection Dataset, and PaySim Mobile Money Dataset. The
main dataset is the Credit Card Fraud Detection Dataset, avail-
able on Kaggle and originally offered by the Machine Learn-
ing Group of Universite Libre de Bruxelles (ULB) Liu [35].

This dataset consists of 284,807 credit card transactions made
by European credit cardholders over two days in September
2013. All transactions have 31 numerical attributes, including
Time, Amount, anonymized PCA-transformed attributes (V1-
V28), and a binary Class attribute. The dataset is highly im-
balanced, with only 492 fraudulent transactions (0.172%) com-
pared to 284,315 legitimate transactions (99.828%), resulting
in an imbalance ratio of approximately 1:578.

To further reinforce the strength of the suggested model,
IEEE-CIS Fraud Detection dataset was included. This dataset
has an expanded and more complicated pool of online trans-
action records, including both transactional and identity-based
information. In contrast to the ULB dataset, IEEE-CIS has het-
erogeneous feature types (numerical and categorical), missing
values, and greater noise levels, making it closer to real-world
financial systems. In addition, the PaySim dataset, a synthetic
dataset of mobile money transactions created using a simulator
that models actual financial transaction behaviour, was used.
PaySim simulates mobile payment operations such as trans-
fers, cash-outs, and payments, and includes labelled fraudulent
transactions. PaySim has more structured transaction patterns
and a different fraud distribution than the ULB dataset, enabling
evaluation of the model in a mobile financial services context.
Table 1 summarises the characteristics of the three datasets used
in this study.

3.2. Data splitting, preprocessing, and leakage-mitigated ex-
perimental design

3.2.1. Data splitting strategy

Before developing the model, preprocessing was carefully
performed on the dataset in order to safeguard the integrity of
the data, and avoid information leakage between training and
evaluation phases of the model performance. The dataset was
first partitioned into training (50%), validation (20%), and test-
ing (30%) subsets using a stratified splitting strategy to preserve
the fraud proportions in the dataset (0.172%). This three-way
split ensures that the test set is never touched during model
development or hyperparameter tuning, preventing information
data leakage. While no experimental design can be completely
leakage-mitigated in a strict sense, our approach minimizes
common sources of leakage such as scaling on the full dataset
or using future information.

3.2.2. Preprocessing

Continuous variables, particularly Time and Amount, were
scaled with the help of the RobustScaler Pedregosa et al. [36],
which is resistant to outliers and retains the distributional prop-
erty of the data. Critically, all the preprocessing parameters
(median and interquartile range to scale) were calculated using
the training data only and applied to the test set to prevent leak-
age [20]. The PCA-transformed features (V1-V28) were not
further transformed as they are already centred and standard-
ized.

3.3. Role of SMOTE-ENN in training, validation, and testing

Specifically, training is unsupervised for the core models.
The SAE is trained on the input features of all transactions (both
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Table 1. Summary of the datasets used.

Attribute ULB Credit Card Dataset

IEEE-CIS Dataset PaySim Dataset

Data Source ULB via Kaggle IEEE & Kaggle Kaggle (Simulator-based)
Domain Credit card transactions Online transactions Mobile money transactions
Total Transactions 284,807 ~590,000+ ~6,300,000
Feature Type Numerical (PCA) Numerical + Categorical Numerical + Categorical
Fraud Percentage 0.172% ~3-4% (varies) ~0.13%
Data Complexity Low (anonymized) High (heterogeneous) Medium (structured)
Missing Values No Yes No
Data Format CSV CSV CSv
" e .. A A, . 3
Raw data (imbalanced) 'o 0% Jia A, Input Layer: 30 Features (Time, Amount, V1-V28) '
e A,

!

SMOTE-EEN (resampling)

1

Balanced dataset (both classes)
1 Age A' Abg A

Train SAE Encoder ‘ Decoder
(unsupervised, on balarced data)

\ 1
Extract latent vectors‘ I N ‘

Latent Vectors

g

Train Isolation Forest
(unsupervised, on latent vectors)

Isolation Forest

4

.... A:‘
A
[} AAA‘

Validate & Test (original distiribution, no SMOTE-EEN)

Figure 2. Stepwise role of SMOTE-ENN in the experimental pipeline.

Table 2. System specifications.

Parameter Value

Random Seeds (data split / model / 42/123/7

Optuna)

Hardware Intel Core
17-10750H, 16 GB
RAM, No GPU

Python / TensorFlow / scikit-learn / 3.11/213/1.3/
Optuna 3.3

classes are present in the input data) but the class labels are
strictly excluded from the loss function and gradient updates.
Similarly, IF is trained on latent representation from the SAE
without accessing class labels.

Sparse Autoencoder

Training Data

Reconstruction Error ]

v

Testing Data

Latent Layer

(16 Neurons) —»[ 12141 [
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Weighted Fusion Module

Normalized Reconstruction Error ‘

[ Latent Representation h ]—)
J' + Anomaly Score Sy

Anomaly Score S;¢ Final Score Sg,,
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[ Fraudulent if Sﬁw) = ]

Figure 3. SAE-IF hybrid framework architecture during training.

For further clarification and unambiguous explanation of
what transpires during model training, validation, and testing
phases in this study, Figure 2 presents a stepwise workflow il-
lustrating that SMOTE-ENN balances the training set, but the
SAE and IF are trained without accessing class labels. Labels
are used only for validation and threshold tuning.

In Figure 2, the process begins with an imbalanced labelled
dataset. The data is split into training, validation and test sets.
SMOTE-ENN is applied exclusively to the training set to ad-
dress class imbalance. This hybrid resampling technique gen-
erates synthetic samples for the minority class using SMOTE
while removing noisy and misclassified samples from both
classes using Edited Nearest Neighbors (ENN), resulting in a
balanced and clean training set containing both classes equally.
The balanced training set is then used to train a SAE in a label-
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Table 3. Dataset-specific preprocessing details.

Step Kaggle ULB IEEE-CIS PaySim
Missing values None Median imputation for None
numerical; mode for
categorical
Categorical encoding Not applicable One-hot encoding (53 binary ~ Label encoding for ’type’
features created) (CASH_OUT, TRANSFER,
PAYMENT, etc.)
Feature scaling RobustScaler on Time, RobustScaler on all RobustScaler on amount,
Amount only numerical features oldbalanceOrg,
newbalanceOrig
Feature selection All 30 PCA features retained  Removed columns with Retained all original features

>80% missing; kept
transaction and identity

features
Class imbalance 0.172% fraud ~3.5% fraud after filtering 0.13% fraud
Train/val/test split 50/20/30 stratified 50/20/30 stratified 50/20/30 stratified

30 features (Time, Amount, V1-V28)

Optuna Optimization History: Validation PR-AUC Convergence

0.9
0.8
0.7
(8]
2
<
[~
o
0.6
0.5
Trial PR-AUC
—— Best PR-AUC
---- QOptimization Target (0.845)
0.4
0 20 40 60 80 100
Trial Number
Figure 4. Optuna PR-AUC convergence over 100 trials.
Reconstruction Error Distribution: Test Set Performance
4.0 Legitimate

E 1 Fraud
—— Thre

old (t=0.92)

| N A R
|

0.5 1.0 1.5
Reconstruction Errar (MSE)

Figure 5. Distribution of reconstruction errors by true class, with the decision threshold.

free manner. The SAE learns compressed latent representations of the input data without utilizing labels, with a sparsity con-
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Table 4. Aggregated validation performance during Optuna tuning.

Metric Value Notes

PR-AUC 0.845 Primary optimization target

F1-Score 0.828 Balanced precision-recall

Precision 0.922 High, minimizing false alarms

Recall 0.745 Reasonable fraud capture in
tuning

False ~28 Scaled to fold size; low FP rate

Positives

(approx.)

Table 5. Test-set performance of the standalone SAE.

Metric Value
PR-AUC 0.781
F1-Score 0.742
Precision 0.894
Recall 0.684

False Positives 58
Inference Time 0.9 ms

Table 6. Test-set performance of the standalone IF.

Metric Value
PR-AUC 0.799
F1-Score 0.771
Precision 0.901
Recall 0.707
False Positives 49
Inference Time 1.2 ms

straint encouraging selective neuron activation. Once trained,
the SAE extracts latent vectors for all samples in the training
set. These latent vectors are subsequently used to train an IF,
in an unsupervised manner. The IF learns anomaly boundaries
based on the principle that anomalies are easier to isolate than
normal instances, producing anomaly scores without ever see-
ing class labels.

While the SAE and IF are trained without any labels, la-
bels are used only during validation to compute PR-AUC for
hyperparameter optimisation (via Optuna) and to select the fu-
sion weight a and decision threshold 7. The test set labels are
used only for final performance evaluation. This design main-
tains a semi-supervised training pipeline while allowing objec-
tive model selection.

After the training, the model pipeline is validated and tested
using data that retains the original imbalanced distribution.
However, it is instructive to note that “no SMOTE-ENN” is ap-
plied during validation or testing. At the point of validation,
labels are used only for scoring purposes, specifically, to com-
pute PR-AUC for hyperparameter optimisation via Optuna and
to tune the fusion weight @ and decision threshold 7. The final
test set evaluation uses labels (supervised approach) exclusively

for computing performance metrics (PR-AUC, F1, precision,
recall) to assess generalisation capability under realistic, imbal-
anced conditions.

Importantly, the semi-supervised components (SAE and IF)
never see labels during training. SMOTE-ENN is applied only
to the training folds during cross-validation, never to validation
or test folds, preventing any form of data leakage. This design
ensures that the final reported metrics reflect true generalisation
performance suitable for real-world credit card fraud detection.

3.3.1. Sparse autoencoder for latent feature learning

Sparse Autoencoder is a special kind of neural network,
which consists of an encoder that maps the input features
x € R* to a lower-dimensional latent space & € R'®, and a de-
coder that reconstructs the input from the latent representation.
Eq. (1) presents the model of the Encoder

h = f(Wex + be), ey

where W, and b, are the encoder weights and biases, and f(-)
is the ReLLU activation function. While the decoder model is
presented in Eq. (2)

X = g(Wdh + bd), (2)

where W, and b, are the decoder weights and biases, and g(-)
is the sigmoid activation function. Then, the SAE is trained by
minimizing the following loss function, which combines recon-
struction error, sparsity regularization, and L2 weight decay as
shown in Eq. (3)

m

Lae = Ix=3E  +8) . Dxlp|m)+2 IWB . ()
~— S~

J=1

reconstruction MSE weight decay

where 5=0.01 is the sparsity penalty coefficient, p=0.05 is the
target average activation for sparsity, 4=0.0001 is the L2 reg-
ularization weight and pj; is the average activation of hidden
neuron j.

The SAE encoder consists of: Input(30) — Dense(64,
ReLU) — Dense(32, ReLU) — Dense(latent_dim, ReLLU). The
decoder mirrors this: Dense(32, ReLU) — Dense(64, ReLU)
— Dense(30, sigmoid). SAE trained for 100 epochs with batch
size 64, Adam optimizer (learning_rate=0.001), early stopping
patience=10 on validation loss.

3.3.2. Isolation forest on latent representations

After training the SAE, the latent vectors 4 of all training
transactions are used to fit an IF model. IF detects anomalies
by measuring how quickly individual points are isolated in ran-
domly constructed trees. The anomaly score for a given sample
is defined in Eq. (4) as

Sy = 2 EW/e ()

where E(y(h)) is the average path length of the sample across
all trees, n is the number of samples, and c(n) is the normalisa-
tion factor. Scores close to 1 indicate strong anomalies.



Okeke et al. / J. Nig. Soc. Phys. Sci. 8 (2026) 3401 8

Table 7. Test-set performance of the SAE-IF hybrid.

Metric Value Gain vs. SAE  Gain vs. IF
PR-AUC 0.832 +6.5% +4.1%
F1-Score 0.812 +9.4% +5.3%
Precision 0.915 +2.4% +1.6%
Recall 0.728 +6.4% +3.0%
False Positives 42 -28% -14%
Inference time (mean + std) 1.41 £0.23ms - -

Isolation  Forest parameters: n_estimators=200,
max_samples=auto, contamination=auto, bootstrap=False,
random_state=123.

3.3.3. Weighted score fusion and thresholding

The final anomaly score is obtained by combining the nor-
malized reconstruction error from SAE and the IF score as pre-
sented in equation (5):

S final = @S + (1 — @) Norm(MSEccon) , (5)

where @ € [0, 1] is a fusion weight optimised using Optuna
Bayesian optimisation [37] to maximise PR-AUC on the vali-
dation set. A transaction is flagged as fraudulent using Eq. (6)
if

S final > T, (6)

where 7 is the optimal decision threshold determined through
validation. Algorithm 1 presents the training and inference
pseudocode of the SAE-IF hybrid framework and the hybrid
architecture is presented in Figure 3

Algorithm 1. Training and inference procedure for the hybrid
SAE-IF framework

Input: Training normal transactions X_normal, full dataset
X

1. Train SAE on X_all (unsupervised, labels not used) —
obtain latent representations h_normal

2. Fit IsolationForest on h_all (unsupervised, labels not
used)

3. For each transaction x in X:

a. Encode latent vector: h = Encoder(x)

b. Compute reconstruction error: MSE(x, Decoder(h))

c. Compute Isolation Forest anomaly score: S_IF

d. Compute fused score: S_final = o * S_IF + (1-a) *
Norm(MSE)

4. Optimize « and threshold 7 via Optuna on validation set
(maximise PR-AUC)
5. Output: Fraud predictions for X

3.4. Hyperparameter optimisation

The primary hyperparameters tuned for the SAE component
included the latent dimension of the bottleneck layer, sparsity
penalty coefficient (8), and L2 regularization weight (1). For
the IF, the number of estimators, maximum sample size, and
contamination parameter were optimised. Additionally, the fu-
sion weight @ in the weighted score combination and the deci-
sion threshold 7 for final classification were jointly optimised
to maximise PR-AUC on the validation folds using Optuna
Bayesian optimisation.

The last set of hyperparameters chosen to be used in
the SAE-IF model was as follows: SAE latent dimension
= 16, p=0.01, 1=0.0001; IF n_estimators=200, contamina-
tion="auto’; fusion weight @=0.68, and decoding threshold
7=0.92. The results of this configuration provided a strong
balance between the sensitivity and specificity of anomaly
detection and computational efficiency to be used in real
time. The model was found to have an inference time of 1.4
ms/transaction which showed that it was relevant in operational
financial settings. Optuna search space: latent_dim [8, 32]; 8
[0.001, 0.1]; A [1e-5, 1e-3]; n_estimators [50, 500]; « [0.3, 0.9]

3.5. System implementation

SAE-IF was imported in Python 3.11 and the SAE was
implemented with TensorFlow/Keras and the IF implemented
with scikit-learn. The data preprocessing (scaling and leakage-
mitigated train-test splitting) was conducted using Pandas and
NumPy, and Bayesian hyperparameter optimisation was con-
ducted using Optuna. The system is also made in such a way
that it allows evaluation of real time transactions and in this sce-
nario the incoming data of transaction is first coded by the SAE
and later rated by IF and then the composite score S_final is
calculated by adding the score of the if the transaction data is
more than the optimised threshold 7, then the system raises a
fraud alert.

3.6. Reproducibility specifications

To ensure reproducibility, the following specifications are
provided in Table 2.

3.7. Dataset-specific preprocessing for cross-dataset valida-
tion
To ensure fair comparison across the three datasets used
in this study (Kaggle ULB, IEEE-CIS, and PaySim), dataset-
specific preprocessing was applied as summarized in Table 3.
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Precision-Recall Curves: Comparative Performance Analysis
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Figure 6. Precision—recall curves for the SAE, IF, and SAE-IF hybrid models.
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Figure 7. t-SNE visualisation of the SAE latent space.

Table 8. Aggregated validation and test performance on the IEEE-CIS dataset.

Model Val PR-AUC Test PR-AUC Test F1 Test Prec TestRec FP  Time

SAE 0.798 0.764 0.731 0.892 0.671 68 1.0ms
IF 0.804 0.782 0.756 0.898 0.689 60 1.3 ms
SAE-IF 0.821 0.801 0.784 0.902 0.703 57 1.6ms

Table 9. Performance on the PaySim dataset

Model Val PR-AUC Test PR-AUC Test F1 TestPrec TestRec FP  Time

SAE 0.829 0.803 0.768 0.901 0.712 51 09ms
IF 0.834 0.817 0.781 0.907 0.724 46 1.2 ms
SAE-IF 0.861 0.845 0.821 0.918 0.735 39 15ms
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Optuna Optimization History: Validation PR-AUC Convergence
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Figure 8. Optuna PR-AUC convergence for the IEEE-CIS dataset.
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Figure 9. Precision—recall curves for the IEEE-CIS dataset.

Table 10. Cross-dataset performance summary.

Dataset Val PR-AUC Test PR-AUC Test F1 Test Prec TestRec FP  Time

Kaggle 0.845 0.832 0.812 0.915 0.728 42 1.4 ms
IEEE-CIS 0.821 0.801 0.784 0.902 0.703 57 1.6ms
PaySim 0.861 0.845 0.821 0.918 0.735 39 1.5ms

Table 3 reveals that this dataset-specific approach ensures
that the SAE-IF hybrid framework can handle heterogeneous

10
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Figure 10. Optuna PR-AUC convergence for the PaySim dataset.
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Figure 11. Precision—recall curves for the PaySim dataset.

feature types while maintaining consistent evaluation standards
across all experiments. The dataset contains separate transac-
tion and identity tables merged on TransactionlID. Identity fea-
tures with >50% missing were excluded. Transaction features
with >30% missing were mean-imputed.

4. Results and discussion

This section presents a comprehensive evaluation of the
SAE-IF hybrid framework on the Kaggle Credit Card Fraud
Detection dataset (284,807 transactions, 0.172% fraud). Mea-
surements are concerned with imbalance of data suitability:
PR-AUC (primary), F1-score, precision, recall, false positives

11

and inference time (ms/per transaction using a standard CPU).
The reported results are made with the error-optimal threshold
7=0.92.

4.1. Validation-set performance during hyperparameter tuning

Hyperparameter tuning was conducted on internal valida-
tion folds (~56,961 samples, preserving ~ 0.172% fraud). The
best configuration is (SAE latent dimension = 16, 8 = 0.01, 4
= 0.0001; IF n_estimators = 200, contamination "auto’;
fusion weight @ = 0.68; 7 = 0.92). The aggregated validation
performance was evaluated at the time of Optuna Tuning and
the results are reported in Table 4.

~
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Table 11. Top 10 influential features on the Kaggle dataset.

Rank Feature = Mean [SHAP| Interpretation

1 V14 0.184 Transaction amount pattern anomaly
2 V17 0.162 Time-based behavioural deviation
3 Vi2 0.151 Merchant category irregularity

4 Amount 0.143 Unusual transaction amount

5 V10 0.128 Velocity pattern anomaly

6 V4 0.119 Geographic inconsistency

7 V16 0.112 Device fingerprint mismatch

8 Time 0.098 Off-hours transaction

9 Vi1 0.087 Frequency anomaly

10 V2 0.076 Account age deviation

Table 12. Effect of latent dimension on Kaggle dataset performance.

Latent Dim PR-AUC Fl1-Score Precision Recall Training Time (s)
8 0.798 0.774 0.901 0.698 45
12 0.818 0.798 0.908 0.714 52
16 0.832 0.812 0.915 0.728 61
20 0.829 0.809 0.912 0.725 78
24 0.824 0.803 0.909 0.719 95
32 0.815 0.794 0.904 0.708 124
Table 13. Effect of decision threshold on performance trade-offs.
T Precision Recall F1-Score FP Count Business Interpretation
0.85 0.847 0.812 0.829 78 High recall, more review
0.88 0.882 0.771 0.823 58 Balanced
0.92% 0.915 0.728 0.812 42 Optimal (selected)
0.95 0.941 0.684 0.791 31 High precision, misses fraud
0.98 0.972 0.612 0.756 18 Conservative, low recall
*Optuna-selected threshold.
Table 14. Effect of fusion weight on validation performance.
a (IF weight) SAE weight Validation PR-AUC  Interpretation
0.0 1.0 0.781 Pure SAE
0.2 0.8 0.796 SAE-dominated
0.4 0.6 0.814 Balanced
0.5 0.5 0.821 Equal weight
0.6 0.4 0.827 IF-dominated
0.68 0.32 0.845 Optimal (selected)
0.8 0.2 0.839 IF-dominated
1.0 0.0 0.799 Pure IF

By exploring the parameter space using Bayesian optimi-
sation, the process effectively maximized the PR-AUC on the
validation folds as in Figure 4 where the individual trials (light
blue dots) demonstrate the exploration of various configura-
tions, while the step-line (dark blue) tracks the progressive im-
provement toward the final optimised performance of 0.845.
This systematic approach ensures that the selected hyperparam-
eters such as the latent dimension of 16 and the fusion weight
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(@) of 0.68 are not just functional but optimal for detecting
credit card fraud.

4.2. Test-set performance of the standalone sparse autoen-
coder

SAE reconstruction error (MSE) was evaluated on the 30%
held-out test set (~85,443 transactions) and the performance
outcome is presented in Table 5:
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The chart in Figure 5 displays how the SAE differentiates
between transaction types where most legitimate transactions
cluster near zero reconstruction error since the model is opti-
mised to reconstruct normal data accurately. Fraudulent trans-
actions tend to result in higher error values, thereby creating
a distinct distribution toward the right side of the x-axis. The
vertical dashed line in the Figure 5 marks the optimised thresh-
old of 0.92 and transactions falling to the right of this line are
flagged as anomalies. This separation is a key factor in the high
precision of the SAE-IF hybrid framework.

4.3. Test-set performance of the standalone isolation forest

IF was applied to SAE latent representations of test samples
as presented in Table 6.

4.4. Test-set performance of SAE-IF hybrid fusion

The SAE and IF signals are fused using Eq. (7) and the per-
formance results are reported in Table 7. Then Figure 6 shows
the comparative Precision-Recall (PR) curve of the models:

S final = 0.68S 1 + 0.32 Norm(MSE¢con) - @)

To validate the chosen fusion weight @ = 0.68, we per-
formed an ablation study varying « from 0.0 (pure SAE) to 1.0
(pure IF) in steps of 0.1 on the validation set. The optimal PR-
AUC was achieved at @ = 0.68. Using only SAE (a = 0) gave
PR-AUC = 0.781; using only IF (o = 1) gave 0.799. The hy-
brid at @ = 0.68 improved to 0.832, confirming that fusion adds
value beyond either individual model.

The Precision-Recall curve in Figure 6 is the most informa-
tive evaluation metric for fraud detection systems due to class
imbalance and this visualisation indicates the relationship be-
tween detecting the maximum number of fraudulent transac-
tions (recall) and the low rate of false alarms (precision). The
Hybrid SAE-IF model is evidently superior to the individual
parts since all the parts are much more precise throughout the
recall spectrum. This is what results in the maximum area under
the curve of 0.832. The Optimal Point highlight indicates the
performance achieved at 7=0.92, where the model successfully
captures over 72% of fraudulent transactions while maintain-
ing a precision above 91%. Latency was measured over 10,000
repeated inferences on the test set; the standard deviation was
small, indicating stable performance.

Figure 7 shows the t-SNE (t-distributed Stochastic Neigh-
bour Embedding) projection of the 16-dimensional latent space
in SAE to visualise a two-dimensional representation to explain
why the model distinguishes between types of transactions. t-
SNE was run with random_state=42, perplexity=30, and 1000
iterations. Legitimate transactions (light blue) in this mapping
form a dense and centralised cluster, which means that the SAE
has learned a regular and condensed representation to normal
patterns, whereas fraudulent transactions (red) are mostly lo-
cated at the edge or in pockets. Such a distinct set of spatial
distance is immense evidence of the usefulness of the model
in extracting features, and it is conclusive that fraudulent sig-
natures have their distinct features that the SAE manages to
project onto various regions.
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4.5. Comparative analysis using additional datasets

To further confirm the strength and generalisation ability of
the proposed SAE-IF hybrid framework, further experiments
were carried out on two popular datasets related to fraud de-
tection namely the IEEE-CIS Fraud Detection dataset and the
PaySim Mobile Money dataset. These data sets vary widely in
format, representation of features and fraud trends, and thus it
offers a complete assessment of the model in a variety of con-
siderable real-life scenarios.

The same experimental procedure followed on the Kaggle
Credit Card dataset was equally followed in this section. These
are, stratified train-test splitting, preprocessing that considers
leakage, SAE is trained on all training transactions without us-
ing class labels and hyperparameter optimisation via Optuna
with PR-AUC as its objective function.

4.5.1. IEEE-CIS dataset results

The IEEE-CIS dataset underwent Hyperparameter optimi-
sation with Optuna Bayesian optimisation on internal validation
folds of the dataset. The most effective set-up had the following
performance shown in Table 8.

The findings demonstrate that the SAE-IF hybrid frame-
work consistently outperforms the standalone models and even
though the dataset presents more variability, the hybrid frame-
work maintains high precision and low false positives, proving
robust in complicated financial settings.

The results in Figure 9 display that SAE-IF hybrid frame-
work is always better than the standalone models. Even though
the dataset presents more variability, the hybrid framework is
precise and has fewer false positives, which proves to be robust
in complicated financial settings.

4.5.2. PaySim dataset results

Hyperparameter optimisation on PaySim was done with the
leakage-aware protocol. The optimised setting provided the re-
sults presented in Table 9.

The PaySim dataset has more organised transaction patterns
as shown in Figure 10 where the SAE can learn more stable
representations and as a consequence, the performance of the
optimisation improves. The hybrid model shows the highest
performance with the PaySim dataset as in Figure 11, as it has
more evident patterns of transactions and organised fraud be-
haviour. Its applicability is also emphasised by the decrease in
the number of false positives.

4.5.3. Cross-dataset comparative discussion

The results indicate that the SAE-IF hybrid framework has
stable and competitive results across different datasets. Pair-
wise bootstrap tests (10,000 resamples) showed that the PR-
AUC difference between Kaggle and PaySim (0.832 vs. 0.845)
is statistically significant (p = 0.03), while the difference be-
tween Kaggle and IEEE-CIS (0.832 vs. 0.801) is also signif-
icant (p = 0.01). The framework demonstrates high precision
(>0.90) and low false positive rates across all datasets, essen-
tial for real-world financial deployment. Inference times in the
range of 1.4-1.6 ms indicate promise for near-real-time appli-
cations.
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Table 15. SAE-IF performance with 95% confidence intervals on the Kaggle dataset

Metric Mean Std Dev 95% CI Min Max
PR-AUC 0.832 0.018 [0.816,0.848] 0.811 0.856
F1-Score 0.812 0.022 [0.795,0.829] 0.789 0.838
Precision 0.915 0.014 [0.903, 0.927] 0.898 0.932
Recall 0.728 0.031 [0.704, 0.752] 0.695 0.761
False Positives  42.4 4.8 [38.0, 46.8] 37 51
Table 16. Wilcoxon signed-rank test results across five folds
Comparison Mean A PR-AUC  p-value Significance
SAE-IF vs SAE +0.051 0.008 Yes *#*
SAE-IF vs IF +0.033 0.021 Yes **
SAE-IF vs DeepSVDD  +0.018 0.089 No (marginally)
SAE-IF vs LOF +0.091 0.003 Yes ***

**p <0.01; " p <0.05.

Table 17. Comparison with state-of-the-art baselines on the Kaggle dataset

Method Type PR-AUC F1-Score Precision Recall FP Count
XGBoost Supervised 0.947 0.923 0.961 0.888 18
LightGBM Supervised 0.941 0.918 0.958 0.881 21
CatBoost Supervised 0.938 0.915 0.955 0.878 23
SAE-IF (Ours) Semi-Supervised 0.832 0.812 0.915 0.728 42
DeepSVDD Unsupervised 0.814 0.789 0.902 0.701 48
Isolation Forest Unsupervised 0.799 0.771 0.901 0.707 49
One-Class SVM Unsupervised 0.756 0.724 0.887 0.658 62
LOF Unsupervised 0.741 0.708 0.876 0.642 68
ECOD Unsupervised 0.728 0.695 0.868 0.631 71
SAE (standalone) Unsupervised 0.781 0.742 0.894 0.684 58

4.6. Model explainability using SHAP analysis

Financial fraud detection requires interpretable models for
regulatory compliance. We employ SHAP (SHapley Addi-
tive exPlanations) to quantify feature contributions to the final
anomaly score.

The SHAP analysis demonstrates that SAE-IF provides
both global interpretability (feature importance) and local in-
terpretability (individual explanations), meeting regulatory re-
quirements for financial Al systems.

4.7. Ablation studies
4.7.1. Latent-dimension sensitivity

From Table 12, it can be seen that performance peaks at la-
tent_dim=16 and degrades with higher dimensions due to over-
fitting.

4.7.2. Threshold-sensitivity analysis
Optuna-selected threshold

4.7.3. Fusion-weight ablation

Optuna-selected weight

As shown in Table 14, The optimal @ = 0.68 indicates the IF
anomaly score contributes more than SAE reconstruction error,
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but the SAE component (32%) provides complementary infor-
mation that improves overall performance.

4.8. Statistical validation

To ensure the robustness of our results, we conducted 5-
fold repeated experiments with different random seeds (42, 123,
456, 789, 1011). Table 15 presents performance metrics with
95% confidence intervals.

*#* p < 0.01, ** p < 0.05

The SAE-IF framework demonstrates remarkable stability
across runs, with PR-AUC maintaining a narrow 95% confi-
dence interval. Statistical significance testing reveals that SAE-
IF achieves statistically significant improvements over stan-
dalone SAE (APR-AUC = +0.051, p = 0.008) and Isolation
Forest (APR-AUC = +0.033, p = 0.021).

4.9. Comparison with state-of-the-art baselines

To contextualize the performance of SAE-IF within the
broader fraud detection landscape, we compare against sev-
eral recent state-of-the-art approaches from 2024-2025. Ta-
ble 16 presents a comprehensive comparison.
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As shown in Table 17 Supervised methods achieve the high-
est performance as expected, leveraging full label informa-
tion. However, SAE-IF achieves competitive performance (PR-
AUC = 0.832) within the unsupervised/semi-supervised cate-
gory, outperforming all unsupervised baselines and the primary
advantage is applicability to label-scarce environments where
supervised methods cannot be used.

As shown in Table 15, the SAE-IF framework demonstrates
remarkable stability across runs, with PR-AUC maintaining a
narrow 95% confidence interval of [0.816, 0.848] around the
mean of 0.832, while precision (0.915 + 0.014) and false pos-
itive counts (42.4 + 4.8) exhibit similarly low variance, con-
firming that performance is not contingent on a particular data
split. Statistical significance testing using the Wilcoxon signed-
rank test (n=5 folds) reveals that SAE-IF achieves statistically
significant improvements over standalone SAE (APR-AUC =
+0.051, p = 0.008) and Isolation Forest (APR-AUC = +0.033,
p = 0.021), validating that the hybrid fusion mechanism con-
sistently enhances detection capability beyond either compo-
nent in isolation. The comparison with DeepSVDD (APR-
AUC = +0.018, p = 0.089) did not reach conventional signifi-
cance thresholds, suggesting these methods perform compara-
bly on this dataset. However, the highly significant gains over
LOF (APR-AUC = +0.091, p = 0.003) confirm the superiority
of deep representation learning over traditional density-based
anomaly detection. These statistical tests collectively provide
robust evidence that the observed performance improvements
are genuine rather than artefacts of random variation, rein-
forcing confidence in the SAE-IF framework's effectiveness
for fraud detection applications and the modest but consistent
gains, in combination with the practical benefit of reduced false
positives, position SAE-IF as a reliable and generalizable solu-
tion suitable for label-scarce financial environments.

5. Conclusion and recommendations

This paper proposed SAE-IF, which is a semi-supervised
fraud detection model that is a hybrid of SAE and IF to detect
abnormal financial transactions in highly imbalanced data. By
applying a deep representation learning and tree-based anomaly
detection, SAE-IF hybrid framework learns to compactly rep-
resent legitimate transaction behaviour in latent space, which
are anomalously deviated to using an effective hybrid score
mechanism. The proposed framework was initially evaluated
using the widely adopted Kaggle Credit Card Fraud Detection
dataset, which contains 284,807 transactions with an extreme
fraud ratio of only 0.172%. In order to evaluate the strength and
generalizability of the model further, further tests were done
on the dataset of IEEE-CIS Fraud Detection and PaySim mo-
bile money transaction dataset both of which have unique fea-
tures in terms of feature heterogeneity, scale and fraud patterns.
The same leakage aware experimental design was used in all
datasets and included stratified data splitting, RobustScaler pre-
processing fitted only on training data, and Bayesian hyperpa-
rameter optimisation using Optuna.

The experimental results have shown that the hybrid SAE-
IF model has a consistent high performance as compared to the
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standalone SAE and IF models on all datasets. The frame-
work had a PR-AUC of 0.832, Fl-score of 0.812, a preci-
sion of 0.915, and a recall of 0.728 on the Kaggle dataset,
and minimized false positives to 42 transactions in the test
set. The model continued to perform well on IEEE-CIS dataset
(PR-AUC = 0.801) when the data complexity and noise were
higher, but performed best on PaySim dataset (PR-AUC =
0.845), where the data patterns were better structured. In all the
datasets, the model achieved inference times of 1.4-1.6 ms per
transaction under controlled test conditions, indicating promise
for near-real-time applications under controlled test conditions
subject to validation on production infrastructure.

The visualisation, such as reconstruction errors and t-SNEs
and projections of the latent space, also show that the model is
capable of isolating fraudulent and legitimate patterns of trans-
action. The findings give a solid argument that the combination
of semi-supervised learning of representations and anomaly de-
tection can be very effective in detecting fraud in settings that
have scarce labels. With the integration of the latent feature
miner of SAE with the anomaly isolating power of IF, the hy-
brid model proposed offers high detection rates with low com-
putational complexity and explainability.

Overall, the framework is very relevant in the real-world fi-
nancial crisis, such as online banking system, digital payment
system, and e-commerce, where timely and prompt identifica-
tion of fraud is crucial in facilitating trust and security in the
digital economy.

5.1. Recommendations

Based on the findings, the following recommendations are
proposed:

1. Adoption of Hybrid Semi-Supervised Fraud System: Im-
plementation of a hybrid anomaly detection system such
as the SAE-IF by the banks and online payment systems
should be seriously considered to improve the perfor-
mance of the fraud detection.

2. Integration into Real-Time Financial Monitoring Sys-
tems: The proposed framework will be incorporated in
real-time transaction monitoring systems to identify sus-
picious transactions fast and the false alarms of the sys-
tem will be low.

3. Utilization of Explainable AI Techniques: Explainabil-
ity techniques must be implemented in the future to be
more transparent and enable financial analysts to under-
stand the reason why flagged fraudulent transactions took
place.

4. Deployment on Large-Scale Financial Platforms: More
testing with large scale running data sets of financial in-
stitutions need to be done to establish the performance
and scalability of the SAE-IF structure on actual transac-
tions.

In conclusion, the proposed SAE-IF hybrid solution is a
powerful, scalable, and workable credit card fraud detection
solution that can be implemented to create intelligent security
systems that can be used to achieve secure and sustainable eco-
nomic growth through the web.
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5.2. Limitations

The reported results are based on public benchmark datasets
(Kaggle ULB, IEEE-CIS, PaySim) and offline testing. The fol-
lowing limitations should be acknowledged:

1. No industrial or live deployment validation

2. No concept drift analysis over extended time periods

3. Testing on standard CPU hardware only (no GPU opti-
misation)

4. Fraud labels assumed accurate (real-world labels may be
noisy or delayed)

5. No formal regulatory compliance validation

Future work should address these limitations through indus-
trial partnerships and longitudinal studies.
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