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Abstract

The growing incidence of youth cybercrime, driven by unemployment and the precarity of temporary employment, constitutes a major social cri-
sis that has received limited mathematical analysis. This study develops a deterministic four-compartment UCTR model comprising unemployed
(U), cybercriminal (C), temporarily employed (T), and regularly employed (R) youth populations to examine interactions among unemployment,
temporary employment, stable employment, and illicit digital activity. Using the next-generation matrix, we derive the cybercrime generation
number, Ny, and establish that the cybercrime-free equilibrium is globally stable when N, < 1. Global sensitivity analysis based on Latin hyper-
cube sampling (LHS) and partial rank correlation coefficients (PRCCs) identifies peer influence and recruitment into cybercrime from temporary
employment as the strongest drivers of cybercrime. Conversely, transition to stable employment and legal prosecution are the principal deter-
rents. Numerical simulations show that high job-loss rates and continued entry into temporary employment sustain the cybercriminal population,
whereas consistent transition to permanent employment substantially reduces cybercrime over time. These findings indicate that cybercrime con-
trol requires structural policies that strengthen long-term employment security rather than short-term interventions that do not provide sustained
socioeconomic stability.
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Communicated by: P. Thakur

1. Introduction demographic changes and macroeconomic insecurity have left
the younger generation in a fluctuating environment [2]. Unem-
ployment as a social problem is a triggering element that causes
social unrest, which contributes to social vices, including sub-
stance abuse, vandalism, and violent crimes [3, 4]. The effect
of unemployment on crime is even more significant in Africa,
where economic marginalisation can frequently lead to the in-
clination of young people to illegal practices as the only means
" *Corresponding Author Tel. No.: +234-8039523389. of livelihood [4].
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Youth unemployment has become a major socioeconomic
problem in the 21st century worldwide [1]. Economic disen-
franchisement of youth has attracted considerable debate glob-
ally since the late 20th century, particularly regarding the long-
term effects of a generation left without stable means of liveli-
hood [2]. This is particularly acute in developing economies, as
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ment and those not in education, employment, or training
(NEET), are associated with a high propensity for criminal ac-
tivity [3]. Although conventional physical crime remains a cru-
cial issue, over the past few years it has shifted toward cyber-
crime [5]. This shift is conditioned by the rapid development of
digital infrastructure, alongside disparities in education, leaving
technically proficient young people with no lawful economic
means to apply their skills [2]. The internet has turned into a
digital haven of unemployed young people in Nigeria who have
moved from offline crime to more advanced cyber-based of-
fences [6]. Such actions include fraudulent emails, spam, ATM
fraud, and phishing, all of which endanger the privacy of online
banking and undermine trust in online financial systems among
the population [6, 7]. This surge in activity not only puts the
general public on alert but also generates global panic regard-
ing digital transactions with domestic organisations [6].

It is possible to better understand economic hardship and
its relationship with cybercrime by examining factors affecting
youth engagement. Studies show that low socioeconomic sta-
tus and unemployment are directly associated with cybercrime
engagement [8]. The internet, although illegal, offers a prof-
itable alternative to earning income in areas with high unem-
ployment [9]. For many “Yahoo Boys”, a term used for young
people who engage in cyber fraud, their involvement is some-
times driven by the fact that they are well-educated undergradu-
ates with advanced digital skills but no formal employment [9].

Moreover, peer influence is reported as a very important
predictor of internet fraud tendency, and it tends to prevail over
other demographic factors such as age or gender [10]. Substan-
tial evidence links youth unemployment and non-employment
(including temporary employment) to increased crime rates [11,
12]. Unemployment significantly impacts both young people
and society, with its adverse effects closely associated with ris-
ing crime, particularly cybercrime. Contributing factors include
demographic shifts, changes in micro and macroeconomic con-
ditions, educational and training disparities, rural-urban mi-
gration, and increased high school enrollment, all of which
have played a significant role in the alarming rise in cyber-
crime [13, 14]. Also, unemployment is a significant contributor
to cybercrime in Nigeria. Current estimates indicate that over
20 million graduates in the country lack gainful employment,
which has led to an increase in their participation in criminal ac-
tivities as a means of survival [15]. Prasanthi [16] reported that,
as of 2003, the United States and South Korea had the highest
rates of cyberattacks, accounting for 35.4% and 12.8%, re-
spectively. Based on the 2006 census, Nigeria’s population was
estimated at 160 million, and recent statistics indicate that ap-
proximately 28.9% of Nigerians have internet access [15].

Furthermore, it has been established that 39.6% of African
internet users are Nigerian, which correlates with the significant
increase in internet crime rates in Nigeria. [15].

Also, available data demonstrate that Nigeria’s population
has exhibited sustained growth. From 2020 to 2024, Nigeria’s
population growth rate reached a low of 2.10% in 2024, while
the urban population grew by 3.8% over the same period. The
national unemployment rate increased from 4.1% in the first
quarter of 2023 to 5.0% in the third quarter of 2023. Youth

unemployment rose from 6.9% to 8.6%, and urban unem-
ployment increased from 5.4% to 6.0%. Furthermore, Nige-
ria ranks fifth globally in cybercrime, with an impact rate of
8.25, a professionalism rate of 6.49, and cybercrime compris-
ing 52.17% of reported cases [17]. Additionally, official statis-
tics from the Nigeria Police Force National Cybercrime Centre
show that reported cybercrime incidents increased from approx-
imately 3,800 in 2018 to over 16,500 in 2024, marking a more
than fourfold rise over seven years. However, these figures
likely underreport the true scale of cybercrime, as victimisation
surveys conducted by NOIPolls (a public opinion and research
organization) in collaboration with Cybersecurity firms consis-
tently indicate that fewer than one in five, Cybercrime victims
report their experiences to law enforcement authorities [18].
Recent data indicate that, as of the first quarter of 2025, Nigeria
ranks fifth globally in cybercrime prevalence, with an average
of 4,388 weekly cyberattacks and estimated annual economic
losses of approximately $500 million [19].

On the one hand, internet services offer unlimited possibil-
ities for commercial development, but on the other hand, they
threaten the system, especially among vulnerable and unem-
ployed youth [20]. To manage these complexities, mathemati-
cal modelling has become an essential means of understanding
the interplay between economic factors and crime [21, 22].

Mathematical models are characterised by equations that
provide an understanding of real-life phenomena and enable
prediction. This strategy has been used by various authors to
address social problems, such as the nature of poverty and im-
prisonment [1]. In the labour market, researchers have investi-
gated the relationship between job openings and unemployment
and have observed that previous unemployment rates can delay
job creation [23]. Still, numerous models of the labour market
in its initial stage did not consider the specific impact of cyber-
crime or the subtle effects of temporary work [23].

A critical analysis of the available literature on modelling
reveals a significant gap in contemporary methods. For exam-
ple, the findings reported by Soemarsono et al. [24] used mod-
els to examine the correlation between unemployment growth
rates and general crime rates and found a proportional relation-
ship. Although these models implied that system controls could
be maximised to reduce crime, they did not account for the be-
havioural and transmission characteristics of the cybercrime in-
dustry. Likewise, other research has examined unemployment
using counts of the unemployed, employed, and available va-
cancies, but it did not consider the presence of a separate cy-
bercrime compartment or the issue of non-employment due to
the instability of temporary jobs [25]. Although other models
have highlighted the significance of vocational training and skill
acquisition in reducing unemployment, they have failed to ac-
count for the specific effects of cybercriminal contagion within
peer networks [25, 26]. Moreover, recent developments in epi-
demiological modelling have begun to treat crime as a social
epidemic [27]. Such deterministic models describe transitions
among states, including susceptible, cybercriminal, and incar-
cerated [27, 28]. Researchers have successfully applied next-
generation matrices to obtain criminal reproduction numbers,
enabling them to determine the conditions for local and global
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stability in society. [27]. Chikore et al. [5] adopted a deter-
ministic approach to examine the effects of criminals’ access to
cyber-networks on crime spread and found that network charac-
teristics significantly affect participation rates. The dynamics of
social contagions such as digital piracy and financial fraud have
been studied using SIR-like models by other researchers [29].
Although these models incorporate population-based statistics
and steady-state analysis, they may not capture the detailed in-
terplay between employment stability and the unique stress of
non-employment among youth [29]. The analysis of unemploy-
ment in the context of financial crises has demonstrated that
government support for new businesses is an effective interven-
tion, but studies often lack global sensitivity analyses to iden-
tify the most influential policy engines in the digital environ-
ment [30]. Other models have distinguished between regular
and temporary work but have not examined cybercrime as a
distinct population group that dynamically interacts with these
types of labour [22, 31]. The urgent requirement is a model
that captures the transition from unemployment to cybercrime,
the recovery into temporary or permanent employment, and the
probability of recidivism or relapse into criminality due to job
loss [1]. Existing models have typically examined employment,
unemployment, cybercrime, or available vacancies as separate
phenomena. In contrast, the present study jointly evaluates un-
employment, cybercrime, temporary employment, and full em-
ployment to assess the impact of each factor on the dynamics of
unemployment, temporary employment, and full employment
in relation to cybercrime. This integrated approach aims to pro-
vide a broader understanding and inform more effective strate-
gies for addressing cybercrime in society.

This paper will attempt to fill these gaps by constructing a
deterministic mathematical model explicitly splitting the pop-
ulation of the youth into four dynamical compartments: un-
employed members of the population U(¢), cybercrime mem-
bers of the population C(f), temporarily employed (or non-
employed) members of the population 7'(¢), and fully employed
members of the population R(7). This study evaluates the sta-
bility of a society without cybercrime by calculating the cy-
bercrime generation number Ny, which estimates the number
of new cybercrime cases arising from a single case introduced
into the population [1, 27]. We also conduct a global sensitiv-
ity analysis using Latin Hypercube Sampling and Partial Rank
Correlation Coefficients to identify the most critical parameters
influencing these dynamics [28]. This strategy offers a holis-
tic approach to explaining how the stability of employment and
policy responses can be used to suppress the development of
cybercrime among the young generation.

The remainder of this paper is structured as follows: Section
2 elaborates on the model formulation and qualitative analysis,
including the calculation of the invariant region and the equi-
librium states. The sensitivity analysis and stability results are
given in Section 3. Section 4 presents the numerical simula-
tions and research findings, and Section 5 provides concluding
remarks and policy recommendations to stakeholders and gov-
ernment agencies.

2. Methodology

In this section, the model formulation and its quantitative
analysis are carried out. The quantitative analysis includes the
invariant region, the reproduction number, and the existence
and stability of the equilibrium state. Additionally, sensitivity
analysis and numerical simulations are implemented.

2.1. Description and formulation of the model

This study is based on a deterministic mathematical frame-
work to explore how different employment states and youth
propensity to commit cybercrime interrelate dynamically. By
conceptualising criminal behaviour as a social epidemic, we
model the flow of individuals as a system of non-linear ordinary
differential equations across four mutually exclusive population
compartments.

The overall youth population, denoted by N(t), at any time,
t, is divided into four compartments, which are dynamic ac-
cording to their employment status and criminality:

e Unemployed (U(¢)): The people who are not working at
present but who are trying to be employed or are vulner-
able to the external factors.

e Cybercrime (C(¢)): The individuals who have moved to
illegal digital behaviours (phishing, ATM fraud, or spam-
ming) due to economic pressure or peer influence [6].

o Temporarily Employed (7'(¢)): people who work in fluc-
tuating conditions, that is, the group of underemployed
people who are still susceptible to cybercriminal activ-
ity [3].

o Fully Employed (R(f)): Those who have obtained long-
term, stable employment, which provides a form of re-
covery or protection against recruitment into crime [2].

The model describes how people move between these compart-
ments at a given rate. New youths are recruited to the unem-
ployed pool at a rate of A, and natural mortality is exerted on
every compartment at the same rate of u. The rate of transition
from unemployment to cybercrime is governed by the influ-
ence rate 3, which reflects the contagion effect of already crim-
inal individuals on the unemployed. The mobility from state
of employment is governed by the rates 6; and 6, (job place-
ment rates) for temporary and full-time employment, respec-
tively, whereas the rates y; and y, (job loss rates) return people
to the unemployed population. Besides, the change of individ-
uals from temporary and full employment into cybercriminals
is considered with parameters of a; and a;, respectively, and
the rehabilitation of criminals into the workforce, temporary or
full employment, is explained by the rates d; and J,, respec-
tively [27].

Model assumptions

In order to make sure that the model is both mathematically
justified and sociologically related, there are the following as-
sumptions:
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e Uniform Population: It is assumed that the youth popu-
lation is homogeneously mixed, implying that any unem-
ployed person has an equal probability of being affected
by an active cybercriminal [5].

e Directed Recruitment: Recruitment of all new entrants
into the system (school leavers and graduates) is initially
assumed to be unemployed (U(?)) [1].

e Variable Influence: The transition rate to the cybercrime
of the entity is proportional to the population of active
criminals, which indicates the impact of social networks
on the criminal recruitment process [24].

e Employment Instability: There is no employment secu-
rity, and thus both T and R can return to U upon an eco-
nomic shock, the end of a contract, or the full-time em-
ployed retire at rate, ug [25].

e Repercussion Costs: The members of the C compartment
can leave the active population as a result of law enforce-
ment forcing them out, or imprisoning them at a cost of
dl[l,27].

A graphical representation of the model formulation is pre-
sented in Figure 1, while state variables and parameter descrip-
tions are detailed in Tables 1 and 2, respectively.

The following system of non-linear differential equations
is presented based on the model’s assumptions, along with the
parameters listed in Tables 1 and 2.

dU

— =A=BUC+ YT + 3R = (0 + 6y + U,

dc

ar =pUC +a T — (61 + 9, +d + p)C,

AT (H
E =0,U +6,C — (g +v+a +M)T,

dR

i U +asT + 6,C — (y2 + g + R,

with non-negative initial conditions, U(0), C(0), T(0), and R(0).
The model parameters are assumed to be non-negative except
for human recruitment, which is strictly positive.

This mathematical framework provides the necessary ba-
sis for establishing the threshold for a cybercrime-free envi-
ronment and assessing the long-term impact of intervention
through employment.

2.2. Invariant region

To demonstrate the Invariant Region, we must show that the
mathematical model (1) is mathematically and sociologically
well-posed. This also includes demonstrating that the popula-
tion is nonnegative and lies within a practicable space, making
the solutions physically relevant over time. We state the follow-
ing theorem:

Theorem 2.1. The solution to the system is feasible for all t > 0
if it enters the invariant region defined as

O = {(U, C,T,R) €R* : U(0) > 0, C(0) >0, T(0) > 0,
A
R0)>0, N < —}.
u

where N(f) = U(t) + C(¢) + T(¢) + R(¢) represents the total youth
population.

Proof. With N(¢) = U(t) + C(t) + T () + R(t), we have the fol-
lowing rate of change of the total youth population as

dN
— = A —dC — ugR — uN. 2)
dt
Because all parameters, as well as the population variables, are
non-negative, Eq. (2) becomes

dN

— < A —uN. 3
R K 3
Using the standard theory of differential inequalities, specifi-
cally Gronwall’s inequality, it follows that

A A\ _,
N<=+(Ny—=|e™,
J J

with Ny as the initial condition of N(7).

This proves that the total youth population N(7) does not in-
crease indefinitely and is instead bounded by 0 < N < % ast —
co. As aresult, the model has the feasible region as follows:

® = {(U, C,T,R) € R* : U(0) > 0, C(0) >0, T(0) >0,
A
R0)> 0, N < ;}.

This implies that any model solution whose initial conditions
are in the region of @ will be in the region of ® at all times
at t > 0. This proves that the model is mathematically and
sociologically well-posed, and that the state variables remain
within a sociologically realistic range, with no population com-
partment taking negative values. Hence, the model can be used
to analyse the dynamics of cybercrime. O

2.3. Existence of steady states and computation of the cyber-
crime generation number

Determining the existence of steady states of a deterministic
model is achieved by setting the rates of change of all popula-
tion compartments to zero. In the case of the model (1), two
main steady states are explored: the cybercrime-free equilib-
rium and the cybercrime-presence equilibrium.

e Cybercrime-free equilibrium (CFE): The CFE, E, =
(U°,0,7° RY), indicates a situation in which the young
population is completely cybercriminal-free (C =
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0 and a; = 0). This steady state implies that the popula-
tion is partitioned into the unemployed, temporarily em-
ployed, and fully employed compartments, determined
by the recruitment, job placement, and job-loss rates.

One can find the coordinates of E( by substituting C = 0
in the set of equations of model (1) and solving the rest
of the variables to obtain

Eo = (U°,C° T°,R°) = (Af**f“ 0 U AzUO).

Ay 7

e The cybercrime-presence equilibrium (CPE): CPE, E* =
(U*,C*,T*,R"), is a condition in which cybercrime is
chronic in the population. By solving the system of equa-
tions (1) at equilibrium state, we have for C # 0 that

A - AsC*
Ut = fifa — AsC ’
Ay
. _ 6U*+6,C*
7 ,
A U* + A3C*
Re= 2 3 ’
Sfifa
where C* # 0 is the root of the polynomial
B,C* + B,C — B3=0, 4
with
By = Aspfs,
By = a1(AsO) — Asd)) + Asfofs — NBFs fu,
B3 = A« f3f16;.
Here,

fi=61+6,+pu,

fHh=01+u+d+ 0,

h=ar+yi+u+a,

fa=y2+ur+u,

Al = fofs —a101 >0,

Ay = 36, + a0,

Az = ;0 + f302,

Ag = (ur + 01 + @2) + (62 + W 3]
+Y2u(f3 + 01),

As = Ay fy — 01 fay1 — Azyr > 0.

The possible positive roots determined using Descartes’
rule of signs are summarised in Table 3.

(&)

Hence, the system has one unique positive cybercrime-
presence equilibrium state, given as

-B) + 1[3% + 4B B3

c* = 0.
2B, ~

This positive equilibrium illustrates the continued pres-
ence of cybercrime in society.

2.3.1. Computation of the cybercrime generation number, Ny
Using the concept of disease modelling of the definition of
basic reproduction number, Ry by Diekmann et al. [32] and
Dreessche and Watmough [33] as adopted by Tijani ef al. [34]
and Lawal er al. [35], the threshold parameter, which defines
the stability of the equilibrium points, is the Cybercrime Gen-
eration Number, which is denoted by Ny. It is characterised
as the number of second-degree cybercrime cases that a single
active oftender will produce within a vulnerable population dur-
ing the interval of their social contagion [1, 36]. When Ny < 1,
it implies that the average number of new cybercriminals re-
cruited by one active offender is less than one, and cybercrime
will be eliminated, meaning that an unemployed person can ei-
ther be temporarily employed or fully employed. Conversely, if
Ny > 1, it shows that cybercrime will remain in society, lead-
ing to more unemployed persons. The cybercrime compartment
(C) is the infected group in this model. Ny is computed at CFE,
Ey, as the spectral radius of the matrix, FV~!, where F = 6FaiE“)
is the rate of new infection (the transition into cybercrime) and
V= a‘:(EU) is the exit of the system (mortality, rehabilitation,
and legal consequences) [27, 36]. The new recruitment rate
presented by the cybercrime compartment is as follows:

F = [BU"].
The exit rate of the criminal compartment is provided by:

1

V=0 +6+d+ dv'ie —— —
@140 +d+p)an Gr+ort+d+p)

The cybercrime generation number, Ny, is the spectral radius
(largest eigenvalue) of the next-generation matrix FV~! and is

given by
BASf4

HAs
BA(ay +y1 + p+ @) (y2 + g + )

O1+u+d+6)D

D = (ug + w01 (u + @2) + (02 + (@) +y1 +p + )]
+yapl(ar +y1 +p+ @) +61].

The expression defines the cybercrime generation number, Ny,

determined by the influence rate, 3, on susceptible unemployed

individuals. This threshold increases with the recruitment rate,
A, within a population of size %, over a time interval of

1
S +u+d+68)

Ny =

No =

s

Threshold interpretation
e In case of Ny < 1: CFE is locally asymptotically stable.
It means that when a limited number of cybercriminals
infiltrate society, they will fail to find enough followers to
continue the practice, and the cybercrime will ultimately
go extinct.

e When Ny > 1: An average number of recruits per cyber-
criminal is above 1. CFE goes out of control, and the sys-
tem shifts to the cybercrime-presence equilibrium (CPE),
meaning that cybercrime will continue to increase and re-
main concentrated among youth.
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This threshold analysis shows that it is important to reduce the
influence rate of the parameter of the 8 (with the help of aware-
ness and monitoring) or to increase the rate of rehabilitation and
exit, d (with the help of more powerful legal systems and socio-
economic support) to push the value of the parameter of the N,
to the level that would be less than unity.

2.4. Stability analysis of the crime-free equilibrium state

The model of eliminating illicit activities among youth
through cybercrime is incomplete without an analysis of the
stability of the equilibrium in a cybercrime-free environment,
which is a key element of the model. The analysis will be per-
formed from two perspectives: local asymptotic stability and
global asymptotic stability.

2.4.1. Local stability of the crime-free equilibrium state
Local stability of the CFE, which is denoted by Ey =

(U°,CO, T, R%) = 2Lk o, 2L AZU“), is examined by lin-

2 fifa
earizing the system of differential equations in terms of the Ja-
cobian matrix at E for a; = 0. We present the theorem regard-
ing the stability of the equilibrium Ej. of the equilibrium Ej as
follows.

Theorem 2.2. The cybercrime-free equilibrium state of the
model is locally asymptotically stable if Ny < 1 and unstable
ifN() > 1 for ) = 0..

Proof. The Jacobian matrix of the four-compartment system at
Ey, i.e. J(Ep) has the following structure:

i _.'m.\A—]?ﬂ Yo7
P
0 01 -5 0
0> 02 @ —fs
At ) = 0,
-fi _ﬁAAJ?ﬂ Y1 ¥
0 AWNy-1) O 0
J(Ey) = 6
E=| 5 _n 0 ©6)
92 62 (0%) —f4

The characteristic equation of J(E) is given by
[J(Eo) — Al =0,

where A is the eigenvalue of the Jacobian matrix, and I is a 4 x4
identity matrix. The Jacobian matrix J(Ey) has the eigenvalues
A1 = fo(No — 1) and the root of the characteristic equation of
J(Ey) given as

B +AP +BA+C =0, @)
where

A=fi+fi+fa,

B=fifs+ fifa+ f3fa =161 — y20, > 0, 8)

C=fifafa—v1601fa —v2(02f3 + @20)) = Ay > 0.

To ensure that the CFE is locally asymptotically stable, all the
eigenvalues of the characteristic equation of the CFE, i.e. the
roots of the characteristic equation of E(, must have negative
real parts; otherwise, it is considered unstable. Adopting the
concept of the Routh-Hurwitz criterion for the cubic polyno-
mial (7), it implies that negative solutions exist if the following
conditions A > 0, B> 0, C > 0, AB > C are satisfied. Clearly,
A = fi + f3 + fu > 0. Furthermore, substituting the definitions
of f1, f3 and fy in (5) yields

B = ayys + 2a0u + anpig + @201 + @260,
+Y1Y2+ 21+ ViR + 7162
+ 24t + yaby + 3p* + 2uug
+2u0; + 26> + ugb; + ugbs > 0.

Also, C = A4 > 0. Since all model parameters are non-negative
and A, u > 0, direct expansion of AB—C gives a sum of positive
parameter products. Hence, AB — C > 0. Thus, all roots of
the cubic polynomial have negative real parts. Moreover, 4; =
f>(Ng — 1) < 0 whenever Ny < 1. Therefore, all eigenvalues of
J(Ep) have negative real parts when Ny < 1 and @; = 0. Hence,
the crime-free equilibrium Ej is locally asymptotically stable
when Nyp < 1 and @y = 0. When Ny > 1, 44 = /H(Ng— 1) >
0, and therefore the crime-free equilibrium is unstable. This
completes the proof. O

In a scenario where N, is less than 1, the number of new
cybercriminals recruited is negligible relative to the number of
criminals leaving the system through rehabilitation or prosecu-
tion. The minor fluctuations in the size of the cybercriminal
population will ultimately converge to zero, provided there are
no temporarily employed individuals committing crimes due to
economic instability, thereby restoring society to its pre-crime
state. Generally, when Ny > 1, the system is destabilised and
approaches a cybercrime-presence equilibrium, in which cyber-
crime is maintained.

2.4.2. Global stability of the crime-free equilibrium state
Although local stability guarantees the system will reach the
state of Ey once perturbed slightly, global stability guarantees
that the society will finally stabilise in the state of cybercrime-
free, irrespective of the size of the population of criminals at the
time of the initial perturbation. Using the comparison method
in Ref. [37], as adopted in Ref. [38], the E, global stability is
derived by redrafting the model equations in Eq. (1) as follows:

dx/f
— = X/, v, 9
T ( ) ©)
dy’/
< ox’,vh, ox/,0)=0, (10)

where X/ = (U,T,R) € R is the sub-classes that are cyber-
crime free, Y/ = (C) € R! refers to the group of individuals
engaged in cybercrime. With X(j; as Ey, we show that the fol-
lowing conditions are satisfied;

I'y: For
ax’ P
— =II(X3,0),
7 ( )
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Xg is globally asymptotically stable.
rzl .
Qx’, vy =AY - Qx/, v,
Ox’, vy > o0.

where (Xf Y/ ) € @ is the feasible solution region of the model
and AD, [Q (X(’)r s 0)] is an M-matrix.

Proving the first condition, we state global stability of Ej as
follows:

Theorem 2.3. If Ny < 1 and the rate at which temporarily em-
ployed individuals become cybercrime participants is zero, then
the crime-free equilibrium state is given as

Afsfs
b O’
A

U’ AU°
EO - (UO, CO, TO,RO) - ( 1 2 )

7 Bk

is globally asymptotically stable; otherwise, it is unstable.

Proof. For the first condition. I';, the cybercrime-free classes
in the sub-model could be presented as

ax’
— = IIx/,0),
o x’,0)

where

A+yT +yR - (61 + 6 + U,
00U — (a1 +y1 + a2 + T,
U + arT — (y2 + g + R

nx’,0 =

With X/= {U, T, R} as the crime-free classes of the model un-
der this regard, and the crime-present class [C] is zero. The
Jacobian matrix of II(X/, 0) is established as follows

i B ST )
nx,0= 6 - 0 |, (11)
6 a —fi

where, fi, f3, f4 are defined in (5). We need to establish that
II(X/,0) (11) has eigenvalues with negative real parts. Hence,
we show that the characteristic equation of the Jacobian matrix
(11) as
a X+ ay® +azd +ay =0, (12)
where
a;=1>0, a=fi+tha+tf3>0,
az = fafs + (fa+y)0 +p)
+ fila; + az + u) + 6 (ug + @) > 0,
as = ufafa + 02 f3(ur + 1)
+ 01 falay +ap + ).
According to Heffernan et al. [39], the coefficients of the char-
acteristic equation of Eq. (12) ay, a,, as, a4 > 0 implies that the
Jacobian Matrix (11) has negative real eigenvalues. Thus, it is
globally asymptotically stable. For I'; condition, we have from
the model system that Q (Xf, Yf) =AY - Q (Xf, Yf) where

BUC +a 1T — (61 +0,+d+p)C
0
0
0

Qx’, v =

BU — (61 + 0 +d +p)

ol
0
BWU° - U)C — oy T
Q(x/.v/) = 8
0

With e = 0, it is clear that (X, ¥/) > 0 since U° > U.

As aresult, Ey is globally asymptotically stable when Ny <
1, and the rate at which temporarily employed individuals be-
come involved in cybercrime is zero. O

The stability results indicate that eliminating cybercrime re-
quires keeping Ny below 1. This can be achieved by reducing
interaction rates through public awareness or by increasing exit
rates through improved legal enforcement and job creation. If
these factors are left unmanaged, the system risks shifting from
a state of no crime to one in which cybercrime becomes the
norm.

We present a graphical illustration of global stability in Fig-
ure 2 to support Theorem 2.3, using @; = 0 and Ny = 0.50 < 1
to simulate various initial conditions of the cybercrime popula-
tion. Regardless of the initial populations, all trajectories con-
verge to the crime-free equilibrium C° = 0 over time. This
shows that when Ny < 1 and a; = 0, the long-term behaviour
of the system leads to the elimination of cybercrime, confirming
the global asymptotic stability of the crime-free equilibrium.

2.4.3. Bifurcation analysis

Bifurcation analysis is another vital part of qualitative mod-
elling, which is used to explore shifts in system stability as the
cybercrime generation Number (Ny) crosses unity. This analy-
sis identifies whether a simple decrease in the value of Ny below
one is enough to eradicate cybercrime or social complexities,
including imitation by criminals or its impact on peers (forward
bifurcation), or give rise to the situation in which the crime will
not be eliminated by the favorable economic indicators even if
the value of Ny remains below one (backward bifurcation) [40],
implying that Ny < 1 is insufficient to control cybercrime, indi-
cating needs for additional measures to reduce it.

In an attempt to assess the direction of bifurcation at the
No = 1, we apply the center manifold theory [41] as applied by
Tijani et al. [34]. It is related to linearising the system of dif-
ferential equations about the cybercrime-free equilibrium and
computing the signs of two bifurcation coefficients, a and b,
obtained from the second-order partial derivatives and eigen-
vectors of the Jacobian matrix with respect to the bifurcation
parameter.

The bifurcation parameter is selected as a number denoted
by B = B* at the cybercrime generation number, (Np). It is
derived as:

_ hAy

NIA

ﬁ*
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From the Jacobian matrix (13), the eigenvalues exist and have
a simple zero eigenvalue at Ny = 1 and @; = 0. Therefore, we
compute the left and right eigenvalues of the Jacobian matrix

BASfa
- _A—4 V2
A
J(Eg,B)=| O 'B/‘# -HL o 0
0, 01 -3 0
0> 02 a  —fa (13)
-fi —hHL 7 7,
| o 0 0 0
6 6 - 0
6 0 a —fy
at No = 255 — 1 o = 0. For left eigenvalues, w =

Ashr
(w1, w2, w3, ws), we multiply the J(Ep,8°) with w and equate

to zero, to get

wy = —C—Wz, wy > 0,
2
6, N 0]
W3 = —w; + —w,
TETRT (14)
e = (92f3 + as6, )W1 N (51f3 + azéz)wz
fafa Sfafa '
where ¢ = fi = B8 -y, (25520) > 0, o = - B2 -
(‘W}:—Zﬁz) > 0 using the definitions of f; fori = 1,...,4 in

Also, obtaining the right eigenvalues v = (v, v, v3, v4), we
transpose the Jacobian matrix, J(Ey, ") (13) and multiply with
v and equate to zero. This yields

VIZO’ V2>O,
) _(71f4+6¥272)v
3=\ s
f3/4
V4_’)’2v
_ l_
Ja
3 nhtmy, | n\ _ _ nfiterys
aswehavevl( N+ 250 +f4)—0and fi+ 2

2+ (. Next, we derive the bifurcation coefficients, a and b

b4y finding the non-zero second partial derivatives of the model
system (1) at cybercrime-free equilibrium state using the first
and second equations. Denoting the state variables: U, C, T, R,
as: x1, X2, X3, X4, we have

Ffi(Ey) p & H(Eo) _ P

0x10x, B ’ 0x10x; -

P fi(Ey) U0 = _Affs P HEY) _ U = Afsfa
6)626,3 B - A4 ’ (9x26ﬁ - - A4 '

With these derivatives and the right and left eigenvectors, v and
w, the coefficients a and b are obtained:

A
a= —ﬁvzwgz—; <0, b=vawy f4f4 > 0.

C w+dC
BUC
a, T,
nT 5C
A v U T
J, J/ 5C
iy ul
T
a;.U >
r:R R (ur+m)R

Figure 1: Schematic diagram of the cybercrime model.
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Figure 2: Numerical illustration of the global stability of the
crime-free equilibrium for @; = 0 and Ny = 0.5 < 1, simulated
from different initial conditions. The trajectories converge to
the crime-free equilibrium, C = 0 (dotted line).

So, we have a forward bifurcation at the cybercrime generation
number Ny = 1 since a < 0 and b > O for @; = 0, meaning
that no backward bifurcation exists. This is further illustrated
in Figure 3 using the definition of f; and A; in (5), where i =
1,...,4and j = 1,...,4 and the quadratic equation (4) such
that B, = a1(As — A4b1) + Asfofs — ABfifs = ai(As) —
Ay01) + As o f3(1 = Np).

The findings suggest that, regardless of the prevailing rate
of cybercrime associated with unemployment, its incidence can
be significantly reduced if Ny < 1 and @; = 0, provided that
measures such as the establishment of empowerment programs,
skill acquisition initiatives, and comprehensive awareness cam-
paigns regarding the consequences of cybercrime are imple-
mented by the government and relevant stakeholders. These
results are consistent with the findings of [11, 14]. Conversely,
if Ny > 1, cybercrime is likely to become prevalent among un-
employed individuals, particularly youth, potentially resulting
in economic instability and posing a significant threat to soci-
ety, as demonstrated by Ref. [15].

3. Sensitivity analysis
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Table 1: State variables of the model.

State variable Interpretation Unit
U@ Number of unemployed persons at time ¢ Human population
C(r) Number of persons engaged in cybercrime at time ¢ Human population
T(®) Number of temporarily employed persons at time ¢ Human population
R() Number of fully employed persons at time ¢ Human population

Table 2: Description and parameter values of the model.

Parameter  Description Unit Value Source
A Human recruitment rate Human 500 Assumed
population/time

B Cybercrime influence rate time™! 0.00022 Assumed

0, Rate at which unemployed persons obtain temporary employ- time™! 0.048 Assumed
ment

0, Rate at which unemployed persons obtain full employment time™! 0.05 Ref. [36]

Y1 Rate at which temporarily employed persons lose employ- time™! 0.00009 Assumed
ment

0% Rate at which fully employed persons lose employment time™! 0.00009 Assumed

01 Rate at which persons engaged in cybercrime obtain tempo- time™! 0.1125 Assumed
rary employment

) Rate at which persons engaged in cybercrime obtain full em- time™! 0.05 Ref. [36]
ployment

a) Rate at which temporarily employed persons become cyber- time™! 0.04 Ref. [46]
crime participants because of employment instability

an Rate at which temporarily employed persons become fully time™! 0.04 Ref. [46]
employed

UR Retirement rate for fully employed persons time™! 0.007 Assumed

d Legal-repercussion rate for persons engaged in cybercrime time™! 0.066 Assumed

u Natural human death rate time™! 0.00247 Ref. [47]

Table 3: Possible real roots of the polynomial in Eq. (4).

Case By B, Bz Possible real roots
1 + - = 1
2 + + - 1

Table 4: Sensitivity indices of selected model parameters.

Parameter Index sign Sensitivity index
B + 0.9999
01 - 0.6870
02 - 0.2164
01 - 0.3200
) - 0.6476
Y1 + 0.00035
2 + 0.008933
d - 0.2857
Q) + 0.1550
s - 0.1461

Sensitivity analysis examines uncertainty in model param-
eters and in the properties of observable outputs (model out-
puts) [42]. It is primarily used to assess the accuracy of mathe-

matical model predictions across a range of parameter values. It
can also be used to identify model parameters that significantly
affect the cybercrime generation Number (Ny) and the model
state variables, thereby informing intervention targeting [43].
Sensitivity analysis techniques include Local Sensitivity
Analysis (LSA), which evaluates input effects at a single point,
and Global Sensitivity Analysis (GSA), which assesses multi-
ple points for average sensitivities [44]. In this paper, the con-
cept of global and local sensitivity analysis, as used by Ref. [45]
and Ref. [35], is applied. The global sensitivity analysis is
deployed using the Partial rank correlation coefficient (PRCC)
with Latin hypercube sampling (LHS) techniques of 1000 runs.
It is noteworthy to mention that the signs (+ and -) of PRCC
show the definite qualitative relationship between the param-
eters and output on Ny, C, T, and R. The parameters with
positive PRCC mean that increasing them increases the value
of Ny, C, T, and R, which, by implication, increases the spread
of cybercrime in terms of Ny, and C but increases the number
of employed population (temporary and permanent) via 7, and
R. At the same time, parameters with negative PRCC values
indicate that Ny, C, T, and R decrease as their values increase,
implying reduced influence of cybercrime dynamics and the un-
employment rate, respectively. Additionally, the most signifi-
cant parameters are those with |PRCC| > 0.5. However, those
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Figure 3: Forward bifurcation plot of the cybercrime model for a; = 0.

Table 5: Descriptive statistics from the model sensitivity analysis.

Compartment Mean Median Minimum Maximum Variance
C(1) 3783.2  3769.7 2990.5 4540.4 79522
T() 38223 38222 3088 4479 78160
R(@®) 4157.5 41615 3552.2 4770.5 57062

with [PRCC| < 0.5 can also contribute to the dynamics of cy-
bercrime in society.

Figure 4 presents a visual representation of the PRCCs for
the parameters as drivers and inhibitors of the cybercrime epi-
demic. Based on the analysis presented in Figure 4a and 4b, the
most influential factors of the social contagion are the rate of
influence (B) and the rate of being recruited into crime through
temporary work (@), and they are positively correlated with
both Ny and the criminal compartment C(¢). These results sug-
gest that the non-employed sector is an important entry point
for illegal online practices. However, the legal repercussion
rate (d), the transition rate between temporary and full em-
ployment (@;), and the rehabilitation rates (d1,d,) exhibit a
strong negative correlation with both Ny and the cybercriminal
compartment C(¢). This means that the most effective socio-
economic interventions to eliminate cybercrime are increas-

10

ing the employment rate and strengthening legal enforcement
against criminal activities [27]. Furthermore, Figure 4c reveals
that the population of temporarily employed individuals (7'(¢))
increases with higher values of 3, 9, 6, while in Figure 4d, the
population of fully employed individuals (R(?)) rises with in-
creasing @y, 03, 6>, making these the most influential parameters
as their PRCCs exceed 0.5. To reduce cybercrime in society,
improving full employment is crucial, driven by the transition
of temporary workers to full employment and efforts to inte-
grate unemployed individuals.

Local sensitivity analysis quantifies the impact of a small in-
fluence around a nominal parameter value on the model output.
This approach evaluates one parameter at a time by calculating
the first-order partial derivative of the model output with respect
to that parameter [48]. The analysis is implemented using the
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Figure 4: Partial rank correlation coefficients (PRCCs) showing the effects of selected model parameters on Ny, C(¢), T(¢), and R(?).
The results were generated from 1000 runs using parameter values ranging from 0% to 140% of the values in Table 2.

normalised forward index method as described below:

SN0 _ %
p ap

p

No’

where S is the sensitivity index of parameter p and Ny and
is the basic generation number (reproduction number). A lo-
cal sensitivity analysis was conducted on Ny using normalised
forward sensitivity indices to determine which parameters in-
fluence cybercrime. The sensitivity indices for the parameters
of Ny are presented in Table 4, which are consistent with the
results of the global sensitivity analysis. The indices in Ta-
ble 4 indicate that the cybercrime generation number, Ny, de-
creases as the legal repercussion rate (d), the transition rate be-
tween temporary and full employment (a»), the rehabilitation
rates (01, 02), and the rate at which unemployed persons obtain
temporary employment (6;) increase. An increase in the rate
at which unemployed persons obtain full employment (6,) also
contributes to this decrease, with ¢; and 6, identified as the most
influential parameters. These findings suggest that enhancing
these parameters may reduce cybercrime in the society.

11

An increase in the rate of influence (8), the rate of recruit-
ment into crime through temporary work (a), and the rate at
which temporarily employed individuals lose employment (y;)
all contribute to an increase in the cybercrime generation num-
ber, Ny. Additionally, the rate at which fully employed individ-
uals lose employment (y;) further increases Ny. Among these,
(B) and () are identified as the most influential parameters.
Consequently, increases in these parameters are associated with
a higher prevalence of cybercrime within the population.

The overall effect of these parameters at the end of a 10-
year simulated period is shown in the descriptive statistics in
Table 5. The data indicates that the population of cybercrimi-
nals (C) has a predicted mean and median of 3783.2 and 3769.7,
respectively, and relatively small population sizes of temporar-
ily employed (7") and fully employed (R) indicate the means of
3822.3 and 4157.5, respectively. The closeness of the mean and
median values across all compartments indicates that the model
results are nearly symmetric and not predominantly skewed by
outliers, supporting the model’s reliability for prediction. The
large variance observed, that is, 79522 in the C(f) compartment,
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Figure 7: Effect of the rate at which temporarily employed persons lose employment, y;, on C(), T(#), and R(¢), using the parameter
values in Table 2.
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Figure 8: Effect of the rate at which fully employed persons lose employment, y,, on C(¢), T(¢), and R(¢), using the parameter values
in Table 2.
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Figure 9: Effect of the influence rate, 8, on C(¢), T(¢), and R(¢), using the parameter values in Table 2.

however, is an indication of a wide confidence interval in the  that, by year 10, there is a high probability that more than 4, 540
forecast, which demonstrates that the system is quite sensitive individuals will commit cybercrime, and approximately 9, 249

to external factors of the labour market and social peer pressure. individuals will be temporarily or fully employed. The kernel
Figure 5 supports these statistical observations using fre- pattern also reveals the likelihood of such cases and shows that
quency histograms and Kernel Density Estimates, which pro- the dual-pronged approach that maximises movement toward

vide a visualisation of the uncertainty in the model’s 10-year the fully employed category and breaks pathways of peer-to-
projections. The cybercriminal and employment histograms are peer influence that lead to the recruitment of cybercriminals is
nearly symmetrical, and the mean is nearly equal to the median, the only way to establish a stable society. The statistical simu-
indicating that the system consistently yields a predictable per- lations were performed using a 95% confidence interval.

formance over 1000 runs. The frequency distribution indicates The sensitivity analysis reveals that the most significant
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Figure 12: Effect of the rate at which cybercriminals obtain temporary employment, 6;, on C(¢), T(), and R(¢), using the parameter

values in Table 2.

drivers of the cybercrime generation number (Ny) are peer in-
fluence (B) and unstable recruitment (@;). The most effective
inhibitors are full employment (@;) and legal repercussions (d).
Even though the 1,000 simulations project means 3, 783.2 cy-
bercriminals in 10 years, which could be higher when using
real data, the high variance indicates that it is highly sensi-
tive to socio-economic shocks. In turn, these findings indicate
that eliminating cybercrime requires a structural policy change
favouring permanent employment over temporary employment

14

approaches to social security.

4. Numerical simulations and discussion

The model’s analytical findings are confirmed by the nu-
merical results presented in this section, including the stability
of steady states and the threshold behaviour controlled by Nj.
Within the framework of the fourth-order Runge-Kutta method,
the development of the population compartments is simulated
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Figure 13: Effect of the rate at which cybercriminals obtain full employment, ,, on C(¢), T(¢), and R(¢), using the parameter values

in Table 2.
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Figure 14: Effects of employment scenarios on C(¢), T(¢), and R(t), using the parameter values in Table 2.

under the initial conditions for the human compartments, with
U =10,000,C =1, T = 10, and R = 20, and with baseline
parameter values listed in Table 2.

Figure 6 shows a 3D surface plot of the relationship between
the model parameters and the Cybercrime Generation Number,
Ny. In particular, as Figure 6a illustrates, Ny is extremely sensi-
tive to the interaction of the influence rate (8), although it is very
sensitive to the legal exit rate (d). There is a sharp increase in Ny
with increasing S, indicating a high probability that cybercrime
will become endemic. The increased exit rate (d), which can be
equated to efficient legal enforcement and rehabilitation, on the
other hand, dramatically reduces the value of Ny. Besides, Fig-
ure 6b shows the effects of transitions between the temporarily
employed class (T) on Ny. Increasing the rate at which these
individuals become cybercriminals (@) increases Ny, whereas
increasing the transition rate to full employment (a,) reduces
No. This underscores that the transfer of people into stable,
full-time jobs is essential for reducing the contagion potential
of cybercriminal networks [24].

The outcomes of the simulations in Figures 7 and 8 show the
relationship between the rate of job loss and the continuation of
cybercriminal activity. Figure 7 investigates the effect of the
rate of job loss among temporarily employed people. The find-
ings show that as the value of y; increases, the number of peo-
ple committing cybercrime will further increase (C(r)), since
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individuals who lose interim sources of income tend to resort
to illegal internet practices to survive. Equally, Figure 8 shows
how the fully employed are affected by job loss among the fully
employed (7). As the value of y, increases to 0.3, the number
of cybercriminals is expected to peak at approximately 6,400
individuals in 6 years. Even at a low rate of 0.00009, the model
indicates a base criminal population of approximately 3,500
and that instability in the formal labour market can sustain an
endemic level of cybercrime. These results demonstrate the sig-
nificance of both temporary and full employment in influencing
the dynamics of cybercrime, highlighting the necessity for sub-
stantial societal intervention. These findings are consistent with
the recommendations of Anyanwu [12] and Chen et al. [9].
Figure 9 shows the impact of peer interaction on the re-
cruitment of criminals. The higher the influence rate (8), the
greater the number of people committing cybercrime, as shown
in Figure 9a. At the same time, it is evident that the smaller
the value of S, the larger the population of temporarily em-
ployed people (Figure 9b), which implies that youths who have
gained a work position are unlikely to be affected by criminal
peer networks. Moreover, Figure 9c indicates that when the
rate of influence drops, the number of the fully employed pop-
ulation (R) also grows, supporting the idea that social stability
is maximised when the rate of being infected by cybercrimi-
nal behaviour is limited with the help of social monitoring and
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awareness. These outcomes are consistent with the findings of
Gregory and Grace [10], who report that peer influence is a
significant predictor of the tendency toward internet fraud. Fur-
thermore, Ewuzie et al. [13] and Chen et al. [9] suggest that this
influence can be mitigated through gainful employment.

Figures 10 and 11 examine how population changes as a
function of the transition rates @; and a,. Figure 10 indi-
cates that with the rate of temporarily employed into the cyber-
criminal category, denoted as |, the population also increases
sharply: at the rate of a; = 0.4, the population of cybercrimi-
nals rises to about 7,400 by the end of year 4, whereas at the
rate of @; = 0.04, the population is about 5,200 at the end of
year 6. This underscores that higher recruitment rates of the
non-employed or temporary population lead to more rapid and
severe outbreaks of cybercrime. On the other hand, Figure 11
shows that although the rate of shift to full employment, de-
noted by a@;, does not have a significant influence on the current
cybercriminal population, denoted by C (%), it has a strong influ-
ence on the workforce stability. An increase in the value of a;
leads to a reduction in the number of those who are temporar-
ily employed and an increase in the number of fully employed
people, which happens sharply as depicted in Figure 11c. These
findings conform with the results by Anyanwu [12]

Figures 12 and 13 show the effects of the change in cyber-
criminal compartment into temporary employment and direct
full employment on the stability of society. Figure 12 indicates
that the presence of temporary employment is inversely corre-
lated with the prevalence of cybercrimes; the higher the tempo-
rary employment §; is, the lower the number of cybercriminals,
(C(1)) is. In particular, there is an optimal number of 6, 800 cy-
bercriminals at a transition rate, §; = 0.25. A low transition
rate does not provide job opportunities for youth, leaving them
stuck in cybercrime. Full employment levels also increase due
to the rise in temporary employment, indicating that temporary
jobs are essential for securing permanent jobs. A transition rate
01 > 0.25 is advisable to effectively reduce cybercrime and in-
crease permanent employment. This still demonstrates the im-
pact of employment on the dynamics of cybercrime in society,
and this outcome corroborates the findings and recommenda-
tions of Godslight [17].

Figure 13 also shows that direct transitions to full employ-
ment would have a strong effect on growth in the fully em-
ployed population (Figure 13c), compared with temporary em-
ployment (Figure 13b). The importance of direct pathways to
stable jobs is essential for reducing the cybercriminal popula-
tion in the long term. The cybercriminal population may reach
an estimated peak of about 8,000 people without job opportu-
nities, yet by optimising temporary and permanent employment
opportunities, it could be reduced to an estimated 3, 800 over a
decade. This aligns with the outcomes of Ewuzie et al. [13].

Figure 14 provides a comparative analysis of how different
employment strategies—temporary (0;) and permanent (6,) af-
fect the trajectory of the cybercriminal population (C(¢)) over a
10-year period. The simulation results underscore that provid-
ing no employment pathways leads to the highest prevalence
of cybercrime, with the population of cybercriminals peaking
at approximately 8,000 individuals before slightly receding to
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7,800 by the tenth year as noted by Hassan et al. [15]. The
introduction of a single-employment pathway leads to a no-
table reduction in criminal activity, though the reduction varies
in magnitude. Specifically, implementing only temporary em-
ployment (8;) reduces the cybercriminal population to approx-
imately 5,500 by year 10, whereas providing only permanent
employment () results in a more reduction to approximately
4,500. The most substantial impact, however, is observed when
both temporary and permanent employment pathways are op-
timised simultaneously. By the end of the 10-year period,
the population of cybercriminals is reduced to approximately
3,800. This synergy demonstrates that while both employment
types are beneficial, a dual-pronged strategy that provides im-
mediate temporary work as a stepping stone to stable, perma-
nent employment is the most effective intervention for eradicat-
ing youth cybercrime and ensuring long-term societal stability.
This conforms with the recommendation by Wangmo [11].

The numerical simulations indicate that a multi-layered ap-
proach is essential for creating a cybercrime-free environment.
This strategy focuses on transforming temporary jobs into per-
manent positions and implementing strong legal and social
penalties to diminish the influence of criminals.

5. Conclusion

In this study, we formulated and solved a determinis-
tic mathematical model comprising four nonlinear ordinary
differential equations to examine how unemployment, tem-
porary non-employment, and diffusion of cybercrime among
youth interact. By dividing the population into Unemployed
(U(1)), Cybercriminal (C(¢)), Temporarily Employed (7'(¢)),
and Fully Employed (R(7)) compartments, we established two
steady states: the cybercrime-free equilibrium (CFE) and the
cybercrime-presence equilibrium (CPE).

Using the next-generation matrix method, our analytical
findings indeed show that the Cybercrime Generation Number
(Np) is a threshold; below it, the CFE is both locally and glob-
ally stable, and thus, specific socio-economic interventions can
indeed eradicate illicit digital activities among the youth popu-
lation [27].

The numerical simulations emphasise the unstable charac-
ter of youth employment and its direct effect on societal stabil-
ity. In particular, the results indicate that an average rate of job
loss among the fully employed (0.3) can cause a sharp increase
in the cybercriminal population to about 6,400 people. More-
over, cybercriminal peaks were also evident in high recruitment
rates in the non-permanent class (temporarily employed) of up
to 7,400, indicating that young people in non-permanent or un-
stable jobs are most susceptible to criminal contagion. The
sensitivity analysis through the PRCCs also highlights that the
influencing rate () and the rate of legal exit (d) are the most
crucial factors in driving the epidemic, implying that any pol-
icy that is effective should focus on both the creation of stable
and safe employment and enhancing digital awareness and legal
penalties [28].

Comparing the present study with previous mathematical
models, it can be stated that it corresponds to the current state
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of knowledge in the field of crime dynamics and makes a sig-
nificant contribution to it. Similar to the general crime models
proposed by Mataru et al. [27] and Kazeem et al. [1], our model
verifies the threshold behaviour of Ny and why it is necessary to
ensure that Ny remains below 1 to maintain social stability. The
current study, however, differs from these prior studies by in-
troducing a more subtle category of Temporarily Employed (T'),
which gives a more realistic account of the contemporary indus-
try of the so-called gig economy or informal labour market in
which young people are frequently caught. Although the study
by Soemarsono et al. [24] shows that unemployment growth
correlates with crime overall, our study provides quantitative
estimates of the so-called displacement effect of job loss.

Moreover, our findings on the rate of influence (8) are
consistent with the dynamics of imitation studied by Gebrez-
abher and Eroglu [49], indicating that social contact is an
even stronger driver of endemicity than natural recruitment
alone. In contrast to the media-centric models of Goswami and
Athithan [50], our results suggest that direct economic stabili-
sation, namely the transformation of temporary work into per-
manent work, is a more effective solution than social awareness
alone. Although Kwofie et al. [28] described the importance
of multi-pronged measures, our simulations indicate that tem-
porary employees are the most vulnerable group for preventing
rapid spikes in crime.

Although this deterministic model can offer important in-
sights, it assumes that criminal networks are homogeneous in
their mixing and that the complexity of space and the social as-
pects of criminal networks are overemphasised [49, 51]. Also,
the model cannot accommodate random economic shocks or
compute the most economically advantageous allocation of re-
sources because it lacks stochastic parameters and an optimal
control analysis [1]. To improve the assessment of the timing
and effect of particular interventions, future studies will com-
bine stochastic differential equations and optimal control the-
ory [27, 49]. The strategies to stabilise the youth population
and ensure a long-run crime-free society will be further refined
by verifying these results with empirical data and accounting
for the long-term factors of correctional rehabilitation [27, 28].
This study has limitations that may be addressed in future work.
These limitations include the absence of a derivation of the
global stability of the crime-endemic equilibrium, the lack of
an application to real-life data, the assumption of a homoge-
neous population, and the omission of optimal-control and cost-
effectiveness analyses, which are important for identifying the
most suitable and cost-effective control strategies under limited
resources.
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