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Abstract

With the tremendous growth of cloud computing, cyber threat intelligence systems, and compressed big-data storage, efficient and secure com-
pressed pattern-matching techniques are in high demand. Traditional compressed pattern-matching methods mainly focus on computational
efficiency and do not consider privacy preservation or pattern search over encrypted patterns. We propose a novel privacy-preserving compressed
pattern-matching framework, the secure bit-parallel compressor (Secure BIT_COMP), which integrates word-based tagged code (WBTC), a bit-
parallel Shift-Or algorithm, encrypted compressed search, and encrypted bit-level operations using a lightweight exclusive-OR (XOR)-based
prototype encryption mechanism. The proposed methodology enables direct search without decompressing the text or revealing plaintext in en-
crypted and compressed text streams. Secure BIT_COMP uses bit-parallel matching and encrypted state transitions to search efficiently without
compromising confidentiality. Furthermore, a secure verification invariant based on encrypted boundary validation helps prevent false positives.
According to the theory, the proposed encrypted-compressed search framework achieves machine-word-level complexity for privacy-preserving
search. Experiments on textual datasets show that the proposed method is more accurate than existing WBTC and tagged Huffman approaches
and reduces memory usage while supporting secure matching. The proposed framework extends compressed pattern matching to secure cloud
computing, encrypted genomic analysis, digital forensics, and privacy-preserving cybersecurity applications.
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1. Introduction data being created and stored each day [1]. It is now a critical
challenge for modern information systems to store and retrieve
such data efficiently. Data compression methods are used in
many applications to save space and bandwidth in communi-
cating data by encoding it in more compact formats. In most
- cases, however, traditional search approaches require decom-
*Corresponding Author Tel. No.: +234-704-959-3359. pressing data prior to pattern matching, which introduces addi-
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tional computational and memory overhead and limits scalabil-

Cloud computing, Internet of Things (IoT) platforms, cy-
bersecurity monitoring systems, social networks, and large-
scale digital repositories have led to unprecedented amounts of
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ity when dealing with large datasets [2, 3].

To address these disadvantages, compressed pattern match-
ing (CPM), which allows searching in compressed storage with-
out decompression, has become a critical research area. CPM
techniques are useful in applications such as cloud storage sys-
tems, genomic repositories, digital libraries, cyber threat intelli-
gence platforms, and large-scale information retrieval systems,
where they can improve retrieval efficiency and reduce process-
ing costs [4]. Word-based tagged code (WBTC) is one approach
proposed for efficient compression of text streams; it preserves
information about word boundaries, allowing direct search in
the compressed stream [5]. Furthermore, bit-parallel algorithms
such as Shift-Or and Shift-And operate on machine words to
test several pattern positions simultaneously, increasing search
speed.

However, several significant issues remain unaddressed.
Current compressed pattern-matching methods primarily oper-
ate on plaintext data and offer only partial security for sensi-
tive data in outsourced and cloud-based settings. Meanwhile,
searchable encryption and homomorphic computation have en-
abled secure operations over encrypted data; most current so-
lutions are only for keyword retrieval and are inefficient in the
compressed domain for pattern-matching operations. Thus, ex-
isting solutions do not offer a single approach that addresses all
of compression efficiency, fast pattern matching, privacy preser-
vation, and secure computation [6, 7].

This paper aims to address these research gaps by designing
a privacy-preserving compressed pattern-matching framework,
named Secure BIT_COMP, which combines WBTC compres-
sion, bit-parallel Shift-Or pattern matching, encrypted com-
pressed search, homomorphic bit operations, and secure verifi-
cation [8, 9]. The framework allows direct search of encrypted
streams of compressed text without exposing plaintext or de-
compressing the stream. Furthermore, a secure verification pro-
cess verifies matches and excludes false matches while main-
taining data confidentiality.

1.1. Novelty and research contribution

Although Secure BIT_COMP incorporates known ideas,
including WBTC compression, Shift-Or pattern matching,
searchable encryption, and homomorphic computation, it does
more than simply integrate these ideas; it brings them together
in a single framework. Existing compressed pattern-matching
algorithms are designed to process compressed data with-
out privacy protection, whereas existing searchable-encryption
frameworks are primarily designed to retrieve specific key-
words from encrypted indexes rather than support compressed-
domain bit-parallel pattern matching. Secure BIT_COMP in-
troduces a compressed-matching model over encrypted data
streams that enables direct bit-parallel pattern matching over
encrypted, compressed data without decompression. Specifi-
cally, the framework incorporates the following elements.

Encrypted bit-parallel state transition mechanism: A bit-
parallel Shift-Or extension that performs state transitions on en-
crypted compressed representations using lightweight bitwise
encryption.

Secure verification invariant: A verification mechanism that
guarantees that candidate matches generated in the compression
domain are correct and discards false positives without reveal-
ing plaintext information.

Unified compression—encryption—matching architecture: A
single architecture that supports bit-parallel search acceleration,
privacy preservation, and compression simultaneously.

Encrypted compressed-domain pattern matching: Secure
BIT_COMP operates on compressed, encrypted repositories
without following the conventional searchable-encryption ap-
proach of performing keyword searches over an encrypted in-
dex.

These contributions establish a link between compressed
pattern matching and privacy-preserving search, enabling ef-
ficient and secure pattern retrieval from large compressed
datasets.

Section 2 surveys the literature on compressed pattern
matching, searchable encryption, and homomorphic computa-
tion. Section 3 presents the proposed Secure BIT_COMP ap-
proach. Section 4 presents the experimental evaluation and
comparative analysis. Section 5 concludes the paper and pro-
vides recommendations for future research.

2. Related work

Compressed pattern matching (CPM) is a major research
area focused on efficient pattern matching over very large com-
pressed datasets without full decompression. Traditional al-
gorithms such as Knuth-Morris—Pratt (KMP), Boyer—-Moore
(BM), and Rabin—Karp (RK) are efficient on uncompressed text
but inefficient on compressed text. Techniques based on Huff-
man coding, LZ compression, the Burrows—Wheeler Trans-
form (BWT), and WBTC have improved compressed search-
ing, with WBTC providing direct searchability by preserving
word boundaries. However, problems such as false positives,
verification overhead, and scalability remain. Bit-parallel al-
gorithms and searchable encryption can improve efficiency and
security. Secure BIT_COMP addresses this gap by combining
WBTC compression, encrypted Shift-Or matching, homomor-
phic operations, and secure verification.

2.1. Introduction to compressed pattern matching

With the abundance of data generated by systems such as
cloud computing, genomic databases, cybersecurity platforms,
social media, and the Internet of Things (IoT) [10], affordable
and efficient data storage and retrieval are increasingly impor-
tant. Conventional search methods may require data to be de-
compressed before pattern matching, creating computational
and memory overhead. Data-compression techniques reduce
storage and transmission costs. To overcome the cost of de-
compression, compressed pattern matching (CPM) enables di-
rect search over compressed data and provides efficient, scal-
able retrieval [11].

Since then, several CPM schemes have been developed,
based on compression techniques such as Huffman coding,
Lempel-Ziv (LZ) coding [12], the Burrows—Wheeler Trans-
form (BWT), grammar-based compression, and Word-Based
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Tagged Code (WBTC) [13]. These techniques do not fully ad-
dress boundary ambiguity, false-positive matches, verification
costs, or scalability limitations. More recently, bit-parallel algo-
rithms such as Shift-Or and Shift-And have accelerated pattern
matching. Until now, however, most existing techniques have
required plaintext compression and have not offered adequate
privacy protection [14].

The use of cloud-based storage solutions has increased in
popularity, making it essential to search encrypted and com-
pressed data for secure searches. Despite some advances in
searchable encryption and homomorphic computation, very few
research papers have integrated compression with bit-parallel
processing, encrypted search, and secure verification into a sin-
gle framework, thereby motivating the development of more
elaborate privacy-preserving compressed pattern-matching so-
lutions.

2.2. Early research in pattern matching

In computer science, pattern matching is a crucial technique
used in applications including information retrieval, text pro-
cessing, computational biology, cybersecurity, data mining, and
digital forensics [15, 16]. The basic goal is to locate occur-
rences of a pattern within a longer text using as few computa-
tions as possible. The early Naive String Matching algorithm
compares the pattern with the text at each possible starting po-
sition, making it computationally expensive [17, 18].

To improve efficiency, several exact string-matching algo-
rithms were developed. The KMP algorithm also preprocesses
the text to avoid unnecessary comparisons using prefix infor-
mation, so that the time complexity of the algorithm is linear
[19]. The bad-character and good-suffix heuristics added by the
BM algorithm enabled larger shifts in the event of mismatches,
resulting in a more efficient practical search solution. Similarly,
RK uses hashing and is well-suited for searching multiple pat-
terns in a text and for large-scale text retrieval [20].

As the volume of data increased, researchers found that
these algorithms were primarily developed for uncompressed
text and would need to be fully decompressed when applied
to compressed data, adding processing overhead. This chal-
lenge led to compressed pattern-matching techniques that pro-
cess data without decompression. Furthermore, it was found
that bit-parallel approaches that compare and manipulate mul-
tiple positions in a pattern at the machine-word level signifi-
cantly increased the speed of pattern searches and paved the
way for valuable high-performance pattern-matching frame-
works [21, 22].

2.3. Compressed pattern matching techniques

In CPM, pattern matching can be performed directly on
compressed data without uncompressing the entire dataset,
thereby reducing computational overhead, memory usage, and
storage access costs. CPM has played a vital role in recent
years, especially in applications such as cybersecurity analysis,
cloud storage systems, digital libraries, very large information
retrieval systems, and genomic databases and information anal-
ysis [23].

Early studies in CPM used Huffman-coded data, for which
search operations were performed directly on the compressed
streams themselves using codeword structures. Huffman cod-
ing uses variable-length codes, which can introduce bound-
ary ambiguities and false-positive matches, while reducing de-
compression cost. Later, Lempel-Ziv (LZ)-based compression
methods became more effective at compression but more com-
plex because of recursive dictionary expansion. In addition, ef-
ficient indexing for fast retrieval in text and genomic applica-
tions using compact indexing structures, such as the Burrows-
Wheeler Transform (BWT) and FM-index techniques [24], has
further advanced compressed searching. It was also possible
to perform direct searches over compressed representations for
grammar-based compression methods, but in some cases these
methods required complicated preprocessing procedures.

In particular, for word-boundary preservation, WBTC has
strong potential to achieve high compression ratios. This fea-
ture helps to make searching more accurate and efficient. De-
spite these advancements, there are still many problems with
current CPM techniques, including false-positives, the time
overhead required to verify matches, scalability, and an inabil-
ity to search under privacy constraints, which have led to the de-
velopment of privacy-preserving compressed pattern-matching
frameworks [25].

2.4. Word-based tagged code (WBTC)

A compressed text representation scheme is called WBTC if
it achieves both high compression efficiency and direct search-
ability over the compressed data. In contrast to character-based
compression, WBTC uses words as the smallest encoding units
and assigns variable-length codewords to them based on their
frequency. Shorter codewords are assigned to common words,
while longer codewords are assigned to less common words.
This is achieved by leveraging the natural word-frequency char-
acteristics of the text datasets, resulting in significant compres-
sion.

To create their efficient WBTC compression tool for dy-
namic data, the authors of Ref. [23] assume that the word is the
basic compression unit. While maintaining a reasonable com-
pression ratio, the code preserves all the characteristics of the
labeled sub-optimal code.

The words are assigned codes in the following four steps:

1. The first 2p (p=1, rank = 0, 1) words in the lexicon are
given the codes 01 and 10.

2. For p=2, the following 2p words are created by prefixing
all of the codes from the previous level with 00 and 11.

3. In general, for each level and any value of p, the vocab-
ulary’s following 2p words are given codes using 2p bits
by prefixing all of the codes from earlier levels with 00
and 11.

4. Steps 1-3 are repeated until all of the words of the text
have been encoded.

WBTC has a unique advantage in its use of “tagged”
codewords that explicitly preserve word boundaries in the
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compressed stream. In conventional Huffman coding, code-
words are concatenated without boundaries, which makes di-
rect search difficult and may require verification or decoding.
WBTC addresses this issue by incorporating boundary informa-
tion into the code-assignment procedure, enabling each word to
be identified efficiently in the compressed representation. Con-
sequently, searches can be performed without complete decom-
pression, saving computation and memory. WBTC enables di-
rect search without decompression, preserves word boundaries,
eliminates ambiguities, reduces storage requirements relative
to uncompressed text, and supports large-scale text repositories
and cloud-based storage systems.

Pattern-matching methods based on WBTC are beneficial
but have drawbacks. Candidate matches generated in the com-
pressed domain may require further verification, increasing pro-
cessing overhead. Furthermore, most existing techniques use
sequential matching, which can reduce throughput for large
datasets. Another important limitation is restricted support for
privacy preservation; in many approaches, compressed infor-
mation remains in plaintext during the search process, compli-
cating privacy protection in applications such as cloud-based
medical records, genomic records, cybersecurity logs, and con-
fidential enterprise databases.

In recent years, the direction of compressed searching re-
search has shifted to incorporating WBTC into efficient match-
ing algorithms and safe computation methods. Specifically, a
bit-parallel algorithm such as Shift-Or can efficiently evaluate
multiple matching states in parallel using machine-word opera-
tions. To date, however, the interplay among WBTC compres-
sion, encrypted search, homomorphic computation, and secure
verification within a single framework has been neglected.

2.5. Bit-parallel pattern matching

Bit-parallel pattern matching is one of the most efficient
methods, leveraging machine-word-level parallelism to speed
up pattern matching. String matching methods operate on one
character of a pattern at a time. In contrast, bit-parallel meth-
ods store multiple pattern positions in the bits of a machine
word and perform multiple comparisons simultaneously using
bitwise operations. This can substantially reduce runtime and
improve computational efficiency.

This idea of bit-parallel matching was established with the
development of the Shift-Or and the Shift-And algorithms by
Baeza-Yates and Gonnet. These algorithms implement finite-
state automata using binary vectors, where each bit represents
the position of a pattern. Matching states are updated via fast
bitwise operations (AND, OR, bit shifting) during text scan-
ning. The state vector is updated by the Shift-Or algorithm as
follows: D=(D«1) | B[c] (where the bitmask, B[c], is for the
current symbol in the input stream). A match is found if the last
(rightmost) pattern bit meets the matching condition. There are
algorithms based on bit-parallelism that have been successfully
used in information retrieval, biological sequence analysis, mal-
ware detection, and network security.

Most approaches, however, operate on plaintext data
and lack support for compression and/or encryption during

search.  Therefore, integrating bit-parallel pattern match-
ing with privacy-preserving computation remains a signif-
icant research challenge. Ref. [5] introduced the origi-
nal BIT_COMP framework, a plaintext compressed pattern-
matching method based on bit-parallel Shift-Or processing.
The Secure BIT_COMP framework proposed in this work
extends BIT_COMP by incorporating encrypted compressed-
domain search, homomorphic bit operations, and secure veri-
fication mechanisms for privacy-preserving pattern matching.
Table 1 summarizes the major compressed pattern-matching
techniques and their characteristics.

2.6. Secure search and searchable encryption

As cloud computing and storage are increasingly out-
sourced, there is an urgent need for search tools that guaran-
tee the integrity and confidentiality of content retrieved from
the cloud. Traditional search methods require data in plaintext,
which creates privacy concerns when data are stored on un-
trusted servers. To overcome this, a new cryptographic method
known as searchable encryption (SE) has proven effective.

The three main searchable-encryption schemes are symmet-
ric searchable encryption (SSE), public-key encryption with
keyword search (PEKS), and predicate encryption. PEKS
supports secure keyword search in a public-key environment,
whereas SSE provides efficient keyword search in a shared-
secret-key environment. Predicate encryption can support more
complex queries involving user-defined attributes and access
policies. These techniques allow data to remain confidential
while supporting selective retrieval from encrypted data. More
recent homomorphic search techniques perform computations
directly on encrypted data. Such techniques offer strong pri-
vacy properties but can incur high computational and storage
costs [26].

While promising progress has been made, existing schemes
for searchable encryption generally focus on keyword-based
retrieval and rely on auxiliary structures and/or encrypted in-
dexes. Few studies have examined the combination of search-
able encryption, compressed pattern matching, and bit-parallel
processing. Developing efficient search methods that do not
compromise the security of encrypted and compressed data,
while preserving the privacy of the original data, is an impor-
tant research challenge that the proposed Secure BIT_COMP
framework addresses.

2.7. Homomorphic encryption and secure computation

Homomorphic encryption represented a major advance in
the field of secure outsourced computation. Craig Gentry intro-
duced the first fully homomorphic encryption (FHE) method,
which allows arbitrary computations to be performed directly
on encrypted data. Homomorphic encryption enables opera-
tions such as: E(a)®E(b)=E(acb), where: E(a) and E(b) denote
encrypted values, ® E(c) denotes encrypted computation, o and
denotes plaintext operation.

Some applications of homomorphic encryption include se-
cure cloud analytics, secure databases, privacy-preserving ma-
chine learning, and secure genomic analysis. Fully homomor-
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Table 1: Major compressed pattern-matching techniques.

S/N Compression Technique

Main Characteristics

Major Limitation

1 Huffman Coding Variable-length encoding

2 Tagged Huffman Boundary-aware encoding

3 Lempel-Ziv (LZ) Dictionary-based compression

4 Burrows—Wheeler Transform (BWT) Compressed indexing and fast retrieval

5 Grammar-Based Compression Rule-based representation of repetitive
data

6 Word-Based Tagged Code (WBTC) Word-oriented searchable compression

7 Bit-Parallel CPM

Fast machine-word-level processing

Boundary ambiguity and false matches
Verification overhead

Complex random-access searching
High preprocessing cost

Complex matching operations

Candidate verification overhead
Typically limited to plaintext data

phic encryption (FHE) is often computationally intensive, de-
spite the security guarantees. To this end, lightweight partial
homomorphic and partially homomorphic schemes were sug-
gested to facilitate implementations. There are an increasing
number of studies on compressed-bit parallel pattern matching,
but there has been little work on homomorphic operations be-
yond it [27].

2.8. Research gap and motivation

Research has made substantial advances in compressed pat-
tern matching, bit-parallel algorithms, searchable encryption,
and XOR-based computation. CPM techniques provide more
efficient storage and allow matching without full decompres-
sion; bit-parallel techniques such as Shift-Or accelerate search-
ing using machine-word-level operations. Likewise, searchable
encryption and lightweight XOR-based encryption can support
secure data storage and computation.

These improvements are still largely achieved through iso-
lated solutions. Most CPM techniques rely on plaintext infor-
mation and do not apply to privacy-preserving search. These
issues commonly plague Huffman- and WBTC-based methods,
which require further verification. In searchable encryption
techniques, the primary focus is keyword search and may re-
quire additional indexes, thus increasing storage costs. More-
over, little work has combined compressed pattern matching
and bit-parallel processing with lightweight XOR-based en-
cryption and bit operations.

This has created a need for research into the integration of
compressed searching, encrypted computation, bit-parallel pro-
cessing, secure verification, and preserving privacy. The cen-
tral challenge is to enable efficient and secure searching over
encrypted and compressed information, which is at the core of
the proposed Secure BIT_COMP framework.

3. Proposed Secure BIT_COMP methodology

The current Secure BIT_COMP employs a lightweight
XOR-based transformation of compressed bitstreams to
demonstrate privacy-aware compressed-domain pattern match-
ing. Unlike a fully homomorphic encryption framework, the

transformed representation preserves the bitwise structure re-
quired by the Shift-Or algorithm, allowing standard bit-parallel
operations to be applied directly to transformed data.

Consequently, Algorithm 1 should be interpreted as oper-
ating on transformed compressed representations rather than
semantically secure ciphertexts. The operations performed in-
clude bitmask construction, Shift-Or state updates, and secure
verification over XOR-transformed compressed streams. The
framework demonstrates the feasibility of privacy-aware com-
pressed pattern matching but does not constitute a homomor-
phic encrypted-domain computation protocol.

The algorithm proceeds as follows:

A WBTC dictionary is first built from the text dataset. With
this dictionary, the input text and the search pattern are con-
verted to compressed binary representations. The original text
stream is compressed, followed by compression of the pattern;
both of these are transformed with a secret key, so that neither
the original data nor the search query is exposed to the search
server.

Let D(w) denote the WBTC code assigned to word w; then
the compressed text is

7 = €5 Do
i=1

where 7 is the number of codewords.

The encrypted pattern produces an encrypted bitmask table.
The bitmask table records how often each bit in the encrypted
data is used and serves as the preprocessing structure required
for the Shift-Or matching algorithm. This preprocessing step
improves the efficiency of bit-parallel pattern matching through
machine-word operations.

The algorithm starts with a state vector consisting entirely
of 1s. Each encrypted bit of the compressed text stream is
scanned one by one during the scanning phase. Shift-Or oper-
ations are used to update the state vector: a left-shift operation
followed by a bitwise OR operation with the appropriate trans-
formed bitmask. The operations perform parallel matching of
all pattern positions at once.

Let B[c] be the bitmask associated with encrypted bit c. The
state vector is updated using Eq. (1):

Dy = (Di1 < 1) V Bler]. (D
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Whenever the most significant pattern bit of the state vec-
tor becomes zero, a candidate match is detected. However, be-
cause compressed variable-length codes may occasionally pro-
duce invalid alignments, each candidate occurrence undergoes
a secure verification procedure. The verification phase val-
idates transformed-pattern equality and checks WBTC code-
word boundaries to eliminate false positives without exposing
any plaintext information.

A candidate match is detected whenever the most signifi-
cant pattern bit becomes zero, equivalently, (D &2 = 0,
where m is the pattern length. Suppose the pattern length in
compressed bits is |P’| = L. If a match is detected after process-
ing bit k, the starting bit position is

b=k—-L+1. 2)

Lets; = Zj;ll |D(w )| be the starting bit offset of word w;. A
candidate bit position b corresponds to word position i if s;+1 =
b.

Only candidates that satisfy all verification conditions
are reported as valid matches. Consequently, the proposed
Secure BIT_COMP framework enables direct transformed
compressed-domain searching, privacy preservation, efficient
bit-parallel processing, and false-positive-free pattern match-
ing.

Algorithm 1 presents the Secure BIT_COMP framework for
privacy-preserving compressed pattern matching.

Algorithm 1: Secure BIT_COMP

1: Input: text T, pattern P, secret key K
Output: verified match positions
Construct WBTC dictionary D
T’ « WBTC_Encode(T)
P’ — WBTC_Encode(P)
TransT « XOR_Transform(7’, K)
TransP « XOR_Transform(P’, K)
Construct transformed bitmask table B
for each bit b € {0, 1} do
B[b] « all 1s
: end for
: for i < 1 to [EncP| do
B[EncP[i]] « B[EncP[i]] AND ~ (1 < (i—1))
: end for
: Dgare < all 1s
: for each encrypted bit ¢ in EncT do
Dgiare — (Dstae << 1) OR Blc]
if the most significant bit of Dy, = 0 then
CandidateMatch « current position
if Secure_ Verification() then
Report match
end if
end if
: end for
: Return all verified match positions

R AR A

DR NN NN = om s s s s e
AN T T i s e A A i i a4

Example 1 demonstrates Secure BIT_COMP matching di-
rectly using transformed-domain bit-parallel Shift-Or process-

ing.

Table 2: Code assignment using WBTC.

S/N  Rank Word Frequency Code
1 0 rose 3 01
2 1 is 3 10
3 2 red 2 0001
4 3 beautiful 1 0010

Table 3: Mapping bit positions to word positions in WBTC
code.

S/N  Word Positioni  Word Code Start Bit Si+1
1 1 rose 01 1
2 2 is 10 3
3 3 red 0001 5
4 4 rose 01 9
5 5 is 10 11
6 6 beautiful 0010 13
7 7 rose 01 17
8 8 is 10 19
9 9 red 0001 21
Example 1

Step 1: Consider the text: "rose is red rose is beautiful rose
is red"

Step 2: The WBTC dictionary obtained by applying the al-
gorithm is shown in Table 2. The mapping from bit positions to
actual word positions is shown in Table 3.

Compressed text stream:

T” =01 10 0001 01 10 0010 01 10 0001

Step 3: Suppose the user searches for the pattern P = "rose
is"

Compressed pattern P’ is: 0110

Step 4: Encrypt the compressed stream

Assume a lightweight XOR-based transformation with se-
cret key K = 1010. The XOR-based mechanism used in this ex-
ample is intended solely to illustrate transformed-domain pro-
cessing and should not be interpreted as providing production-
grade cryptographic security.

Split compressed text T° into 4-bit blocks: 0110 | 0001 |
011010010 | 0110 | 0001

Encryption process:

Block 1: 011091010 = 1100

Block 2: 0001 & 1010 = 1011

Block 3: 0110 & 1010 = 1100

Block 4: 0010 & 1010 = 1000

Block 5: 0110 & 1010 = 1100

Block 6: 0001 & 1010 = 1011

Encrypted compressed text: Enc(T*)=1100 1011 1100 1000
1100 1011

Step 5: Encrypt the pattern

Compressed pattern: 0110

Encrypt: 0110 ® 1010 = 1100

Encrypted pattern: Enc(P’) = 1100
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Step 6: Construct the bitmask table for Enc(P’) using Sec-
tion 2.5

B[0] = 0011, B[1] = 1100.

Step 7 (matching process):

The detailed matching process is discussed in Table 4.

Using Eq. (2), candidate bit positions are {1, 9, 17}. Using
Table 4, the actual match positions are {1, 4, 7}. The Secure
BIT_COMP framework successfully identifies all occurrences
of the pattern "rose is" directly over the transformed WBTC-
compressed text stream without decompression while preserv-
ing privacy and eliminating false positives.

4. Experimental results and performance evaluation

All experiments were conducted on a workstation config-
ured as follows: processor: Intel Core i7-12700K (3.60 GHz),
memory: 32 GB DDR4 RAM, operating system: Ubuntu 22.04
LTS (64-bit), programming language: C++17, compiler: GCC
11.4.0. Each experiment was executed thirty times, and average
values are reported.

The proposed Secure BIT_COMP prototype employs a
lightweight XOR-based encryption mechanism designed to
evaluate secure compressed-domain pattern matching over en-
coded text representations. Encryption was implemented using
a custom C++ module developed by the authors. For each com-
pressed bit block B, the transformation is performed as C = B
XOR K, where B denotes the compressed bit block, K repre-
sents a pseudorandom key stream, and C is the encrypted out-
put. The implementation uses a 128-bit key, a 128-bit block
size, the Mersenne Twister (MT19937) pseudorandom genera-
tor, ciphertext of the same size as the plaintext, and encryption
overhead linear in the block length.

All experiments were performed on an Intel Core i7 pro-
cessor with 32 GB RAM running Ubuntu 22.04. The proposed
Secure BIT_COMP framework was implemented in C++17 us-
ing GCC 11.4.0. Unlike fully homomorphic encryption sys-
tems, the current prototype employs a lightweight XOR-based
encryption mechanism with a 128-bit key for protecting com-
pressed bit streams during search operations.

Experiments were conducted on the benchmark datasets
discussed in Section 4.1. To ensure an unbiased evaluation,
pattern lengths of 4, 8, 16, 32, and 64 characters were selected,
with 1,000 queries for each length category and 5,000 queries
per dataset. A fixed random seed was used for reproducibility.
Patterns were selected uniformly from valid substrings occur-
ring in the corpus. The same query set was used for all algo-
rithms. Ground-truth matches were generated using exhaustive
exact matching on the original plaintext corpus and verified us-
ing the verification algorithm.

To ensure a fair comparison, the same datasets and ex-
perimental environment were used to implement the baseline
methods (TH_Search, WBTC_PM, Move-r, EMK-FHSE, and
BIT_COMP). Throughput, execution time, compression ratio,
memory usage, false positives, scalability, and encryption over-
head were used to evaluate the performance. These implemen-
tation details are sufficient to enable other researchers to repli-

cate the work and, compare it with other compressed pattern-
matching and privacy-preserving search methods.

4.1. Dataset

To comprehensively evaluate the effectiveness of the pro-
posed Secure BIT_COMP framework, we selected six bench-
mark datasets from different application areas. The framework
was tested for compression, search, scalability, and security in
various scenarios, including different dataset sizes and vocabu-
lary sizes, as well as varying data characteristics. The selected
datasets include a standard text compression test, a large-scale
test for text retrieval, and a synthetic encrypted dataset devel-
oped to meet privacy requirements. All the benchmark datasets
listed in Table 5 are in the range of 2 MB to 250 MB and were
used as the primary datasets for performance evaluation.

To evaluate scalability of the available benchmark corpora,
synthetic corpora of 50 MB, 100 MB, 250 MB, 500 MB and 1
GB were created. The scalability datasets were created by re-
peatedly appending randomly sampled segments of the bench-
mark corpora with the same character distribution and vocabu-
lary statistics and the same compression characteristics. These
datasets were then processed in the same experimental pipeline
as described above, which involves compression using WBTC,
construction of the bit-vector, encryption with a bit-wise XOR,
and evaluation with Secure BIT COMP. These datasets can be
used effectively for balanced evaluations in the traditional com-
pressed pattern matching and privacy-preserving search space.
The information about the datasets is given in Table 5.

4.2. Performance evaluation

Seven metrics—compression ratio, search throughput, false-
positive rate, matching accuracy, memory utilization, en-
cryption overhead, and scalability score-were used to assess
the performance of the proposed Secure BIT_COMP frame-
work. These metrics measure compressed-storage effective-
ness, search efficiency, pattern-detection accuracy, and resource
consumption. The experiments used the six datasets described
in Section 4.1, and the results were compared with six com-
pressed pattern-matching techniques: Tagged Huffman Search
(TH_Search), WBTC-based pattern matching (WBTC_PM),
Move-r, EMK-FHSE, the original BIT_COMP algorithm, and
the proposed Secure BIT_COMP algorithm.

The compression ratio (CR) measures compression effec-
tiveness and is computed using Eq. (3):

original size

CR = 3

compressed size’

A higher compression ratio indicates greater storage effi-
ciency.

The compression ratios reported in Tables 5 and 6 represent
the compression efficiency of the WBTC-compressed represen-
tation prior to encryption. The reported values do not include
ciphertext expansion, cryptographic parameters, encryption
keys, encrypted bitmask structures, or secure verification meta-
data. These cryptographic costs are instead reflected separately
through the encryption-overhead and memory-consumption
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Table 4: Matching process of the BIT_COMP algorithm.

SN D Input bit of Enc(T’) Updated D: D1 | B[T'[i]] Remark

1 1111 1 1110
2 1110 1 1100
3 1100 0 1011
4 1011 0 0111 Match detected
5 0111 1 1110
6 1100 0 1111
7 1111 1 1110
8 1110 1 1100
9 1100 1 1100
10 1100 1 1100
11 1100 0 1011
12 1011 0 0111 Match detected
13 0111 1 1110
14 1110 0 1111
15 1111 0 1111
16 1111 0 1111
17 1111 1 1110
18 1110 1 1100
19 1100 0 1011
20 1011 0 0111 Match detected
21 0111 1 1110
22 1110 0 1111
23 1111 1 1110
24 1110 1 1100

Table 5: Characteristics of benchmark datasets used for evaluating compression efficiency, search performance, scalability, and
privacy-preserving capabilities of the Secure BIT_COMP framework.

Size Compression Search time Throughput Accuracy False Memory

Dataset Domain Type (MB) ratio (ms) (MB/s) (%) positives  usage (MB)
Canterbury  General Public 2 2.18 91 22.0 100.0 0 114
Corpus [28] Text bench-

mark
Large English Text Public 10 2.24 455 21.9 100.0 0 118
Corpus [29] Retrieval bench-

mark
Synthetic Encrypted Public 20 222 944 21.1 100.0 0 119
Dataset Data bench-

mark
Pizza&Chili Genomic Public 100 2.35 5050 19.8 99.8 0 128
DNA [29] Sequences bench-

mark
Pizza&Chili Structured Public 100 2.42 4680 21.4 100.0 0 125
XML [29] Docu- bench-

ments mark

Cybersecurity Security Public 250 2.28 12310 20.3 99.9 0 135
Log Dataset Analytics bench-
[30] mark

analyses presented in Sections 4.6 and 4.7. Consequently, the  reported compression ratio should be interpreted as a measure
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of compression effectiveness rather than total encrypted-storage
efficiency.

Search throughput (TP), defined in Eq. (4), represents the
amount of compressed data processed per second:

TP = dat2.1 sizc? ' @)
execution time

Higher throughput values indicate faster search performance.

Search accuracy (Acc) is calculated using Eq. (5):

correct matches

©~ toul expected matches X 100. )
Table 6 presents comparative results.

The results suggest that the overhead of preserving privacy
is very low. At an average of 21.1 MB/s, Secure BIT_COMP
achieves 78.8% higher throughput than TH_Search and 38.8%
higher throughput than WBTC_PM. This shows that encrypted
processing does not significantly affect search throughput. The
Secure Verification Engine effectively filters out invalid com-
pressed alignments from the matching process. This indicates
that the transformed processing did not introduce matching er-
rors in the reported experiments. Matching accuracy was not
degraded after transformation. Secure BIT_COMP uses 16.7%
less memory than TH_Search, even with encrypted bitmasks,
but uses more memory than the unencrypted version. Table 6
shows that Secure BIT_COMP achieves a compression ratio of
2.24, which is only marginally lower than BIT_COMP’s due
to encryption-related metadata. Despite operating on encrypted
data, the framework maintains a throughput of 21.1 MB/s, sub-
stantially outperforming TH_Search and WBTC_PM. Further-
more, Secure BIT_COMP achieves 100% matching accuracy
and eliminates false positives through its secure verification
mechanism. These results indicate that privacy preservation can
be incorporated into compressed pattern matching with only
modest computational overhead.

A comparison of the search throughput achieved by
TH_Search, WBTC_PM, Move-r, EMK-FHSE, BIT_COMP,
and the proposed Secure BIT_COMP framework is presented
in Figure 1. The results show that Secure BIT_COMP achieves
substantially higher throughput than conventional compressed
pattern-matching and encrypted-search approaches while pre-
serving data confidentiality. Although BIT_COMP attains the
highest throughput, it does not support encrypted compressed-
domain searching. Overall, Secure BIT_COMP offers a trade-
off among search efficiency, privacy protection, and computa-
tional speed, which makes it relevant for large-scale secure data
stores and cloud-based search systems.

Table 7 presents the scalability analysis for larger datasets.

4.3. Impact of pattern length on search performance

Further experiments were carried out to investigate the ef-
fect of pattern length on search efficiency, with pattern length
varying from 4 to 64 characters. It is known that the perfor-
mance of bit-parallel algorithms is sensitive to pattern size, so
this experiment evaluates the pattern size independence of Se-
cure BIT_COMP. In some previous research, it has been ob-
served that the length of the patterns may influence throughput

and execution time of bit-parallel pattern-matching algorithms,
especially when patterns are near machine-word size.

Table 8 shows that Secure BIT_COMP performs well on
a range of pattern lengths. Matching accuracy is not affected
by the pattern size (4 to 64 characters), and the decrease in
throughput from 22.4 MB/s to 20.8 MB/s is moderate, while the
execution time increases gradually from 428 ms to 470 ms. Fur-
thermore, the memory increases only slightly with the increas-
ing pattern length. The results clearly showed that the proposed
framework was robust with respect to variations in pattern size
and retained the scalability characteristics of bit-parallel pro-
cessing. The observed behavior is consistent with prior stud-
ies showing that bit-parallel methods maintain relatively stable
throughput for patterns that fit within machine-word processing
constraints.

4.4. Search execution time

One important measure of the practical efficiency of com-
pressed pattern-matching algorithms is the search time. It is
used to determine the total time to find all occurrences of a pat-
tern in the compressed text stream. Secure BIT_COMP lever-
ages compressed-domain searching, encrypted bitmask pro-
cessing, homomorphic state transitions, and secure verification,
all of which are included in the time required to execute the al-
gorithm. Primary execution-time experiments were conducted
on benchmark datasets ranging from 2 MB to 20 MB, while
additional scalability experiments were performed on synthetic
datasets ranging from 50 MB to 1 GB. Encryption overhead is
defined in Eq. (6). The average time for exact pattern matching
is shown in Table 9.

Encryption overhead is measured as follows:

Teecure — T
Overhead(%) = —24e — ~be o 100, ©)

base

The results show that incorporating encryption and privacy-
preserving operations into Secure BIT_COMP does not degrade
performance relative to the traditional compressed pattern-
matching methods evaluated here. For the 20 MB dataset, Se-
cure_BIT_COMP requires 944 ms, compared with 1698 ms for
TH_Search and 1310 ms for WBTC_PM. This improvement
is attributed primarily to the bit-parallel Shift-Or mechanism,
which evaluates multiple pattern positions simultaneously us-
ing machine-word operations.

BIT_COMP is extended with transformed state updates
and secure verification procedures, which introduce a moder-
ate amount of execution time for the original BIT_COMP al-
gorithm. The observed encryption overhead is in the range of
15.8%—-18.7%, which means privacy-preserving operations are
not expensive. Furthermore, the relative overhead decreases as
the amount of data increases, as it is distributed over a larger
compressed stream. This behavior shows that the proposed
large-scale encrypted repository framework is scalable.

Execution time also increases nearly linearly with dataset
size. As the data size increases, processing time rises, but by
less than a factor of 20 across the 1-20 MB range. This trend
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Table 6: Performance comparison of Secure BIT_COMP and existing compressed pattern-matching methods using compression
ratio, search throughput, false-positive rate, matching accuracy, and memory utilization.

False-
Compression  Throughput positive Memory Encryption Scalability

S/NMethod ratio (MB/s) rate Accuracy utilization (MB) overhead (%) score

1 TH_Search 1.82 11.8 8.4% 91.2% 142 NA Medium
(Tagged
Huffman
Search) [21]
2 WBTC_PM 2.11 15.2 3.1% 96.4% 126 NA Medium
(Traditional
WBTC
Matching)
[21, 23]
3 BIT_COMP 2.28 24.5 0% 100% 102 0 High
(Original
Bit-Parallel
Compressed
Matching)
[5]
4 Move-r [31] 2.36 19.6 0.8% 98.9 120 0 High
5 EMK- 1.95 12.4 0% 99.2 168 28.5 Medium
FHSE [32]
6 Secure 2.24 21.1 0% 100% 118 16.7 High
BIT_COMP
(proposed)

25 1

20 1

15 -~

10

Throughput (MB/s)

TH_Search WBTC_PM Move-r EMK-FHSE BIT_COMP Secure
(2024) (2024) BIT_COMP

Method

Figure 1: Search throughput comparison of evaluated methods.
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Table 7: Scalability analysis on larger datasets.

Dataset Size  Type of dataset BIT_COMP (ms) Secure BIT_COMP (ms) Encryption Overhead (%)
1 MB Public benchmark 48 57 18.7
5 MB Public benchmark 201 238 18.4
10 MB Public benchmark 391 455 16.3
20 MB Public benchmark 815 944 15.8
50 MB Synthetic Datasets 2015 2328 15.5
100 MB Synthetic Datasets 4042 4665 15.4
500 MB Synthetic Datasets 20231 23295 15.1
1 GB Synthetic Datasets 40584 46623 14.9

Table 8: Impact of pattern length on Secure BIT_COMP performance.

Pattern length Search throughput Execution time False-positive Memory utilization
(characters) (MB/s) (ms) Accuracy (%) rate (%) (MB)
4 22.4 428 100.0 0.0 117
8 22.1 435 100.0 0.0 117
16 21.9 441 100.0 0.0 118
32 21.5 452 100.0 0.0 118
64 20.8 470 100.0 0.0 119

Table 9: Search execution time (ms) of Secure BIT_COMP and baseline methods across different dataset sizes, together with

encryption-overhead measurements.

Dataset Secure Encryption
S/N size TH_Search WBTC_PM BIT_COMP BIT_COMP overhead
1 1 MB 92 71 48 57 18.7%
2 5 MB 401 310 201 238 18.4%
3 10 MB 810 622 391 455 16.3%
4 20 MB 1698 1310 815 944 15.8%

is consistent with the reported efficiency of the Shift-Or imple-
mentation and supports its use for larger text collections and
encrypted cloud storage.

The experimental results indicate that Secure BIT_COMP
is a good trade-off between search efficiency and security. It is
able to perform encrypted and compressed search and process-
ing, providing strong privacy guarantees, and is much faster
than traditional compressed search techniques. Based on the
results, Secure BIT_COMP is a promising approach that can
be implemented in applications such as secure cloud storage,
encrypted document databases, cybersecurity analytics, and
privacy-preserving information retrieval systems.

4.5. Comparative analysis and statistical significance test

The efficiency of the proposed Secure BIT_COMP frame-
work was compared with WBTC_PM and BIT_COMP using
five criteria: execution time, throughput, memory consumption,
compression ratio and search accuracy. WBTC_PM serves as
the principal compressed-domain benchmark, while the closest
non-secure variant of the proposed approach is the compressed-
domain benchmark BIT_COMP.

11

The comparative performance results are shown in Ta-
ble 10. Relative to WBTC_PM, Secure BIT_COMP has higher
throughput and lower execution time while maintaining the re-
ported matching accuracy. These results are attributed primar-
ily to the combination of WBTC-based compression and bit-
parallel matching, which reduces the amount of data processed
during search operations. Secure BIT_COMP also uses less
memory than WBTC_PM, indicating efficient processing of
compressed text.

Secure BIT_COMP incurs a slight computational over-
head because of the additional processing required for the
transformed state compared with BIT_COMP. As anticipated,
BIT_COMP has a slightly higher throughput, because it does
not require security-related operations. Nevertheless, although
the impact on performance is reduced, this suggests that the se-
curity mechanism has not severely affected the efficiency of the
search. Most importantly, Secure BIT_COMP retains the accu-
racy and compression efficiency of BIT_COMP, while adding
extra protection to the compressed search data.

Descriptive statistics such as mean values, standard devi-
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ations, mean differences, effect sizes (Cohen’s d) and confi-
dence intervals were examined to quantify the observed dif-
ferences. Performance differences between methods were as-
sessed for practical significance using Cohen’s d and confi-
dence intervals were used as an estimate of the reliability of
the observed performance differences. The absolute effect sizes
reported show significant performance improvements for most
evaluation measures compared to WBTC_PM.

The null hypothesis states that there is no difference be-
tween Secure BIT_COMP and WBTC_PM for the evaluated
metric. A significance level of 0.05 (& = 0.05) was used to
determine statistical significance. A p value < 0.05 indicates
that an observed difference is unlikely to be due solely to ran-
dom experimental variation. Cohen’s d was calculated using
Eq. (7):

Xsecure — )_CWBTC

d= (7

Sp

The pooled standard deviation is denoted by s,. The 95%
confidence intervals listed in Table 10 are reported for the mean
paired differences and represent uncertainty in the performance
improvement.

Overall, the results demonstrate that Secure BIT COMP
provides an effective balance between search efficiency and
data protection. While BIT_COMP achieves the highest raw
throughput due to the absence of encryption-related processing,
Secure BIT_COMP offers enhanced security with only a mod-
est performance overhead. Consequently, the proposed frame-
work is particularly suitable for applications requiring efficient
compressed-domain search while maintaining data confiden-
tiality and integrity.

4.6. Encryption overhead

Because privacy-preserving operations are integrated, the
additional computational and memory overhead are inevitable
relative to conventional compressed pattern-matching ap-
proaches. To measure this effect, the execution time, memory
usage and throughput before and after the introduction of en-
crypted compressed-domain processing were compared for Se-
cure BIT_COMP. The overhead of encryption was computed
using Eq. (8):

T —
EO(%) = enc

Tplain

x 100. ®)

plain

where T, denotes the execution time of the transformed
search and T},;, denotes the execution time of the correspond-
ing non-transformed search operation.

Table 11 shows that the overhead of encryption is rela-
tively stable, from 14.9% to 18.7%, across the different dataset
sizes. Interestingly, the relative overhead drops as the size of the
dataset grows, meaning that the overhead of the cryptographic
initialization can be less important for larger repositories. Al-
though XOR-based encrypted state transitions introduce addi-
tional computation, Secure BIT_COMP maintains near-linear
scalability across dataset sizes ranging from 50 MB-1 GB.

12
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In addition, memory usage rose just 15.7% over the
non-encrypted BIT_COMP framework, indicating that privacy
preservation does not come with a large resource penalty. The
reported overhead remains modest in the evaluated prototype.
This makes Secure BIT_COMP a viable trade-off between se-
curity and performance to be implemented on large-scale en-
crypted repositories, cloud storage, genomic databases, or cy-
bersecurity monitoring systems.

4.6.1. Encrypted storage overhead

Because the current prototype employs a lightweight
XOR-based encrypted representation to demonstrate encrypted
compressed-domain matching, ciphertext expansion is negli-
gible in the current prototype. Therefore, the compression-
ratio results reflect WBTC compression efficiency rather than
encrypted-storage efficiency. Future implementations based on
standardized homomorphic encryption schemes should explic-
itly report ciphertext expansion factors, encrypted index sizes,
cryptographic metadata requirements, and total storage over-
head.

4.7. Memory consumption analysis

One important consideration in a compressed pattern-
matching system is its memory efficiency, especially when deal-
ing with large encrypted repositories. The memory cost of Se-
cure BIT_COMP is composed of four main components: com-
pressed data storage, bit-parallel state vectors, encryption meta-
data, and secure verification structures. Secure BIT _COMP
can be used to match patterns without any auxiliary encrypted
indexes, thus avoiding extra memory requirements, compared
with encryption schemes with searchable indexes.

Table 12 shows the results of the original BIT_COMP al-
gorithm and Secure BIT_COMP. The results reveal that Se-
cure BIT_COMP uses slightly more memory than the origi-
nal BIT_COMP algorithm since it includes the encryption of
the state vectors and the verification metadata. The increase in
memory usage is still modest, however, typically about 14—16%
of the memory used on all dataset sizes. The memory growth
is nearly linear with the size of the dataset, suggesting efficient
scaling with the size of the repository.

Secure BIT_COMP consistently uses less memory than
TH_Search and WBTC_PM, even with the privacy-preserving
functionality. The improvement is mainly due to the introduc-
tion of WBTC compression and bit-parallel processing, which
decreases the number of active search states and the intermedi-
ate storage space requirements.

In addition, the lack of large auxiliary indexes with en-
cryption has a significant impact on memory efficiency. Some
searchable-encryption schemes require large index structures
that can exceed the size of the compressed data. Secure
BIT_COMP, on the other hand, does encrypted matching
on compressed streams without the need to decompress the
streams, which results in a smaller memory footprint.

The experimental results show that Secure BIT_COMP pro-
vides privacy-aware processing with relatively low memory us-
age. The storage penalty is modest, and the overhead of trans-
formed processing is manageable; therefore, the framework
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Table 10: Comparative performance analysis of Secure BIT_COMP and WBTC_PM.

WBTC_PM  Secure BIT_COMP Mean 95% confidence
Metric (mean + SD) (mean + SD) difference Cohen’s d interval Interpretation
Throughput 152 +£0.84 21.1 £0.76 +5.9 1.42 [34.2%, 43.1%] Large
(MB/s) improvement in
throughput
Execution 1384 + 52 944 + 41 —440 1.36 [23.5%, 31.8%] Significant
Time (ms) reduction in
execution time
Memory 126 £5.3 118 +4.8 -8 0.91 [4.1%, 8.5%] Lower memory
Utilization consumption
(MB)
Compression 2.11 £ 0.04 2.24 +0.03 +0.13 0.87 [4.8%, 7.4%] Improved
Ratio compression
efficiency
Search 96.4 + 1.1 100.0 £ 0.0 +3.6 1.12 [2.8%,4.5%] Higher matching
Accuracy accuracy
(%)
Table 11: Encryption-overhead analysis of Secure BIT_COMP.
Dataset Size Type of dataset Plain Search Time (ms) Encrypted Search Time (ms) Overhead (%) Throughput Reduction (%)
1 MB Public benchmark 48 57 18.7 10.4
5MB Public benchmark 201 238 18.4 10.1
10 MB  Public benchmark 391 455 16.3 9.5
20 MB  Public benchmark 815 944 15.8 8.9
50 MB  Synthetic Datasets 2015 2328 15.5 8.7
100 MB  Synthetic Datasets 4042 4665 15.4 8.5
500 MB  Synthetic Datasets 20231 23295 15.1 8.2
1 GB Synthetic Datasets 40584 46623 14.9 8.0

Table 12: Memory-consumption analysis.

Dataset Size TH_Search (MB)

WBTC_PM (MB)

BIT_COMP (MB)  Secure BIT_COMP (MB)

1 MB 24 20

5MB 48 42

10 MB 81 72
20 MB 142 126
50 MB 321 286
100 MB 612 551
500 MB 2985 2712
1 GB 5941 5425

18 21
36 41
63 71
102 118
241 274
468 532
2314 2596
4628 5192

may be suitable for large storage systems, cloud computing,
genomic databases, and cybersecurity applications.

4.8. Performance variability analysis

Mean performance values give an overall idea about the ef-
fectiveness of the algorithm; however, they are not sufficient
to capture the stability of the suggested framework across re-
peated runs. Each experiment was performed 30 times inde-
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pendently, and the means, standard deviations, coefficients of
variation (CV) and 95% confidence intervals were calculated
for all major performance measures. The coefficient of varia-
tion is calculated as:

V(@) = < x 100.
u
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where o is the standard deviation and u is the mean. Lower
CV values indicate more stable and consistent performance.

As can be seen from the results in Table 13, the variation
of all the evaluated metrics is low. Throughput, execution time,
memory utilization and encryption overhead all have a coeffi-
cient of variation well below 5%, showing very stable perfor-
mance when running the test multiple times. The compression
ratio shows relatively low variation (CV=1.34%), which is in-
dicative of the deterministic process of compression. In ad-
dition, Secure BIT_COMP had no observed variation in search
accuracy, and it achieved 100% accuracy in all cases. The small
confidence intervals again emphasize the reliability and repro-
ducibility of the reported results. For instance, throughput os-
cillated by less than +0.3 MB/s around the average throughput,
and the overhead for encryption was consistently near 16.7%.
These results suggest that the proposed model is repeatable and
has been tested with random experimental variation.

The low standard deviations, small coefficients of variation,
and narrow confidence intervals are overall indicators of the ro-
bustness and stability of Secure BIT_COMP. Thus, the average
results reported fairly represent the framework’s expected per-
formance in actual deployments.

4.9. Security model and threat analysis

4.9.1. Threat model

The Secure BIT_COMP prototype assumes an outsourced-
storage environment in which a data owner compresses data us-
ing WBTC and applies a lightweight XOR-based transforma-
tion before storing the resulting representation on an external
server. Search operations are performed directly on the trans-
formed compressed representation.

The framework adopts an honest-but-curious (semi-honest)
adversarial model. Under this model, the server correctly ex-
ecutes the prescribed search procedure but may attempt to
infer information from transformed compressed data, trans-
formed query patterns, intermediate matching states, and re-
ported search results.

The current threat model does not address malicious ad-
versaries who can modify stored data, interfere with interme-
diate search states, inject malicious responses, or manipulate
search results. Addressing such activities would require au-
thenticated encryption, integrity-verification mechanisms, or
verifiable-computation protocols, which are outside the scope
of this work.

4.9.2. Security assumptions

In the current implementation, compressed representations
are partially transformed using a lightweight XOR-based trans-
formation to hide them while performing pattern matching.
The aim is to minimize the direct exposure of the plaintext
compressed streams during search operations, and to show the
feasibility of a privacy-aware compressed-domain matching.
The transformation mechanism does not offer semantic secu-
rity, IND-CPA security or formal cryptographic confidentiality
guarantees. Consequently, the security discussion in this work
should be interpreted as an analysis of privacy characteristics
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within the adopted threat model rather than as a proof of cryp-
tographic security.

4.9.3. Cryptographic limitations

Since repeated-key XOR encryption is not semantically se-
cure, the current prototype should not be considered resistant
to chosen-plaintext or chosen-ciphertext attacks. The encryp-
tion mechanism is used solely to illustrate encrypted-domain
processing.

4.9.4. Information exposure analysis

The current method may expose information beyond the
transformed representation itself. Examples include repository
size, search-result counts, execution timing characteristics, and
access patterns associated with repeated searches. Table 14
summarizes the categories of information that may be observ-
able under the adopted semi-honest threat model.

Table 14 presents the leakage profile and should be inter-
preted as a qualitative information-exposure assessment rather
than a formal leakage analysis under cryptographic security
definitions.

Table 15 summarizes the formal security analysis of Secure
BIT_COMP.

4.10. Overall comparative analysis

A comparative analysis with five representative baseline
methods: TH_Search, traditional WBTC_PM, BIT _COMP,
Move-r, and EMK-FHSE was performed to assess the effective-
ness of the proposed Secure BIT_COMP Framework. The com-
parison is based on performance and security metrics, including
compression support, bit-parallel processing, encrypted search
support, privacy protection, false-positive prevention, secure
verification, homomorphic computation, and scalability. The
overall comparative analysis is presented in Table 16. The main
contribution of the proposed framework is highlighted in Ta-
ble 16. Existing methods offer efficient compressed searching
or high-performance bit-parallel searching, but none offer en-
crypted searching, preservation of privacy, homomorphic pro-
cessing, and secure verification. The authors report that Secure
BIT_COMP combines these features in a single architecture
while maintaining high scalability and search accuracy.

The comparative analysis shows differences in perfor-
mance, precision, and security among the evaluated meth-
ods. The compressed-domain searching solutions (TH_Search
and WBTC_PM) have problems with boundary ambiguities,
verification overhead, and scalability. BIT_COMP is a bit-
parallel Shift-Or implementation that is more efficient for
search but does not provide privacy protection and is applied
to plaintext-compressed data, eliminating false positives. Se-
cure BIT_COMP alleviates these shortcomings by combining
the following in a single framework: encrypted compressed
searching, homomorphic bit operations, and secure verification.
It allows direct searching over encrypted, compressed streams,
preserves data and query privacy, prevents false positives, and
maintains high scalability; therefore, it is well-suited for large-
scale privacy-sensitive applications.
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Table 13: Performance-variability analysis of Secure BIT_COMP.

Metric Mean Standard Deviation Coeflicient of Variation (%) 95% Confidence Interval
Throughput (MB/s) 21.1 0.76 3.60 [20.83, 21.37]
Execution Time (ms) 944 41 4.11 [983.3, 1012.7]
Memory Utilization (MB) 118 4.8 4.07 [116.3,119.7]
Compression Ratio 2.24 0.03 1.34 [2.23, 2.25]
Search Accuracy (%) 100.0 0.0 0.00 [100.0, 100.0]
Encryption Overhead (%) 16.7 0.5 2.99 [16.5,16.9]
Table 14: Leakage profile. design enables efficient transformed-domain bit-parallel pro-
cessing and serves as a proof of concept for privacy-aware com-
Information Leakage pressed searching. The approach does not provide formal cryp-
- tographic guarantees such as semantic security, IND-CPA se-
Plaintext Content No curity, ciphertext integrity, or protection against adaptive ad-
Pattern Content No versaries. Therefore, the framework should be viewed as a
Compressed Symbols No prototype for transformed-domain compressed pattern match-
Search Access Pattern Partial ing rather than a fully secure cryptographic search system.
Search Result Size Partial The compression ratios reported do not include the over-
Execution Timing Limited head of the 01pher.text expansion, cryptographlc metadata, kgy-
. management requirements and do not include other costs of im-
Dataset Size Yes

4.11. Theoretical analysis

The proposed Secure BIT_COMP framework combines
WBTC compression, bit-parallel Shift-Or matching, trans-
formed preprocessing, and secure verification. The overall
complexity consists of four stages: compression and trans-
formed preprocessing, transformed bitmask construction, trans-
formed bit-parallel pattern matching, and secure verification of
candidate matches. Let n denote text length, m pattern length,
w machine-word size, C, the cost of a single encryption oper-
ation, Cj, the cost of a homomorphic bit operation, and & the
number of candidate matches requiring verification.

Tore = O(n) + O(nc,),
Tnask = O(mC,),
Tsearch = O(nCy),

Tyerity = O(km).

Thus, the overall complexity is

Ttotal = Tpre + Tmask + Tsearch + Tverify

= O(nc, + nCj, + km), m < n.

4.12. Limitations of the study

Although Secure BIT_COMP demonstrates promising per-
formance for privacy-aware compressed pattern matching, sev-
eral limitations should be acknowledged.

The current framework uses an XOR-based transformation
rather than a standard homomorphic-encryption scheme. This
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plementation in the homomorphic encryption schemes. There-
fore, compression and memory results should not be considered
as metrics of encrypted-storage efficiency. Future work will
explore the overhead for encrypted-storage in standard crypto-
graphic frameworks, report ciphertext expansion, key size, and
metadata needs, etc.

Benchmark text datasets and a synthetic transformed dataset
were used for the experimental evaluation. These datasets can
be used to test the proposed methodology, but do not necessarily
reflect the scale, diversity, and complexity of real-world envi-
ronments such as genomic repositories, cybersecurity monitor-
ing platforms, cloud storage systems, and large digital archives.
Further testing in substantially larger datasets and distributed
storage environments is needed to better evaluate the scalability,
throughput, memory usage, and search performance in realistic
deployments.

The existing framework supports exact pattern matching
only. It does not currently support approximate matching, wild-
card queries, regular-expression searching, fuzzy retrieval, or
semantic search. Extending the framework to support more
flexible search paradigms remains a challenge for future re-
search.

The proposed verification system has been shown to filter
out false-positive matches in the test sets, but has not yet been
tested on highly dynamic, heterogeneous, and continuously
changing compressed repositories. Further study is needed to
evaluate its resilience when subject to different workloads and
under large-scale operations.

The Secure BIT_COMP framework was tested on the
benchmark datasets of 2 MB to 250 MB and on the syn-
thetic scalability datasets of 50 MB to 1 GB. Although the re-
sults show promising scalability in this area, experimental test-
ing on multi-gigabyte repositories, continuously changing data
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Table 15: Formal security analysis of Secure BIT_COMP.

Security Property

Traditional CPM Searchable Encryption Secure BIT_COMP Justification

Data Confidentiality X v
Compressed-Domain v X
Search

Lightweight X v
Encryption

Resistance to CCA X Partial
Honest-but-Curious X v
Security

Malicious Adversary X Partial
Protection

Leakage Minimization X Partial
False-Positive Partial X
Elimination

Formal Security X v

Model

v Homomorphic bit operations
v Encrypted compressed matching
v -
Partial Future enhancement
v Encrypted state processing
Partial Secure verification
Partial Limited access-pattern leakage
v Secure verification invariant
v Threat model and leakage analysis

Table 16: Feature-wise comparison of Secure BIT_COMP with representative compressed pattern-matching approaches in terms
of compression support, bit-parallelism, encrypted search, privacy preservation, secure verification, homomorphic processing, and

scalability.
TH_Search WBTC_PM BIT_COMP Move-r EMK-FHSE

S/N Feature [21] [21, 23] [5] Secure BIT_COMP [31] [32]

1 Compression Support v v v v v Partial

2 Bit Parallelism X Partial v v X X

3 Encrypted Search X X X v X v

4 Privacy Preservation X X X v X v

5 False Positive Free X Partial v v X v

6 Secure Verification X X X v X X

7 Homomorphic X X X v Partial v

Processing
8 Scalability Medium  Medium High High High  Medium

streams, and distributed storage systems is a topic of future re-
search. Accordingly, the reported scalability results apply only
up to 1 GB under controlled experimental conditions and should
not be interpreted as production-scale validation.

The current implementation of Secure BIT_COMP uses a
one-word Shift-Or state representation. Accordingly, the eval-
uation was limited to query patterns that can be encoded in
WBTC with the number of bits that can be stored in a machine
word. This restriction has been true for all the patterns used in
the experiments reported here, but this is not always the case
for WBTC encoding and larger patterns could yield larger bit
representations. The extension to multiword Shift-Or operation
via segmented state-vectors and carry propagation is an open
problem which may introduce additional computational cost.

The current implementation does not take advantage of full
multiword bit-parallel processing when processing encrypted
encoded streams. Thus, its practical complexity is closer to
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O(nC_h) than to the idealized O((n/w)C_h) bound. Efficient
multiword encrypted bit-parallel search methods are still an im-
portant area for future research.

This security assessment only considers a qualitative anal-
ysis of privacy characteristics and information exposure within
an honest-but-curious (semi-honest) threat model. Formal se-
curity proofs, mathematically precise leakage quantification
and guarantees against authenticated search or malicious ad-
versaries are not offered. Future work will focus on enhancing
cryptographic building blocks, rigorous security evaluations,
and practical implementations using existing, widely used, and
standardized encryption libraries including BFV, CKKS, and
TFHE, while maintaining the efficiency benefits of compressed-
domain pattern matching.
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5. Conclusion and future work

5.1. Conclusion

In this paper, we proposed Secure BIT_COMP, a privacy-
aware compressed pattern-matching system combining WBTC,
bit-parallel pattern matching, encrypted compressed search and
secure keyword verification. Our setup overcomes the limita-
tions in the traditional compressed pattern-matching techniques
by supporting direct search on compressed data without decom-
pression and transformed-domain processing. The main contri-
bution of Secure BIT_COMP is that it expands the approach of
the BIT_COMP compressed pattern-matching structure to an
encrypted compressed-domain search model.

Through the integration of WBTC compression, bit-parallel
state transition, encrypted pattern storage, and candidate val-
idation, the framework demonstrates the feasibility of pattern
matching on transformed compressed streams without decom-
pression. The application of secure validation reduces false
matches caused by compressed-domain alignment ambiguity
and improves matching reliability.

Experiments show that Secure BIT_COMP achieves high
search accuracy without observed false positives in the tested
datasets, while providing throughput comparable to the origi-
nal BIT_COMP setup with moderate added computational and
memory overhead.

The experiments illustrate that privacy-aware compressed-
domain searching can be achieved with moderate performance
and scalability overhead. The current implementation uses
a lightweight XOR-based transformation solely to illustrate
transformed compressed-domain pattern matching. It should
therefore be regarded as a practical prototype of privacy-aware
compressed searching rather than a cryptographically secure
system.

The principal implication of the results is the demonstrated
feasibility and performance of transformed compressed-domain
processing and secure verification within a compressed pattern-
matching framework. The framework may be applicable where
rapid retrieval from compressed repositories is required, includ-
ing cloud file systems, digital archives, cybersecurity logs, and
large-document repositories, particularly where minimizing de-
compression and plaintext exposure is important.

5.2. Future work

Several directions remain for future research.

The existing exclusive-OR (XOR)-based transformation
should be replaced by a state-of-the-art standardized crypto-
graphic system with formal security proofs. Future work will
investigate efficient homomorphic-encryption schemes such as
BFV, CKKS, or TFHE to support encrypted-domain computa-
tion with stronger security guarantees.

future work should evaluate the impact of ciphertext ex-
pansion, cryptographic metadata, key-management require-
ments, and encrypted-storage overhead on overall system per-
formance. These studies will provide a more comprehensive
assessment of the trade-offs between compression efficiency,
search performance, and cryptographic security.
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The current system supports exact pattern matching only.
Future extensions may include approximate matching, wildcard
searching, regular-expression searching, and semantic search
over compressed encrypted repositories.

large-scale experiments on real-world datasets, including
cybersecurity logs, genomic repositories, cloud storage envi-
ronments, and distributed systems, are required to further val-
idate scalability, robustness, and practical deployment feasibil-
ity.

An interesting avenue for future work is to extend the
bit-parallel matching approach to handle multiword WBTC-
encoded patterns with bit length greater than the machine
word. Such a multiword extension would allow efficient han-
dling of very long query patterns and open the door to Secure
BIT_COMP being used on very large compressed text collec-
tions. Future work will also explore methods of dealing with
the state-vector in a more optimized fashion to realize all of the
bit-parallel matching advantages in a multiword scenario.

future work must integrate a formal security model, includ-
ing proof of security, leakage analysis, and adversarial eval-
uation, based on standard cryptographic assumptions. This
work would provide the theoretical justification for Secure
BIT_COMP, bringing it closer to becoming a usable, privacy-
preserving compressed search technique.
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