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Abstract

The proliferation of agricultural medicines has supported crop productivity, but counterfeit pesticides, herbicides, fertilizers, and bio-based prod-
ucts, fragmented supply-chain management, and limited transparency remain major concerns. This study proposes AgriMedChain-Al, a frame-
work integrating artificial intelligence (AI), blockchain, and the Internet of Things (IoT) to improve security and transparency in agricultural-
medicine supply chains. The architecture uses QR codes for authentication, IoT sensors for real-time logistics data, Hyperledger Fabric and smart
contracts for transaction security, and Random Forest and XGBoost models for counterfeit detection, anomaly detection, and risk prediction. A
synthetic dataset of 50,000 supply-chain records, including 3,000 counterfeit and 47,000 genuine records, was evaluated. XGBoost achieved
99.48% accuracy, 93.63% precision, 98.00% recall, and a 95.77% F1-score for the counterfeit class. The framework achieved 97.1% traceability
integrity and a 95.8% anomaly-detection rate. Transparency increased from 68.5% for the traditional system to 98.3%, while the proposed Hy-
perledger Fabric implementation achieved 420 transactions per second with an average latency of 0.82 s, a 71.2% reduction relative to the 2.85 s
traditional-database baseline. Under the evaluated simulation conditions, the framework improved traceability, authentication, and supply-chain
monitoring while supporting an integrated operational performance assessment.
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1. Introduction ucts. Recent studies indicate that the global agricultural mar-
ket is expanding because of precision farming, food demand,
and climate variability [1-3]. Despite this growing demand,
economic development, and sustainable development have re- agricultural-medicine supply chains face numerous issues, in-
inforced the crucial role of agriculture worldwide. To in-  (Jyding unauthorised vendors, inadequate information sharing

crease crop productivity, farmers rely on agricultural medicines and regulatory oversight, and counterfeit medicines. These is-
such as fertilizers, pesticides, herbicides, and bio-based prod-

Over the last decade, growing food demand, socio-

sues can cause substantial economic losses and can threaten
food safety, environmental sustainability, and farmer welfare.
Counterfeit and substandard fertilizers and pesticides are
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orresponding Auor 16k o major concerns for regulatory bodies worldwide [4]. Their cir-
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culation among farmers can reduce crop productivity, contam-
inate soil, create human-health risks, and increase cultivation
costs. Traditional centralised systems can also be vulnerable
to unauthorised access, data manipulation, and inefficient in-
formation sharing among stakeholders, while real-time product
tracking may remain limited.

Advances in digital technologies have created opportunities
to develop more transparent and efficient agricultural-medicine
supply chains. Blockchain [5] provides distributed, decen-
tralised, and tamper-evident record storage and can support lo-
gistics traceability; artificial intelligence (Al) can support coun-
terfeit prediction and detection and supply-chain optimisation;
and Internet of Things (IoT) sensors can monitor storage and
transportation conditions, including temperature and humid-
ity, to support the quality, safety, and integrity of agricultural
medicines throughout the supply chain. Although many re-
searchers have studied blockchain traceability in food supply
chains [3, 5, 6], a research gap remains in agricultural-medicine
traceability.

Existing studies often focus on individual technologies
rather than integrating blockchain, Al, and IoT into a unified
framework capable of real-time tracking, intelligent counterfeit
detection, and automated decision support. In this article, we
propose AgriMedChain-Al, a framework designed to promote
sustainable farming, regulatory compliance, and transparency
through integrated blockchain, Al, and IoT technologies. The
framework comprises six architectural layers: an agricultural
medicine supply-chain layer, an IoT and authentication layer,
an edge-computing layer, a blockchain layer, an Al layer, and
an application layer.

The objectives of this research are to develop a blockchain-
enabled framework for improved transparency; integrate IoT
sensors and devices for real-time tracking of the medicine sup-
ply chain; implement Al models for counterfeit-medicine de-
tection; design blockchain smart contracts to automate supply-
chain processes; and experimentally evaluate the framework
using large-scale simulated agricultural-medicine supply-chain
transactions with respect to efficiency, accuracy, scalability, and
performance.

The proposed AgriMedChain-Al framework contributes to
the Agriculture 5.0 vision by promoting sustainable farming
practices, reducing counterfeit-medicine circulation, enhancing
food security, and supporting digital transformation. Its in-
tended societal benefits include greater regulatory transparency,
a more intelligent agricultural supply chain, and increased
farmer confidence. Through the combination of blockchain, Al,
and IoT, this research provides a foundation for next-generation
agricultural-medicine supply-chain management.

2. Literature survey

This section reviews existing frameworks, their advan-
tages, remaining research gaps, and improvements required for
agricultural-medicine supply-chain systems.

2.1. Blockchain-based agricultural supply-chain traceability
Agricultural-medicine supply chains involve multiple stake-

holders, including manufacturers, distributors, retailers, farm-
ers, government agencies, consumers, and auditors. Provid-
ing end-to-end traceability and transparency across these stake-
holders is challenging because information systems can be frag-
mented and data can be manipulated. Blockchain has emerged
as a potential solution because of its distributed, decentralised,
immutable, and transparent characteristics.

Saranya and Maheswari [7] proposed a Proof-of-
Transaction-based blockchain transparency system for
agricultural supply chains. Their framework addresses product
access control and user authentication to improve tracking
and reduce product adulteration. The study focuses on
traceability and user authentication but does not provide
intelligent counterfeit-medicine detection. Blockchain-enabled
transparency systems have also been implemented for products
such as soybean [8] and other food supply chains using smart
contracts and distributed ledgers. Such systems can neverthe-
less face scalability, transaction-latency, and decision-support
limitations.  Permissioned platforms such as Hyperledger
Fabric can improve controlled transparency and automate
smart-contract execution.

The Internet of Things (IoT) has expanded agricultural
monitoring through continuous, real-time data collection. IoT
sensors and devices can monitor crop health, temperature, hu-
midity, logistics operations, and pesticide or herbicide applica-
tion. Studies in Refs. [9—13] show that IoT systems integrated
with cloud platforms can provide farmers with timely informa-
tion on irrigation, fertilizer use, and crop-disease management.
However, many IoT solutions rely on centralised databases, cre-
ating potential risks of data tampering and single points of fail-
ure. In addition, many systems monitor environmental param-
eters rather than tracking agricultural medicines throughout the
supply chain. Integrating IoT data with blockchain may im-
prove data integrity and traceability.

Artificial intelligence and machine-learning (ML) models
are widely used to analyse large datasets. In agriculture, Al has
been used for crop-disease prediction, soil analysis, weather
forecasting, and resource utilisation. Recent studies [14—19]
have also explored Al and ML for identifying abnormal activ-
ities and fraudulent transactions. Machine-learning and deep-
learning algorithms, including support vector machines, Ran-
dom Forest, and convolutional neural networks, have demon-
strated strong performance in detecting suspicious activities in
logistics and network environments. However, many frame-
works use Al as a standalone tool rather than integrating it with
a decentralised blockchain framework, and relatively little re-
search focuses specifically on counterfeit agricultural-medicine
supply chains.

The integration of blockchain, edge computing, and cloud
computing has recently received attention as a way to address
latency and scalability challenges in supply chains. Liu and
Cai [20] presented an edge—cloud—blockchain framework for
agricultural-product traceability with Al-driven anomaly detec-
tion and smart-contract optimisation. Their framework reported
improvements in accuracy, latency, and transaction throughput;
however, requirements specific to agricultural medicines, in-
cluding counterfeit prevention, product authentication, and reg-



Kumar et al. / J. Nig. Soc. Phys. Sci. 9 (2027) 3715 3

ulatory compliance, remain comparatively underexplored.

2.2. Research gap analysis

The literature review identifies several research gaps. Most
blockchain-based solutions focus on food products rather than
agricultural medicines, and existing traceability systems gen-
erally emphasise transparency without specifically targeting
counterfeit agricultural medicines. IoT monitoring systems
may remain disconnected from blockchain networks, while Al
techniques are often applied independently in centralised sys-
tems. Consequently, fully integrated blockchain—AI-IoT ar-
chitectures remain limited. Existing architectures also pro-
vide limited treatment of regulatory compliance and sustain-
ability assessment, while the socio-economic effects of counter-
feit medicines on farmers, consumers, and environmental sus-
tainability remain insufficiently addressed.

2.3. Motivation and research directions

To address these limitations, this research proposes
AgriMedChain-Al, which integrates blockchain, Al, and IoT
for agricultural-medicine supply-chain management.  The
framework combines a distributed and decentralised blockchain
network for medicine tracking, IoT-enabled monitoring, QR-
based authentication, Al-based counterfeit detection, and smart
contracts for process automation. The intended outcome is a
secure, transparent, and sustainable traceability ecosystem.

Unlike existing systems, AgriMedChain-Al focuses specif-
ically on agricultural medicines and is designed to provide end-
to-end lifecycle traceability and automated compliance verifi-
cation. The framework aims to support sustainable Agriculture
5.0 environments.

3. Proposed methodology

3.1. Overview of the AgriMedChain-Al framework

AgriMedChain-Al is organised into six interconnected ar-
chitectural layers: (1) Agricultural Medicine Supply Chain
Layer, (2) IoT & Authentication Layer, (3) Edge Computing
Layer, (4) Blockchain Layer, (5) Al Layer, and (6) Application
Layer. The layers operate sequentially while supporting bidi-
rectional information exchange across the supply-chain ecosys-
tem.

Layer 1: Agricultural Medicine Supply Chain Layer.
This physical layer represents the movement of agricultural
medicines from manufacturing through distribution, storage,
and retail to the farmer. It establishes the operational context
in which product identity, movement, and transaction informa-
tion are generated.

Layer 2: IoT & Authentication Layer. This layer captures
product, location, and environmental information using RFID,
QR codes, temperature, humidity, and GPS sensing technolo-
gies. Product and batch identifiers are associated with the cor-
responding supply-chain records to support authentication and
traceability.

Layer 3: Edge Computing Layer. The edge layer processes
data close to its point of generation. Its functions include data

filtering, aggregation, local validation, and secure communica-
tion. This layer reduces unnecessary data transmission and pre-
pares validated information for subsequent blockchain and Al
processing.

Layer 4: Blockchain Layer. This layer provides the trusted
data-management infrastructure of AgriMedChain-Al. Hyper-
ledger Fabric maintains the distributed ledger, while smart con-
tracts enforce predefined supply-chain rules and access-control
mechanisms. Validated transactions are recorded to provide au-
ditable and tamper-evident traceability.

Layer 5: Al Layer. The Al layer analyses supply-chain
and IoT-derived information to support counterfeit detection,
anomaly detection, risk assessment, and operational analyt-
ics. Machine-learning models use relevant product, transaction,
and sensor-derived features to identify potentially abnormal or
fraudulent activities.

Layer 6: Application Layer. The application layer delivers
traceability, authentication, risk-analysis, and decision-support
services to stakeholders, including manufacturers, distributors,
retailers, farmers, and regulators.

3.2. Working principle

Agricultural-medicine events are generated at the physical
supply-chain level and captured through IoT and authentication
mechanisms. The Edge Computing Layer filters, aggregates,
and locally validates the incoming information. Validated trans-
actions are submitted to the Blockchain Layer, where smart-
contract rules and ledger mechanisms provide trusted transac-
tion management. The AI Layer analyses relevant blockchain
and loT-derived data for counterfeit detection, anomaly iden-
tification, and risk analytics. Finally, the Application Layer
presents traceability and analytical results to authorised supply-
chain stakeholders. Figure 1 shows the system architecture of
the AgriMedChain-Al framework.

The manufacturer generates a unique QR code for every
medicine batch, and IoT devices continuously monitor trans-
portation. The data are channelled through the blockchain net-
work by IoT gateways. A smart contract validates each transac-
tion and stores the resulting record in Hyperledger Fabric. The
Al ' module analyses the data to detect counterfeit medicines and
anomalies. Authorised stakeholders access information through
secure applications.

3.3. Mathematical model

Let M = {my,m,,...,m,} represent agricultural-medicine
batches, S = {s1, 52, ..., Sx} represent supply-chain stakehold-
ers, T = {t;,t,...,1,} represent blockchain transactions, and
I ={iy,ip,...,i,} represent IoT sensor observations.

3.3.1. Traceability function

Let M; denote an agricultural-medicine batch and T'(M;) de-
note the set of all validated supply-chain transactions associated
with that batch. The traceability function is defined as

TF(M)= ). Tj 1)

T,€T(M;)
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Figure 1: System architecture of the AgriMedChain-Al framework.

where each transaction represents a verified event such as man-

ufacturing, distribution, storage, transfer, retail, or final deliv-
ery. Thus, the traceability computation considers only the trans-
action history of the selected batch rather than the complete
blockchain transaction set.

Let T (T, T5,...,T,} denote the complete set of
supply-chain transactions, and let M; represent the selected
agricultural-medicine batch. Define the batch-membership in-
dicator as

]7
0’

if transaction 7'; is associated with batch M;,

otherwise.

I(T;,M;) = {
2

The batch-specific traceability function is therefore defined as

TF(M;) = Z I(T;, M)T;.

3
=1
Alternatively, using an indexed subset,
T(M) ={T;eT:T; - M}, “4)
and therefore
TF(M,) = Z T;. 5)
T;eT(M;)
3.3.2. Transaction verification success rate
The Transaction Verification Success Rate (TVSR) is
N,
TVSR = v X 100, (6)

t

4

where N, is the number of successfully verified transac-
tions and N, is the total number of transaction-verification re-
quests. TVSR evaluates transaction-processing reliability un-
der increasing workload. Unlike cryptographic ledger integrity,
TVSR may vary with transaction load because verification re-
quests can experience rejection, timeout, or processing failures
under high workload. Cryptographic blockchain integrity is
evaluated separately through hash-chain and ledger-consistency
verification.

3.3.3. Counterfeit classification and supply-chain risk
The Al classifier predicts authenticity according to

CD = f(X), @)

where X contains transaction and sensor attributes and f de-
notes the Random Forest or XGBoost model. The stated output
encoding is

1, Authenti duct,
cD = uthen 1c.pro uc @)
0, Counterfeit product.
The supply-chain risk score is
R= Z WiXi, ©
i=1

where w; is a feature weight and x; is a risk factor. Examples
include temperature deviation, transit delay, authentication fail-
ure, and inventory mismatch.
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3.3.4. Integrated supply-chain performance index

To provide a unified measure of the operational perfor-
mance of the proposed AgriMedChain-Al framework, an In-
tegrated Supply-Chain Performance Index (ISPI) is defined.
Unlike a conventional sustainability index that requires inde-
pendently measured environmental, economic, and social out-
comes, the proposed ISPI combines three directly evaluated
supply-chain dimensions: environmental compliance, trace-
ability performance, and counterfeit prevention. Each compo-
nent is normalised to a 0—100 scale, and equal weighting is ap-
plied. The ISPI is calculated as

ISPI:E+T+§, (10)
where E, T, and C represent the normalised environmental-
compliance, traceability, and counterfeit-prevention scores, re-
spectively. The resulting index provides an aggregate measure
of supply-chain performance under the experimental conditions
evaluated in this study.

The ISPI should therefore be interpreted as a composite
supply-chain performance measure rather than as a direct mea-
sure of overall environmental, economic, or social sustainabil-
ity. Equal weighting is adopted because no empirical basis is
available for assigning different priorities to the three dimen-
sions. Accordingly, the weights are defined as

a:/j:y:%, a+pB+y=1. (11

and the index as
1 . 1 .
SI= 3 environmental + 3 traceability performance
1
+ 3 counterfeit-prevention, (12)

with the resulting S reported as a percentage after normalisa-
tion.

3.3.5. Hyperledger fabric transaction model
Let a transaction proposal be represented as

TP=(UD,M;,D,S,?), (13)

where ID is the unique transaction identifier, M; is the
agricultural-medicine batch identifier, D is the transaction data,
S is the client identity/signature, and ¢ is the transaction times-
tamp. The transaction is first submitted by an authorised client
to the relevant endorsing peers.
The endorsement condition is represented as

1, if the endorsement policy is satisfied,

E(TP) = { (14)

0, otherwise.

Only transactions satisfying the predefined endorsement pol-
icy are forwarded to the ordering service. The ordering service
establishes the transaction order:

O(TP,,TP,,...,TP,) = By, (15)

where By is the ordered block containing a sequence of trans-
actions.

After delivery to the peers, each transaction undergoes val-
idation:

V(TP)=E(TP)ANVS(TP)ANRW(TP), (16)

where E(TP) is endorsement-policy validation, VS(TP) is
version/read-set validation, and RW(T P) is read—write-set con-
sistency validation. The committed ledger is represented as

Lk+1 = Lk U {TP/ : V(TP,) = 1} (17)

Invalid transactions remain recorded in the block for audit pur-
poses but do not update the world state.

Hyperledger Fabric is a permissioned blockchain and does
not use proof-of-work mining. Its transaction lifecycle com-
prises client proposal, endorsement, endorsement-policy evalu-
ation, ordering, block distribution, validation, and ledger com-
mitment. In AgriMedChain-Al, authorised participants submit
transaction proposals; designated peers simulate the chaincode
and generate endorsements; and the ordering service establishes
a deterministic transaction sequence and packages transactions
into blocks. Channel peers then validate endorsement poli-
cies and read/write-set versions before valid transactions update
the distributed ledger and world state. This architecture pro-
vides controlled participation, deterministic ordering, auditable
transaction history, and tamper-evident storage without proof-
of-work computation.

3.3.6. Al-based counterfeit-detection model

The model uses Manufacturer ID, Batch Number, QR Au-
thentication Result, GPS Coordinates, Temperature, Humidity,
Delivery Time, Storage Conditions, and Transaction History.
The feature vector is

X:(XI,.XZ,XS,...,.X”). (18)

The manuscript first represents the Random Forest predic-
tion as

1 N
RF(X) = & > TiX). (19)
i=1

where T; is a decision tree and N is the number of trees. For
classification, let 7;(X) denote the predicted class label pro-
duced by the ith decision tree, where

T:(X) € {0, 1}, (20)

with O representing a genuine agricultural medicine and 1 rep-
resenting a counterfeit agricultural medicine.

The Random Forest classification is then defined by major-
ity voting:

Y(X) = mode{T(X), T2»(X), ..., Tn(X)}. (21)
Equivalently, for binary classification,
N
2 9

yX) =

N
1, ITrXx) =1]>
Z; 22)

0, otherwise,
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where J[-] is an indicator function. If the probability output
from each tree is used, then

1 N
PO=11X)=5 > Ply=11X), (23)
i=1

and the classification threshold is

{1, Pe=11%205,
y(X)_{o, Py=1]X)<0.5. 24)

For counterfeit-product classification, the final prediction is
therefore determined by majority voting across the decision
trees.

3.4. Proposed algorithms

Algorithm 1: AgriMedChain-Al traceability.
Input: Agricultural medicine batch M.
Output: Verified
record.

traceability

Register manufacturer.
Generate a unique QR code.
Create a blockchain entry.
Collect IoT sensor data.
Transmit data to the blockchain node.
Execute smart-contract validation.
if the product is registered then
Approve the transaction.
else
Reject the transaction.
. end if
: Execute Al counterfeit detection.
13: if the product is authentic then
14:  Update the ledger and notify stakeholders.
15: else
16:  Generate an alert and flag the counterfeit product.
17: end if
18: Store the immutable record.
19: Calculate the Integrated Supply-Chain Performance Index.

R A A R o S

—_ =

20: Display traceability information.

Algorithm 2: Secure agricultural-medicine transaction valida-
tion and commitment.

Input: Product record P, Batch ID M;, QR identifier Q, and
transaction 7.
Output:

sion.

Commit or reject deci-

1: Receive transaction T from an authorised stakeholder.

2: Generate a unique transaction identifier and validation con-
text.

3: Submit 7 as a provisional transaction proposal.

4: Verify the digital signature and stakeholder authorisation.

5: Verify Product ID, Batch ID, QR identifier, timestamp, and
nonce.

6: Check whether the transaction is a duplicate or replayed
request.

7. Execute the smart contract and evaluate the endorse-
ment/validation policy.
8: if any mandatory cryptographic or policy validation fails
then
9:  Set Decision(T') = Reject and terminate the transaction.
10: end if
11: Forward the validated transaction features to the Al
counterfeit/anomaly-detection module.
12: Obtain AI(T) € {Authentic, Counterfeit/ Anomalous}.
13: if AI(T) = Counterfeit/ Anomalous then
14:  Set Decision(T") = Reject and record the rejection event.
15: else
16:  Set Decision(7") = Commit.
17:  Submit the endorsed transaction to the Fabric ordering
service.
18:  The ordering service establishes transaction order and
packages transactions into a block.
19:  Fabric peers perform final validation.
20: Commit a valid transaction to
ledger/world state.
21: end if
22: Return the final transaction status.

the blockchain

The transaction progression is represented as

Tsubmitted — Tprovisional — Tsc = Tar, (25)
followed by
T, it» 1fSC =1 A Al = Authentic,
TAI _ commit 1 ' uthentic (26)
Treject,  Otherwise.

3.5. Smart-contract workflow

Figure 2 shows the smart-contract workflow.
Figure 3 shows the smart-contract verification sequence
supplied in the manuscript.

3.6. QR-code-based cryptographic authentication

Each agricultural medicine product is assigned a unique
Product ID and Batch ID during registration. The authorised
manufacturer digitally signs the associated product metadata
using its private key. The resulting signed record is linked to
the QR identifier and stored or referenced through the permis-
sioned blockchain. During product verification, the QR code is
scanned and the corresponding blockchain record is retrieved.
The system verifies the digital signature, validates the product
and batch identifiers, checks the timestamp and nonce, and con-
firms that the verification request has not previously been con-
sumed.

Duplicate, expired, or inconsistent verification requests are
rejected or forwarded to the anomaly-detection module for fur-
ther analysis. This mechanism ensures that possession of a
copied QR image alone is insufficient to establish product au-
thenticity. The verification process is represented in Figure 3.
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3.8. Al-based anomaly-detection module

In addition to counterfeit-medicine detection, the pro-
posed AgriMedChain-Al framework incorporates an anomaly-
detection module to identify abnormal events occurring
throughout the agricultural-medicine supply chain. An
anomaly is defined as any transaction or operational activity
that deviates significantly from normal supply-chain behaviour
and may indicate fraud, product tampering, logistics failure,
unauthorised access, or regulatory non-compliance.

The anomaly-detection system analyses both blockchain
transaction records and IoT sensor observations. The anomaly
categories considered in this study are unauthorised stake-
holder transactions, invalid QR-code authentication attempts,
temperature-threshold violations during storage and transporta-
tion, abnormal shipment delays, inventory inconsistencies, du-
plicate batch registrations, and suspicious location deviations
identified through GPS tracking.

Let

X ={x1,%2,...,%,) 27)
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Figure 2: Smart-contract workflow.
Transaction initiation
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Digital signature + key validation
QR / Batch / nonce verification
Smart contract & endorsement validation
Al counterfeit / anomaly detection
Decision: valid & authentic?
YES NO
Ordering service  Reject / audit event
Fabric peer validation

Ledger & world-state commit

Figure 3: Smart-contract verification workflow.

3.7. Smart-contract validation process

The supplied smart-contract validation sequence is Product
Registration — Unique ID Generation — Metadata Creation —
Digital Signature — Blockchain Record — QR Generation —
Scan Request — Signature Verification — Nonce/Timestamp
Check — Duplicate-Scan Check — Authentication Decision
— Immutable Verification Record. Figure 4 presents this se-
quence.

represent the feature vector extracted from blockchain and IoT
data. The anomaly-detection function is
Anomalous transaction,

]’
AD =

AD = f(X),
FX) 0, Normal transaction.

(28)

The XGBoost classifier is employed to learn the behavioural
patterns of normal and anomalous supply-chain activities.
Transactions identified as anomalous trigger alerts and are for-
warded to regulatory authorities for further investigation.

4. Experimental setup, simulation environment, dataset de-
scription, and performance evaluation

4.1. Experimental setup
The proposed AgriMedChain-Al framework was imple-
mented and evaluated in a simulation environment comprising
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Product Registration — Unique ID Generation — Metadata Creation — Digital Signature — Blockchain Record
— QR Generation — Scan Request — Signature Verification — Nonce/Timestamp Check

— Duplicate-Scan Check — Authentication Decision — Immutable Verification Record

Figure 4: Smart-contract validation process.

Table 1: Hardware configuration.

Component Specification
Processor Intel Core 19-13900K
RAM 32 GB DDRS5
Storage 1 TB SSD

GPU NVIDIA RTX 4070

Operating system  Ubuntu 24.04 LTS

Table 2: Software environment.

Software Version
Python 3.12
Hyperledger Fabric 2.5
Docker 27.0
Node.js 22
MongoDB 8.0
TensorFlow 2.18
Scikit-Learn 1.6
Jupyter Notebook 7.6.3

the hardware configuration, software environment, blockchain
parameters, Al-model configuration, and dataset. The exper-
imental evaluation covers counterfeit-detection performance,
blockchain performance, traceability and integrity, smart-
contract performance, and the integrated supply-chain perfor-
mance assessment.

4.2. Simulation environment

The simulation environment integrated the blockchain plat-
form, Al and machine-learning models, network, and database
components. The hardware configuration is summarised in Ta-
ble 1.

The software environment is listed in Table 2.

The blockchain parameters are presented in Table 3.

The proposed AgriMedChain-Al framework uses Hyper-
ledger Fabric 2.5 as a permissioned blockchain platform. The
ordering layer is configured using the Raft ordering service.
Transactions are first executed and endorsed by authorised
peers according to the configured chaincode endorsement pol-
icy. Endorsed transactions are subsequently submitted to the
ordering service, where Raft establishes a consistent transac-
tion order and packages transactions into blocks. The ordered
blocks are distributed to channel peers, which perform transac-
tion validation, including endorsement and version/read—write-
set checks, before committing valid transactions to the ledger
and updating the world state.

Table 3: Blockchain parameters.

Parameter Value
Blockchain Hyperledger Fabric 2.5
Network type Permissioned blockchain

Ordering service
Consensus model

Raft
Crash Fault Tolerant (CFT)

Consensus mechanism Hyperledger Raft
Chaincode AgriMedChain-Al
TLS Enabled

Number of peers 10

Block size 1 MB

Block generation time 2 seconds
Smart-contract type Chaincode

Ledger type Distributed

Table 4: Al-model configuration.

Parameter Value
Random Forest trees 500
XGBoost estimators 300
Learning rate 0.01
Train—test ratio 80:20
Cross-validation 10-fold

The Al-model configuration is given in Table 4.

4.3. Dataset description

The experimental evaluation was conducted using a syn-
thetically constructed counterfeit-detection dataset to assess the
feasibility of integrating machine-learning classification with
the AgriMedChain-Al framework. Counterfeit labels were gen-
erated using predefined supply-chain indicators, including QR-
authentication failure, duplicate-batch identification, abnormal
environmental conditions, logistics delays, and inventory in-
consistencies. Using the same indicators both to generate la-
bels and as classifier inputs introduces a potential target-leakage
concern. Consequently, the machine-learning evaluation is in-
terpreted as an assessment of the models’ ability to learn the
predefined synthetic counterfeit-labelling pattern rather than as
independent validation of real-world counterfeit detection.

Accordingly, the reported classification metrics are
synthetic-data evaluation results and do not establish gen-
eralisation to independently verified counterfeit agricultural
medicines. Independent validation using externally sourced and
independently labelled counterfeit and genuine products is re-
quired before real-world performance claims can be made.
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Table 5: Dataset characteristics.

Attribute Description

Batch ID Unique medicine batch identifier
Product Type Fertilizer/Pesticide/Fungicide
Manufacturer ID Source manufacturer

Distributor ID Distribution entity

GPS Location Shipment coordinates
Temperature Storage temperature

Humidity Environmental humidity

QR Authentication Valid/Invalid

Transit Time
Inventory Status
Compliance Score
Product Authenticity

Delivery duration
Available/Unavailable
Regulatory compliance
Genuine/Counterfeit

Due to the absence of a publicly available benchmark
dataset containing end-to-end agricultural-medicine traceabil-
ity information, counterfeit-product labels, IoT sensor mea-
surements, and blockchain transaction records, a synthetic
agricultural-medicine supply-chain dataset was developed for
this study to emulate realistic supply-chain operations. The
dataset contains 50,000 transaction records representing inter-
actions among manufacturers, distributors, retailers, regulators,
and farmers. Each record includes attributes such as Batch
ID, Product Type, Manufacturer ID, Distributor ID, GPS Loca-
tion, Temperature, Humidity, QR Authentication Status, Tran-
sit Time, Inventory Status, Compliance Score, and Product Au-
thenticity Label. Table 5 describes these attributes.

Authenticity labels were assigned based on predefined sim-
ulation rules derived from counterfeit indicators reported in the
supply-chain literature. Transactions exhibiting characteristics
such as invalid QR authentication, duplicate batch identifiers,
unauthorised stakeholder participation, abnormal environmen-
tal conditions, significant logistics delays, or inconsistent inven-
tory records were labelled as anomalous or counterfeit. Records
satisfying all compliance requirements were labelled as gen-
uine.

The experimental dataset contains 50,000 agricultural-
medicine supply-chain records. For the counterfeit-detection
task, 47,000 records are labelled genuine and 3,000 records
are labelled counterfeit. Counterfeit status constitutes the tar-
get variable for the counterfeit-classification experiments. A
separate anomaly-detection target is defined independently for
the anomaly-detection experiments and is not conflated with
the counterfeit labels. The dataset was partitioned into training
(80%) and testing (20%) subsets for model development and
evaluation. Because the dataset was synthetically generated for
simulation purposes, no personal, proprietary, or sensitive in-
formation was used. Dataset statistics are shown in Table 6.

4.4. Counterfeit-detection performance

The AI module was evaluated using Random Forest and
XGBoost classifiers, as shown in Table 7.

Table 6: Dataset statistics.

Metric Value
Total transactions 50,000
Genuine products 47,000
Counterfeit products 3,000
Manufacturers 100
Distributors 250
Retailers 500
Farmers 5,000
IoT sensor records 150,000

Table 7: Random Forest and XGBoost counterfeit-detection
performance.

Metric Random Forest XGBoost
Accuracy 97.8% 99.48%
Precision 97.1% 93.63%
Recall 96.8% 98.00%
F1-score 96.9% 95.77%

Table 8: Throughput comparison.

System TPS
Traditional database 180
Ethereum 210

Hyperledger Fabric 420

Table 9: Latency analysis.

System Average latency
Traditional system 2.85s
Ethereum 1.92s
AgriMedChain-Al 0.82s

XGBoost achieved higher accuracy and recall than Random
Forest, whereas Random Forest achieved higher precision and
Fl-score. The manuscript therefore reports XGBoost as the
model selected for deployment.

4.5. Blockchain performance analysis

Table 8 compares transaction throughput across the evalu-
ated systems.

Under the reported simulation conditions, the Hyperledger
Fabric implementation achieved 420 transactions per second.
Table 9 presents the corresponding latency comparison. Com-
pared with the traditional database-based approach, which ex-
hibits an average transaction latency of 2.85 s, AgriMedChain-
Al reduces the latency to 0.82 s. This corresponds to a 71.2%
relative reduction in latency, calculated using the traditional
database-based approach as the comparison baseline.
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Table 10: Traceability integrity evaluation.

Transactions Traceability integrity
1,000 99.2%
5,000 98.8%
10,000 98.2%
25,000 97.5%
50,000 97.1%

Table 11: Smart-contract evaluation.

Metric Value
Validation success rate 99.1%
Fraudulent transactions blocked 96.7%
Audit-time reduction 37.2%
Compliance-verification accuracy 98.3%

Table 12: Integrated supply-chain performance components.

Parameter Score
Environmental compliance 93.8%
Traceability score 97.1%
Counterfeit prevention 98.4%
Integrated supply-chain performance index 96.4%

4.6. Traceability integrity evaluation

Table 10 shows the reported traceability integrity under in-
creasing transaction loads.

The framework maintained a reported traceability integrity
of 97.1% at 50,000 transactions.

4.7. Smart-contract evaluation

The smart-contract evaluation results are given in Table 11.

The reported results indicate that the smart-contract mech-
anism supported transaction validation, fraudulent-transaction
blocking, compliance verification, and reduced audit time un-
der the experimental conditions.

4.8. Integrated supply-chain performance index (ISPI)

The proposed framework achieved an Integrated Supply-
Chain Performance Index (ISPI) of 96.4%, calculated using the
equally weighted environmental compliance, traceability, and
counterfeit-prevention components. The value represents the
aggregate performance of these three evaluated dimensions un-
der the experimental conditions. Table 12 presents the compo-
nent scores.

4.9. Comparative analysis

Table 13 compares the traditional system, a blockchain-only
system, and AgriMedChain-Al using the reported evaluation
values.

4.10. Anomaly-detection performance evaluation

To evaluate anomaly-detection capability, the dataset
was augmented with labelled abnormal events representing
agricultural-medicine supply-chain threats. For anomaly detec-
tion, a separate binary target variable was defined as Normal or
Anomalous. Approximately 5,000 of the 50,000 records were
assigned the anomalous label and the remaining 45,000 records
were assigned the normal label. The anomaly labels were gen-
erated synthetically, and the anomaly target was evaluated in-
dependently of the counterfeit target.

The anomaly-detection model was evaluated using an 80:20
training—testing split and 10-fold cross-validation. Table 14 re-
ports the model metrics.

The reported results show that the proposed framework
identified labelled anomalous events under the synthetic eval-
uation conditions. The reported 95.8% detection rate is used as
the anomaly-detection result in the subsequent discussion.

4.11. Data integration and temporal feature construction

The experimental dataset comprises 50,000 supply-chain
transaction records and 150,000 IoT sensor observations. The
transaction records represent manufacturing, distribution, stor-
age, transportation, retail, and verification events, whereas
the IoT records represent environmental and logistics obser-
vations associated with these transactions. Sensor observa-
tions are linked to transactions using the corresponding Batch
ID/Product ID and timestamp. Multiple sensor observations as-
sociated with a single transaction are temporally aggregated to
construct one transaction-level feature vector.

For each transaction, numerical sensor variables are sum-
marised using statistical features such as mean, minimum,
and maximum values, while categorical attributes such as
QR authentication and location consistency are retained as
transaction-level features. Consequently, the classifier operates
on transaction-level samples rather than treating every sensor
observation as an independent sample. Missing observations,
when present, are handled according to the predefined data-
cleaning procedure, and all preprocessing parameters are de-
rived from the training partition to avoid data leakage.

The feature-engineering transformation is represented as

Xi = [Tmean’ TmaXs Tmin’ Hmeam Hmax, Hminv D, Q, G: C] P (29)

where T denotes temperature features, H denotes humidity fea-

tures, D denotes transit duration, Q denotes QR-authentication
status, G denotes geographical/location consistency, and C de-
notes compliance/transaction features. The resulting vector X;
is supplied to the Random Forest and XGBoost classifiers.

4.12. Discussion

The simulation results indicate that integrating blockchain,
IoT, AI, QR-based authentication, and smart contracts can
support agricultural-medicine supply-chain traceability under
the evaluated conditions. The framework achieved XGBoost
counterfeit-classification accuracy of 99.48%, an anomaly-
detection rate of 95.8%, traceability integrity of 97.1%, an
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Table 13: Comparative analysis of the evaluated systems.

Parameter Traditional system  Blockchain only = AgriMedChain-Al
Traceability 72.3% 90.2% 97.1%
Transparency 68.5% 92.1% 98.3%
Counterfeit detection 60.8% 71.4% 98.4%
Throughput (TPS) 180 210 420
Latency (s) 2.85 1.92 0.82
Sustainability score 70.2% 85.4% 96.4%

Table 14: Anomaly-detection model metrics.

Metric Value (%)
Accuracy 96.2
Precision 954
Recall 95.8
F1-score 95.6
Detection rate 95.8

average latency of 0.82 s, and a processing capacity of 420
transactions per second. Because the evaluation uses synthetic
data and a controlled simulation environment, these findings
demonstrate technical feasibility under the specified configura-
tion rather than real-world production performance.

5. Results and discussion

5.1. Overview of experimental results

The framework achieved XGBoost counterfeit-detection
accuracy of 99.48%, precision of 93.63%, recall of 98.00%, an
F1-score of 95.77%, traceability integrity of 97.1%, throughput
of 420 TPS, average latency of 0.82 seconds, and an Integrated
Supply-Chain Performance Index of 96.4%.

5.2. Counterfeit-detection analysis

For the reported 50,000-record evaluation, the XGBoost
confusion-matrix counts are TN = 46,800, FP = 200, FN = 60,
and TP = 2,940. Table 15 reports the derived performance val-
ues as supplied in the manuscript.

Figure 5 shows the supplied confusion-matrix graphic.

The Random Forest and XGBoost models were evaluated
using the Al module and IoT-sensor-derived data. XGBoost
achieved higher accuracy and recall, whereas Random Forest
achieved higher precision and F1-score. The comparison is re-
peated in Table 16 and Figure 6.

5.3. ROC-curve analysis

The reported area under the receiver operating characteristic
curve (ROC-AUC) is 0.981 for Random Forest and 0.992 for
XGBoost. Figure 7 shows the supplied ROC curves.
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Figure 5: XGBoost confusion matrix for the reported 50,000-
record evaluation.

5.4. Confusion-matrix analysis

A second confusion matrix reports the following test-set
counts:

Predicted counterfeit

120
440

Predicted genuine

9,400
40

Actual genuine
Actual counterfeit

The corresponding reported performance statistics are Ac-
curacy = 99.48%, Precision—Counterfeit = 93.63%, Recall-
Counterfeit 98.00%, F1-score—Counterfeit = 95.77%,
Specificity—Genuine = 99.57%, Balanced Accuracy = 98.79%,
and MCC = 0.9552. Figure 8 presents the XGBoost confu-
sion matrix for the reported 50,000-record counterfeit-detection
evaluation. The confusion-matrix counts and derived perfor-
mance statistics are consistent with those reported in Table 15.

5.5. Blockchain performance evaluation

Figure 9 compares the reported throughput and latency val-
ues for the traditional system, Ethereum-based system, and
AgriMedChain-Al



Kumar et al. / J. Nig. Soc. Phys. Sci. 9 (2027) 3715 12

Table 15: Counterfeit-detection analysis for the reported 50,000-record evaluation.

Metric Calculation Result
Accuracy (46,800 + 2,940)/50,000 99.48%
Precision 2,940/(2,940 + 200) 93.63%
Recall/Sensitivity 2,940/(2,940 + 60) 98.00%
F1-score 2TP/R2TP+ FP+ FN) 95.77%
Specificity 46,800/(46,800 + 200)  99.57%
Balanced accuracy (98.00 + 99.57)/2 98.79%
MCC Standard MCC formula  0.9552
EmE Random Forest
_ G
100 99.4% XGBoost
o | 97.8% 98.0%
—_ 57.1% 96.8% 96.9%
2
S 961 95.7%
c
)
£
Rl
& o4 93.6%
92 1
90 -
Accuracy Precision Recall F1-Score

Evaluation Metrics

Figure 6: Counterfeit-detection performance comparison.

0.10 0.15
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Figure 7: ROC curves for the counterfeit-detection models.

5.6. Traceability reconstruction success (TRS) centage of expected batch-level trace events successfully recon-
Figure 10 shows the traceability reconstruction success un-  structed. The figure uses a 0-100% scale to avoid visual exag-
der increasing transaction load. The y-axis represents the per- geration of small differences.
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Figure 8: Confusion-matrix statistics of the XGBoost-based counterfeit-detection model.
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Figure 9: Throughput and latency comparison of the traditional, Ethereum-based, and Hyperledger Fabric systems.
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Figure 10: Traceability reconstruction success under increasing transaction load.
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Table 16: Random Forest and XGBoost metrics.

Metric Random Forest XGBoost
Accuracy 97.8 99.48
Precision 97.1 93.63
Recall 96.8 98.00
F1-score 96.9 95.77

5.7. Comparative analysis

Figure 11 shows the reported comparison of the compet-
ing systems. Evaluation parameters include traceability, trans-
parency, security, counterfeit detection, throughput, and sus-
tainability.

5.8. Integrated supply-chain performance index (ISPI)

The Integrated Supply-Chain Performance Index (ISPI) was
evaluated using environmental compliance, counterfeit preven-
tion, and traceability performance. The reported scores are
93.8% for environmental compliance, 98.4% for counterfeit
prevention, 97.1% for traceability efficiency, and 96.4% for the
Integrated Supply-Chain Performance Index.

5.9. Comparative discussion

The experimental findings report higher values for
AgriMedChain-Al than for the traditional and blockchain-only
systems across the comparative indicators evaluated in this sim-
ulation. Table 17 presents the manuscript’s comparison with
selected existing studies [21-24].

5.10. Controlled throughput and latency benchmark

To ensure a fair comparison, the traditional database,
Ethereum-based implementation, and Hyperledger Fabric im-
plementation were evaluated using an identical transaction
workload derived from the agricultural-medicine supply-chain
dataset. The same transaction payload structure, hardware en-
vironment, software environment, concurrency configuration,
transaction count, warm-up procedure, and benchmark duration
were maintained across all platforms. Throughput was mea-
sured as the number of successfully confirmed transactions per
second, while latency was measured from transaction submis-
sion to the corresponding platform-specific confirmation event.

The performance of the evaluated models was assessed us-
ing standard classification metrics, including accuracy, preci-
sion, recall, and Fl-score. The reported values correspond to
the evaluation results obtained on the specified test dataset. Be-
cause the experiments reported in this study do not include re-
peated independent runs with recorded variability, the results
are presented as single-point measurements rather than mean +
standard deviation. No statistical variability is inferred beyond
the reported experimental values. This controlled protocol is
intended to minimise the influence of workload, hardware, pay-
load, concurrency, and measurement differences on the compar-
ative performance results.
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5.11. Traceability integrity

Traceability integrity measures the proportion of expected
batch-level supply-chain events that can be successfully recon-
structed from the ledger. For batch M;, a trace is considered
successful when all required transaction events can be retrieved,
associated with the correct batch identifier, and reconstructed
in the expected chronological sequence. A failed trace occurs
when one or more required events are missing, incorrectly as-
sociated, unavailable, or fail the defined ledger/state validation
criteria. Traceability integrity is calculated as the ratio of suc-
cessful traces to the total number of evaluated traces. The met-
ric therefore evaluates the completeness and reconstructabil-
ity of supply-chain histories and should not be interpreted as
a measure of cryptographic blockchain integrity.

5.12. Evaluation of validation, fraud prevention, audit effi-
ciency, and compliance

The proposed framework was evaluated using separate test
cases for transaction validation, fraudulent-transaction block-
ing, audit efficiency, and compliance verification. Each evalu-
ation task was associated with a predefined ground-truth out-
come. Validation success was measured as the proportion of
transaction test cases correctly accepted or rejected according to
the predefined validation rules. Fraudulent-transaction block-
ing was measured as the proportion of ground-truth fraudulent
transactions correctly rejected by the framework.

Audit-time reduction was calculated by comparing the
mean time required to complete an identical audit task using the
conventional procedure and the proposed framework. Compli-
ance accuracy was calculated as the proportion of compliance
test cases for which the system generated the correct rule-based
decision.

5.13. Cross-validation and ROC-AUC evaluation

To assess the robustness of counterfeit detection, strati-
fied k-fold cross-validation was performed while preserving the
genuine/counterfeit class distribution across folds. In each iter-
ation, k—1 folds were used for model training and the remaining
fold was used for validation. ROC—AUC analysis was used to
evaluate the discrimination capability of the classification mod-
els. The reported AUC values are the single AUC measure-
ments obtained from the corresponding evaluation results. The
reported AUC values of 0.981 and 0.992 indicate strong dis-
crimination between the respective classes under the evaluated
experimental conditions.

5.14. Implications for Agriculture 5.0

The proposed framework is intended to support the vi-
sion of Agriculture 5.0 through intelligent supply-chain au-
tomation, real-time product authentication, secure data shar-
ing among stakeholders, sustainable agricultural practices,
regulatory-compliance monitoring, and farmer-centric digital
transformation.
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Comparative Analysis of Traditional System, Blockchain-Only System,
and AgriMedChain-Al across Key Supply Chain Performance Indicators
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Figure 11: Normalised comparative performance of the evaluated supply-chain architectures. All heterogeneous indicators are
transformed to a common 0—-100 scale before visualisation. Percentage-based indicators are retained on their defined scale, whereas
throughput and latency are normalised using benefit-oriented and cost-oriented min—max normalisation, respectively.

Table 17: Comparative analysis of existing studies and AgriMedChain-Al

Study Application Blockchain ~ AI/ML IoT  Dataset Counterfeit TPS Latency Major
domain platform component size detection (s) limitations
Grecuccio et al. Food Ethereum No Yes 10,000 No 120 2.8 No Al-based
(2020) [21] traceability authentication
Rai et al. Agricultural Hyperledger No Yes 15,000 Partial 180 2.1 Limited
(2021) [22] supply chain Fabric counterfeit
analysis
Gomasta et al. Pharmaceutical Hyperledger Yes No 25,000 Yes 250 1.8  NoloT
(2023) [23] supply chain Fabric monitoring
Hasan et al. Agricultural Ethereum Yes Yes 30,000 Partial 290 1.4 Scalability
(2024) [24] products issues
Saidu et al. Medicine Hyperledger Yes Partial 35,000 Yes 320 1.2 No sustainability
(2025) traceability Fabric evaluation
AgriMedChain- Agricultural Hyperledger XGBoost- Yes 50,000 Yes 420 0.82  Addresses
Al (Proposed) medicine Fabric based traceability,
supply chain detection counterfeit
detection, and
sustainability
simultaneously

6. Conclusions and future scope

This study presented AgriMedChain-Al, a framework com-
bining blockchain, IoT, and AI for agricultural-medicine
supply-chain management. It addresses counterfeit agrochemi-
cals, limited transparency, fragmented information sharing, and
poor traceability. By using Hyperledger Fabric, IoT moni-
toring, machine-learning-based counterfeit detection, QR-code
authentication, and automated smart contracts, the framework
provides an architecture for managing agricultural medicines
throughout their life cycle.

The experimental results under the specified simulation
conditions demonstrated the technical feasibility of the frame-
work. It achieved a counterfeit-detection accuracy of 99.48%,
93.63% precision, 98.00% recall, and a 95.77% Fl-score. It
maintained 97.1% traceability integrity over 50,000 blockchain
transactions, handling 420 transactions per second with an av-
erage latency of 0.82 seconds. Additionally, the framework re-
duced manual auditing time by 37.2% and achieved an ISPI of
96.4%, obtained from the equally weighted environmental com-
pliance, traceability, and counterfeit-prevention components.

This result indicates integrated performance across the eval-
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uated supply-chain dimensions; however, it should not be in-
terpreted as a comprehensive measure of environmental, eco-
nomic, or social sustainability. Within the comparative sim-
ulation, AgriMedChain-Al reported higher evaluated values
than the traditional and blockchain-only methods across the
stated security, transparency, traceability, counterfeit-detection,
efficiency, and sustainability indicators. The combination of
blockchain tracking with Al analysis supports early detection of
suspicious activities, tamper-evident record management, and
automated regulatory-compliance checks through smart con-
tracts.

Beyond its technical objectives, the framework is intended
to reduce counterfeit agricultural medicines, support farmer
trust, improve food safety, protect the environment, and pro-
mote transparent agricultural governance in line with Agri-
culture 5.0. The experimental evaluation was conducted in a
controlled simulation environment comprising 10 peers and a
workload of 50,000 records. The results demonstrate technical
feasibility under the specified experimental configuration; how-
ever, they should not be interpreted as evidence of production-
scale suitability or regulatory readiness.

Real-world agricultural-medicine supply chains involve
substantially greater heterogeneity in participants, transaction
rates, network conditions, IoT devices, regulatory require-
ments, and operational workflows. Consequently, external val-
idation using larger distributed deployments, real agricultural-
medicine datasets, physical IoT infrastructure, and participa-
tion from relevant supply-chain and regulatory stakeholders is
required before production deployment. Future studies will in-
vestigate scalability under larger peer networks, geographically
distributed nodes, higher transaction volumes, heterogeneous
network conditions, and real-world regulatory and operational
constraints.

Future research will also investigate federated learning,
digital-twin technology, edge—cloud intelligence, cross-border
blockchain compatibility, carbon-footprint evaluation, green
supply-chain analysis, and large-language-model (LLM)-based
decision-support systems. Furthermore, technologies such as
6G communication, quantum-resistant blockchain security, and
autonomous agricultural agents may support further research on
scalability, security, privacy, and intelligent decision-making.
Future work will extend the ISPI by incorporating indepen-
dently measurable environmental indicators, including carbon
emissions, energy consumption, waste generation, and resource
utilisation. Such indicators could support an environmentally
validated sustainability assessment rather than one based solely
on operational and compliance-related proxies.
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